
SIGNAL PROCESSING ADVANCES FOR PHYSICAL LAYER SECURITY IN 

COMMUNICATION NETWORKS 

by 

Trevor Michael Allen 

APPROVED BY SUPERVISORY COMMITTEE: 

___________________________________________ 

Naofal Al-Dhahir, Chair 

___________________________________________ 

Murat Torlak 

___________________________________________ 

John P. Fonseka 

___________________________________________ 

M. Saquib



 

 

Copyright 2017 

Trevor Michael Allen 

All Rights Reserved 

 



 

 
 

 

SIGNAL PROCESSING ADVANCES FOR PHYSICAL LAYER SECURITY IN 

 

COMMUNICATION NETWORKS 

 

 

 

 

by 

 

 

 

 

TREVOR MICHAEL ALLEN, MS 

 

 

 

 

 

DISSERTATION 

Presented to the Faculty of 

The University of Texas at Dallas 

in Partial Fulfillment 

of the Requirements 

for the Degree of 

 

 

 

DOCTOR OF PHILOSOPHY IN 

 

ELECTRICAL ENGINEERING 

 

 

 

 

THE UNIVERSITY OF TEXAS AT DALLAS 

 

May 2017 



 

 
 

iv 

ACKNOWLEDGMENTS 

I want to express my gratitude to my supervisor, Professor Naofal Al-Dhahir, for accepting me 

as a PhD student and being a mentor to me during this research. Professor Al-Dhahir has offered 

suggestions, provided guidance, and motivated me.  He has gone out of his way to help and 

instruct me and I am truly grateful for his kindness and patience.  

I am also grateful to Professor Julian Cheng and Professor Ali Tajer for their insightful 

comments and inspiring ideas; without them this research would not have been completed. 

Last but not least, I want to thank my wife for the immeasurable amount of patience she has 

demonstrated.  Through the good and the bad, your encouragement and love have been a great 

help to me through this process. 

November 2016   

 

 

 

 

 

 

 

 

 



 

 
 

v 

SIGNAL PROCESSING ADVANCES FOR PHYSICAL LAYER SECURITY IN 

 

COMMUNICATION NETWORKS 

 

 

Trevor Michael Allen, PhD 

The University of Texas at Dallas, 2017 

 

ABSTRACT 

 

 

 Supervising Professor:  Naofal Al-Dhahir 

 

 

 

 

This dissertation presents multiple novel techniques for securing wireless communications at the 

physical layer.  Specifically, we are interested in increasing the secrecy capacity of systems 

employing the Alamouti space-time block code (STBC) for point to point and multiple access 

communications.  First, we introduce a secure space-time block coding scheme for 2 and 4 

transmit antennas to secure point to point transmissions in the presence of a passive 

eavesdropper. The bit error probability is analyzed for coherent detection as well as with 

differential detection. The analytical expressions are validated through simulations and 

demonstrate that our proposed secure STBC guarantees full diversity to legitimate users while 

reducing the diversity order of an eavesdropper to zero even when she has perfect channel state 

information.  Next we investigate the physical layer security of synchronous multiple access 

transmissions using the Alamouti STBC in fading channels where multiple users communicate 

with a single intended receiver in the presence of an eavesdropper. We propose an artificial-

noise-aided technique to secure the transmissions by having the Alamouti users collaborate with 

each other, without exchanging information, to degrade the eavesdropper’s channel. Unlike 
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previous work, which assumes that the transmitters have complete knowledge of the legitimate 

as well as the eavesdropper’s channels, our proposed technique requires no communications 

between the users, minimal knowledge of the legitimate channel, and no channel knowledge 

regarding the eavesdropper. 
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CHAPTER 1 

INTRODUCTION 

1.1 Overview 

The success of large-scale wireless data networks as well as the increased processing power of 

mobile devices has allowed for ubiquitous access to the internet. However, the pervasive access 

to online services often comes at the expense of security because the broadcast nature of wireless 

communications makes them particularly sensitive to eavesdropping.  Consequently, 

confidentiality has become a growing concern in that as more information becomes accessible 

online, specifically through mobile devices using wireless data networks, the interception and 

malicious use of data could have a tremendous cost.   

While secrecy in communication systems has historically been obtained through cryptographic 

means in the upper layers of the protocol stack, recent research efforts have focused on the 

physical layer and have unveiled ample opportunities to security.    The benefit of physical-layer 

security is that it can be implemented in a variety of scenarios; from a standalone feature in an 

ad-hoc network to a cross-layer approach complimenting the security offered by the application 

layer.   In this dissertation, we present advances in signal processing techniques for the purpose 

of providing practical and effective techniques for securing wireless transmissions at the physical 

layer in the presence of a passive eavesdropper. 

1.2 Background 

Security has many aspects including confidentiality/privacy, integrity, and availability of the 

messages being transmitted.  On one side, active eavesdropping (e.g., hostile jamming) affects 
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integrity and availability of messages while on the other, passive eavesdropping affects 

confidentiality and privacy.  While both are important, this dissertation is focused on improving 

the confidentiality/privacy in wireless communication networks.   

In the past few years, many research efforts have been made to study the confidentiality of 

various communications scenarios and under different channel state information (CSI) 

assumptions. The foundation for the theory of secrecy in systems was laid by Claude Shannon in 

[1].  He proved that perfect secrecy can be obtained only if the size of the secret key is at least as 

large as the size of the message. Perfect secrecy means that the intended receiver can decode the 

secret message without any error, while the eavesdropper cannot decode the secret message. 

A natural framework for protecting information at the physical layer is the so-called wiretap 

channel introduced by Wyner [2] and the associated notion of secrecy capacity. In the basic 

wiretap channel, there are three parties, one sender (Alice), one receiver (Bob), and one 

eavesdropper (Eve) (Figure 1). Wyner established the secrecy capacity for the case where the 

underlying broadcast channel between the sender and the receiver and eavesdropper is a 

degraded one. Subsequent work generalized this result to non-degraded discrete memoryless 

broadcast channels [3] and applied it to the basic Gaussian channel [4].  These pioneering studies 

revealed that a positive secrecy data rate is achievable if the transmitter-eavesdropper channel is 

a degraded version of the legitimate transmitter-receiver channel.  

 

Figure 1. Wireless Wiretap Channel 
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This model has inspired significant research efforts toward the information theoretic limits of a 

variety of fading wire-tap channel models [5], [6].  In addition, antenna diversity has also been 

employed to enhance physical layer secrecy [7]–[13]. Secure transmissions are investigated 

when the channel from the transmitter to the legitimate receiver is single-input multiple-output 

(SIMO) [7], multiple-input single-output (MISO) [8]–[10], and multiple input multiple-output 

(MIMO) [10]–[13]. Also, the security benefits of Space-time block codes (STBC) for multiple 

antenna systems were studied in [14], [15].  In [10], it is shown when the instantaneous channel 

state information (CSI) are known to all the transceivers, the optimal transmission scheme that 

achieves the secrecy capacity of a Gaussian MISO channel is beamforming.   

In addition, the coding theorem for secrecy capacity has been widely studied, such as LDPC 

codes in [16], [17], polar codes in [18]–[20], and random field codes in [21].  An overview of 

error-control coding techniques for physical-layer security can be found in [22].  

However, most of these works are based on some strict assumptions that originated from the 

basic premise of the theorem for perfect secrecy in wire-tap channels in [1], [2].  For example, 

both receiver’s and eavesdropper’s CSI are assumed to be available at the transmitter as well as 

the number of receive antennas, which is usually impractical.  In practice, however, since an 

eavesdropper can be a purely passive receiver, he/she obtains information about the transmitted 

signal without any risk of detection. Thus the eavesdropper may increase the channel capacity of 

the wire-tap channel to a level higher than that of the main channel by installing arbitrary number 

of antennas, or deploying distributed antennas within the range of the transmission, or placing 

receiving antennas very close to the transmitting antennas.  As a result, it will be difficult to 

always achieve a positive secrecy capacity (the maximum rate of communications achievable 



 

4 

over the main channel under a secrecy constraint for the eavesdropper’s channel) especially 

when the eavesdropper’s CSI is unknown to the transmitter. 

More recently, research efforts have been directed towards designing practical transmission 

schemes to improve physical layer security by providing a signal-to-noise ratio (SNR) advantage 

for the legitimate receiver e.g., through transmit beamforming (TBF) [23]-[25], secure on-off 

transmission [26], secure opportunistic scheduling [27], transmit antenna selection [28] and [29], 

antenna correlation [30], and adding artificial noise [31]-[33].  Notably, the schemes in [23]–[33] 

relax the strict assumption according to which the precise eavesdropper’s CSI is available at the 

transmitters sites.  As a reference, a systematic review of the work on physical-layer security can 

be found in [36].  However, these schemes do require instantaneous CSI feedback from the 

intended receiver, which is a major advancement toward practical secure communications. 

When the eavesdropper’s CSI is unknown, a so-called artificial noise (AN) scheme has been 

proposed in [31]–[33] for MISO and MIMO systems to improve the secrecy capacity, and has 

been extended to the cooperative jamming schemes recently [34], [35]. The basic idea is to 

transmit a carefully designed “noise” signal along with the information signal to deteriorate the 

receiving signal-to-interference-noise ratio (SINR) of the potential eavesdropper without 

impacting the intended receiver. Interestingly, it is shown in [10] that the AN scheme in a MISO 

wiretap channel is asymptotically near-optimal in the high SNR regime. However, in order to 

properly design the artificial noise requires that the transmitter have the full CSI of the intended 

receiver as to not impact the signals reception.  Under conditions of a slowly fading channel, the 

receiver is able to feedback their CSI to the transmitter to enable such schemes. 
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From a quality-of-service based perspective, the authors of [23] designs linear precoders with 

AN within predetermined signal-to-interference-plus-noise-ratio (SINR) targets at the desired 

receiver(s) and/or the eavesdropper. Motivated by these studies, research efforts have been 

directed toward a better understanding of the role of transmitting AN over slow fading channels, 

where the secrecy outage probability (i.e., the probability that the secrecy capacity drops below a 

target secrecy rate) is widely adopted as the performance metric [32], [33]. However, in general 

it is challenging to express such outage probability terms in closed forms. As a result, to provide 

insight into the behavior of the secrecy outage probability, the work in [37] introduces the 

concept of secrecy diversity, which quantifies the asymptotic behavior of the secrecy outage 

probability and provides helpful insight when comparing the security benefits of new signal 

processing techniques. 

1.2.1 Space-Time Block Codes (STBC) 

In wireless communications, diversity is a common technique for combatting fading and co-

channel interference and avoiding error bursts. It is based on the fact that individual channels 

experience different levels of fading and interference. Multiple versions of the same signal may 

be transmitted and/or received, and combined in the receiver to exploit the multipath 

propagation, resulting in a diversity gain. 

Antenna diversity, also known as spatial diversity, is any one of several wireless schemes that 

uses two or more antennas to improve the quality and reliability of a wireless link.  Antenna 

diversity is especially effective at mitigating these multipath situations because multiple antennas 

offer a receiver several observations of the same signal (Figure 2). Each antenna will experience 

a different interference environment, thus, if one antenna is experiencing a deep fade, it is likely 

http://en.wikipedia.org/wiki/Telecommunications
http://en.wikipedia.org/wiki/Fading
http://en.wikipedia.org/wiki/Error_burst
http://en.wikipedia.org/wiki/Multipath_propagation
http://en.wikipedia.org/wiki/Multipath_propagation
http://en.wikipedia.org/wiki/Diversity_gain
http://en.wikipedia.org/wiki/Multipath_propagation
http://en.wikipedia.org/wiki/Fading
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that another has a sufficient signal. Collectively such a system can provide a robust link. While 

this is primarily seen in receiving systems (diversity reception), the analog has also proven 

valuable for transmitting systems (transmit diversity) as well. 

 

Figure 2. Antenna Diversity with 2 TX and 2 RX antennas 

 

Space-time block codes are used for multiple antenna systems to enable the transmission of a 

data stream across a number of antennas.  The STBC transmits multiple copies of the data to 

exploit the various received versions of the data to improve the reliability of data-transfer. Space-

time coding combines all of the copies of the received signal in an optimal way to extract as 

much information from each of them as possible. This helps to compensate for the channel 

problems such as fading and thermal noise without requiring the transmitter to have knowledge 

of the channel.  

When using space-time block coding, the data stream is encoded in blocks prior to transmission. 

These data blocks are then distributed among the multiple antennas (which are spaced apart to 

de-correlate the transmission paths) and the data is also spaced across time (Figure 3).  The rate 

of the STBC is given by  

http://en.wikipedia.org/wiki/Diversity_reception
http://en.wikipedia.org/wiki/Transmit_diversity
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𝑆𝑇𝐵𝐶 𝑅𝑎𝑡𝑒 =  
# 𝑠𝑦𝑚𝑏𝑜𝑙𝑠 𝑝𝑒𝑟 𝑏𝑙𝑜𝑐𝑘

# 𝑡𝑖𝑚𝑒𝑠𝑙𝑜𝑡𝑠 𝑝𝑒𝑟 𝑏𝑙𝑜𝑐𝑘
  

 

Figure 3. Space-Time Block Coding 

 

STBCs can be divided into two main classes, namely, Orthogonal Space-Time Block Codes 

(OSTBCs) and Non-Orthogonal Space-Time Block Codes (NOSTBCs). The Quasi-Orthogonal 

Space-Time Block Codes (QSTBCs) belong to class of NOSTBCs and have been an intensive 

area of research. The OSTBCs achieve full diversity with low decoding complexity, but at the 

price of some loss in data rate.   

Alamouti invented the simplest of all the OSTBCs in 1998 [38].  The Alamouti STBC is a 

transmit diversity scheme for two transmit antennas and a single receive antenna where the 

encoder transmits s1 from antenna one and s2 from antenna two at time one. Also, the encoder 

transmits −s2
∗  from antenna one and s1

∗ from antenna two at time two.  Assuming a flat, i.e., 

nondispersive, fading channel constant over two symbol periods the discrete time equivalent 

complex baseband model of the received signals (over two symbol periods) can be written as 

𝑟1 = 𝑠1 ∙ ℎ1 + 𝑠2 ∙ ℎ2 + 𝑛1  

𝑟2 = −𝑠2
∗ ∙ ℎ1 + 𝑠1

∗ ∙ ℎ2 + 𝑛2 
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where {ℎ𝑖} are the channel coefficients associated with transmit antenna i, {𝑠𝑗} is the j
th

 symbol 

of the Alamouti codeword, {𝑛𝑡} is the additive noise associated with the received signal at 

timeslot t, and {𝑟𝑡} represents the received signal at timeslot  t.  The channel coefficients {ℎ𝑖} are 

modeled as quasi-static over a frame of duration equal to the channel coherence time, circularly 

symmetric, independent, identically distributed (IID) complex-valued random variables. The 

channel coefficients are assumed to vary independently from frame to frame. In addition, the 

receiver is assumed to have perfect CSI.  Noise samples are modeled as circularly symmetric, 

IID, complex-valued Gaussian random variables with zero-mean and variance N0/2 per 

dimension. 

With very little effort, we can re-write the above system of equations in matrix form as 

(
𝑟1
𝑟2
) = (

𝑠1 𝑠2
−𝑠2

∗ 𝑠1
∗) (

ℎ1
ℎ2
) + (

𝑛1
𝑛2
) 

𝑟 = 𝑺 ∙ ℎ + 𝑛 

which then can be manipulated into the familiar form of 

(
𝑟1
−𝑟2

∗) = (
ℎ1 ℎ2
−ℎ2

∗ ℎ1
∗) (

𝑠1
𝑠2
) + (

𝑛1
−𝑛2

∗). 

�̃� = 𝑯 ∙ 𝑠 + �̃� 

From this we can easily see that the Alamouti STBC has a spatial code rate of 1(two symbols are 

transmitted in two timeslots) and using [43] we find that the Alamouti STBC has diversity order 

of 2. This is noteworthy because it is the only STBC that can achieve its full diversity gain 

without needing to sacrifice its data rate. Furthermore, it is easy to show that the Alamouti 

codeword matrix 𝑺 is orthogonal as is the effective channel matrix 𝑯 and therefore, assuming 

perfect CSI, decoding the received signal becomes a simple process of 
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�̂� =
𝑯𝑇

‖ℎ‖
𝟐 ∙ �̃� =

𝑯𝑇

‖ℎ‖
𝟐 ∙ (𝑯 ∙ 𝑠 + �̃�) =  𝑠 + 

𝑯𝑇

‖ℎ‖
𝟐 ∙ �̃�. 

It should be noted that although the noise term has changed, Alamouti showed [38] that the 

effective received SNR is not degraded.  In addition, Alamouti also showed that this was 

equivalent to a two branch maximum ratio combining receiver with the same bit error rate (BER) 

performance (i.e., the same BER performance as the maximum likelihood (ML) receiver).  The 

significance of this is that the Alamouti STBC was the first demonstration of a method of 

encoding which enables full diversity with linear processing at the receiver and was the 

first open-loop transmit diversity technique which had this capability.  For these reasons, it is no 

surprise that the Alamouti STBC has been adopted in cellular and Wi-Fi standards to improve 

reliability without requiring additional bandwidth or transmit power resources.   

1.2.2 Multiple Access communications using the Alamouti STBC 

Consider an uplink system, in which multiple users access the base station at the same time 

within the same bandwidth using spatial division multiple access (SDMA). The N users employ 

the Alamouti STBC to synchronously transmit information using two transmit antennas and the 

base station has a single receive antenna. Assuming a flat fading channel constant over two 

symbol periods the discrete time equivalent complex baseband model of the received signals 

(over two symbol periods) can be written as 

𝑟1 = ∑(𝑠𝑛,1 ∙ ℎ𝑛,1 + 𝑠𝑛,2 ∙ ℎ𝑛,2)

𝑁

𝑛=1

+ 𝑤1  

𝑟2 = ∑(−𝑠𝑛,2
∗ ∙ ℎ𝑛,1 + 𝑠𝑛,1

∗ ∙ ℎ𝑛,2)

𝑁

𝑛=1

+ 𝑤2 
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where {ℎ𝑛,𝑖} are the channel coefficients associated with the i
th

 transmit antenna of user n, {𝑠𝑛,𝑗} 

is the j
th

 symbol of the Alamouti codeword transmitted by user n, {𝑤𝑡} is the additive noise 

associated with the received signal at timeslot t, and {𝑟𝑡} represents the received signal at 

timeslot  t.  The channel coefficients {ℎ𝑛,𝑖} are modeled as quasi-static over a frame of duration 

equal to the channel coherence time, circularly symmetric, independent, identically distributed 

(IID) complex-valued random variables. The channel coefficients are assumed to vary 

independently from frame to frame. In addition, the receiver is assumed to have perfect CSI.  

Noise samples are modeled as circularly symmetric, IID, complex-valued Gaussian random 

variables with zero-mean and variance N0/2 per dimension.  This system can be re-written in 

matrix form as 

𝑟 = (𝒔1 ⋯ 𝒔𝑁) ∙ (

ℎ1
⋮
ℎ𝑁

) + 𝑤 = 𝑺 ∙ ℎ + 𝑤 

where  

𝒔𝑛 ≜ (
𝑠𝑛,1 𝑠𝑛,2
−𝑠𝑛,2

∗ 𝑠𝑛,1
∗ ) 

is Alamouti STBC associated with the n
th

 user and ℎ𝑛 = (ℎ𝑛,1 ℎ𝑛,2)𝑇and 𝑤 = (𝑤1 𝑤2)𝑇.  

The matrix 𝑺 is called a stacked Alamouti STBC and using [43] it is easy to show that the 

stacked Alamouti STBC has diversity order of 2.   

Performing the same steps as in previous section, we can re-write the above system as 

�̃� = (𝒉1 ⋯ 𝒉𝑁) ∙ (

𝑠1,𝑘
⋮
𝑠𝑁,𝑘

) + �̃� = 𝑯 ∙ 𝑆 + �̃� 

where  
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𝒉𝑛 ≜ (
ℎ𝑛,1 ℎ𝑛,2
−ℎ𝑛,2

∗ ℎ𝑛,1
∗ ) 

and 𝑠𝑛,𝑘 = (𝑠𝑛,1 𝑠𝑛,2)𝑇 are the transmitted symbols associated with the n
th

 user over the 2 

timeslots.   

Given �̃� is received, the maximum likelihood (ML) estimate for what was transmitted, 𝑆, is the 

estimate, �̂� that maximizes the likelihood function (i.e., minimize the probability of errors).  The 

likelihood function of the received signal �̃� is conditioned on knowledge of the channel matrix 𝑯 

and is given by 

f( r̃ | H)  ∝ exp (
−1

N0
‖ r̃ −  H ∙ S̃ ‖

2
) 

It is easy to see that maximizing f( r̃ | H) reduces to minimizing the argument in the complex 

exponential, which is the squared Euclidean distance‖ r̃ −  H ∙ S̃ ‖
2
. Therefore, the metric 

reduces to 

{Ŝ} = arg  min
 s̃,H

‖ r̃ −  H ∙ S̃ ‖
2
 

In other words, the best guess the receiver can make is to calculate ‖ r̃ −  H ∙ S̃ ‖
2
 for every 

possible combinations of {S̃ } that could have been sent, and pick the one, {Ŝ}, that yields the 

smallest metric value which is then passed to an L-PSK slicer. This process is called joint ML 

detection because it simultaneously detects the symbols transmitted by all the Alamouti MAC 

users. 

In [55], it has been demonstrated that significant performance gains can be obtained if the 

detectors explicitly take into account the modulation formats of the desired and the interference 

signals. Furthermore, [55] demonstrates that the joint detector can achieve symbol error rates that 
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have the same dependence on the received SNR as if the channel were interference free. Thus, 

the performance of joint detection is fundamentally limited by the SNR rather than the signal-to-

interference ratio (SIR). 

From this we can see that the N synchronous Alamouti STBC users are able to share the same 

time and frequency resources leading to an N-fold increase in system capacity while still 

guaranteeing a maximum spatial diversity order for all users using a maximum-likelihood 

receiver [39]. The performance of the synchronous Alamouti MAC was analyzed in [40]. The 

analytical results provide us with more understanding about the combination of the Alamouti 

STBC and spatial division multiplexing (SDM) techniques applied to multiple antenna 

communication systems.  It is noteworthy to mention that this scenario is common in many 

modern communications systems that employ synchronous uplinks, such as TD-SCDMA, and a 

similar structure has been proposed for the MIMO extension for UMTS.   

1.3 Outline of dissertation 

This dissertation presents multiple novel techniques for securing wireless communications at the 

physical layer.  Specifically, we are interested in increasing the secrecy capacity of systems 

employing the Alamouti space-time block code (STBC) [38] for point to point and multiple 

access communications.  This dissertation consists of six chapters and is organized as follows: 

Chapter 2 provides an overview of the fundamentals of physical layer security. We start by 

defining principles from information theory to understand the origins of information-theoretic 

security.  Using these principles, we will define the metrics used in measuring the security of a 

system. 
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Chapter 3 introduces a technique that uses a novel technique to secure Point-to-Point 

transmissions when using Space-Time Block codes.  This technique defines a novel approach of 

securing transmissions without requiring CSI knowledge at the transmitter.  This technique is 

applied to the Alamouti STBC, the Octonian STBC [41] and the performance is analyzed with 

perfect and imperfect receive CSI.  To account for the situation where the receiver is unable to 

obtain CSI, we also apply the technique to the differential STBC defined by Tarokh and 

Jafarkhani in [42] and analyze its performance. 

Chapter 4 analyzes the information-theoretic security of the multiple-access channel (MAC) 

when the users adopt the Alamouti STBC. To the best of our knowledge, this analysis is not 

available in the literature and show that securing Alamouti MAC transmission places a heavy 

burden on the users' transmission power.   

Chapter 5 leverages from the results of the previous chapter and introduces a novel technique for 

improving the secrecy sum-capacity of Alamouti MAC transmissions by adding artificial noise 

(AN) aligned with the null space of the effective legitimate channel matrix. Lastly, to show the 

merits of our proposed technique, we analyze the channel capacities for the intended receiver and 

the eavesdropper and show that the AN produces an upper bound on the eavesdroppers receive 

signal-to-noise ratio (SNR). This result is then used to analyze the information-theoretic security 

of the proposed technique to quantify the security gains achieved. 

Chapter 6 summarizes the findings of the current research and will conclude by outlining 

potential ideas for future research. 

1.4 Contributions of dissertation 

In this dissertation, we make the following contributions to physical layer security: 
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 Introduce a new technique for securing Space-Time Block Coded (STBC) transmissions 

for 2 and 4 transmit antennas in the presence of a passive eavesdropper. 

 Analyze the bit error rate (BER) of the secure STBC and provide closed-form solutions 

for the BER of the legitimate receiver and eavesdropper when using coherent detection. 

 Extend this new technique to a differential encoding of the Alamouti STBC. 

 Analyze the BER of the secure differential STBC and provided closed-form solutions for 

the BER of the legitimate and eavesdropper. 

 Analyzed the security of the multiple access channel (MAC) transmissions where 

multiple users simultaneously and synchronously transmit information, using the 

Alamouti STBC, to a common receiver in the presence of a passive eavesdropper. 

 Derived a closed-form solution for the probability of positive security capacity of 

Alamouti MAC transmissions and showed that in order to increase secure 

communications by 1 bit/s/Hz requires an additional 3 dB of channel advantage for the 

legitimate users. 

 Introduce an artificial noise (AN) aided technique to increase the security of Alamouti 

MAC transmissions by having the users transmit artificial noise directed to the Null space 

of the legitimate channel matrix 

Derived closed form upper and lower bounds on the secrecy capacity of Alamouti MAC 

transmissions when using the AN aided technique and found that the technique provided a 

channel advantage of approximately 10 dB to the legitimate users. 
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CHAPTER 2 

FUNDAMENTALS OF PHYSICAL LAYER SECURITY 

2.1 Shannon’s Perfect Secrecy 

Roughly speaking, the objective of secure communication is twofold; upon transmission of a 

message, the intended receivers should recover the message without errors while no one else 

should acquire any information.  This fundamental principle was formalized by Shannon in his 

1949 paper [1] where a transmitter attempts to send a message M to a legitimate receiver by 

encoding it into a codeword X. During transmission, the codeword is observed by an 

eavesdropper without any degradation, which corresponds to a worst-case scenario in which the 

communication channel is error-free. In real systems, where some form of noise is almost always 

present, this theoretical assumption corresponds to the existence of powerful error-correction 

mechanisms, which ensure that the message can be recovered with arbitrarily small probability 

of error. As is customary in cryptography, we often refer to the transmitter as “Alice,” to the 

legitimate receiver as “Bob,” and to the eavesdropper as “Eve” (Figure 4). 

In this worst-case scenario, the legitimate receiver must have some advantage over the 

eavesdropper; otherwise the latter would be able to recover the message M as well. The solution 

to this problem lies in the use of a secret key K, known only to the transmitter and the legitimate 

receiver. The codeword X is then obtained by computing a function of the message M and the 

secret key K. 

Shannon formalized the notion of secrecy by quantifying the average uncertainty of the 

eavesdropper. In information-theoretic terms, messages and codewords are treated as random 

variables, and secrecy is measured in terms of the conditional entropy of the message given the 
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codeword, denoted as H(M|X). The quantity H(M|X) is also called the eavesdropper’s 

equivocation; perfect secrecy is achieved if the eavesdropper’s equivocation equals the a-priori 

uncertainty one could have about the message, that is H(M|X) = H(M). This means that the 

codeword X is statistically independent of the message M, which ensures that the eavesdropper 

is unable to extract information about the message.   

 
Figure 4. Shannon’s Perfect Secrecy 

2.2 Mutual Information and Secrecy Capacity 

Information-theoretic secrecy models often build upon the model called the wiretap channel 

studied by Wyner [2] where he demonstrated that reliable and secure communication between 

Alice and Bob can be made possible by exploiting the relative qualities of the channels between 

Alice and Bob and Alice and Eve. Wyner defined the discrete memoryless wiretap channel, 

where the wiretapper Eve obtains a degraded version of Bob’s signal via a cascaded discrete 

memoryless channel and characterized the rate-equivocation region, where the rate refers to the 

rate of reliable communication between Alice and Bob. 

One important point on the rate-equivocation region of the wire-tap channel is the point where 

the reliable rate of communication 

R = 𝑙𝑖𝑚
𝑛→∞

1

𝑛
𝐻(𝑀) 

equals the equivocation rate 
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Re = lim
n→∞

1

n
H(M|Zn) 

with M denoting the secret message, 𝐻(∙) denoting the binary entropy, and  Zn is the observation 

Eve receives of the n-length codeword Xn transmitted by Alice. The point in the rate-

equivocation region when R = Re represents the largest rate at which Alice can communicate 

with Bob while Eve gains no information about the message after observing Zn.  

The above concept can be illustrated using the Mutual Information of two random variables.  

Mutual Information is a measure of the dependence of the two variables and is defined as  

I(M; Zn) =  H(M) −  H(M|Zn)  

and represents the leakage of information to Eve. To understand how this applies to security, 

assume Alice encodes a message into N encoded symbols, xN, then transmits them to Bob. The 

amount of information (in bits) in the message is quantified by its binary entropy, H(xN). 

Bob receives the symbols yN and the amount of uncertainty Bob has about the message is 

measured by the conditional entropy, H(xN|yN).  The amount of information Bob obtains about 

xN from the received signal,  yN, is measured in the mutual information,   

I(xN; yN) =  H(xN) −  H(xN|yN) 

Likewise, the amount of information Eve obtains about xN from the received signal,  zN, is 

measured by 

I(xN; zN) =  H(xN) −  H(xN|zN) 

Conceptually, when I(xN; yN) ≤  I(xN; zN), Eve obtains as much or more information from 

Alice’s message than Bob does and therefore confidentiality is lost.  However, when I(xN; yN) >

 I(xN; zN), then Eve will not be able to obtain as much information as Bob does from Alice’s 
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message.  In these situations, the amount of information, in bits, that can be confidentially 

transmitted is given by the difference 

I(xN; yN) −  I(xN; zN). 

The above expression provides the average number of bits of information Bob will receive that 

Eve will not. 

Using this, we see from the previous section that perfect secrecy implies I(xN; zN)=0.    The 

message is said to be strongly secure as the message length n becomes very large   

lim
N→∞

I(xN; zN) = 0. 

This condition requires the amount of information leaked to the eavesdropper to vanish. The 

message is said to be weakly secure if  

 lim
N→∞

1

N
I(xN; zN) = 0. (1) 

Eq (1) is called the weak secrecy constraint for the reason that it only requires the rate of the 

information Eve’s observation gets about the message to vanish. Using the above definitions, we 

can now formalize the definition of secrecy capacity as the maximum rate R achievable over the 

main channel under the secrecy constraint for Eve’s channel. It is interesting to point out that 

both strong and weak secrecy requirements result in the same secrecy capacity. 

2.3 Wireless wiretap channel 

Consider a simple example of a memoryless discrete-time AWGN channel where all the nodes—

transmitter, receiver, and eavesdropper, have a single antenna each. We assume a simple flat-

fading channel model for both the transmitter-receiver and transmitter-eavesdropper channels; xk 

is the transmitted symbol at time k, whereas zk  and yk  are the output samples of the receiver 
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and eavesdropper channels, respectively, at time k. The output samples zk and yk are related to 

the transmitted symbol as, 

zk = hkxk + nk 

yk = gkxk + ek 

where hk and gk are the time-varying channel gains in the receiver and eavesdropper channel, 

respectively. nk and ek are i.i.d. additive white circularly complex Gaussian noise samples with 

variance σn
2  and σe

2 , respectively. A block fading model is assumed for hk and gk, meaning that 

they remain constant for a block of symbols, and are independent across blocks. The assumption 

of constant hk and gkover a large number of symbols allows us to apply information theoretic 

results, such as secrecy capacity, in each block (i.e., their coherence times are assumed long 

enough to allow capacity-achieving codes within each block). The variation of  hk and gkfrom 

block to block allows us to model the time-varying nature of a wireless channel (assuming the 

variation is slow). Across blocks, hk and gkare assumed to be complex numbers, i.i.d. Gaussian 

distributed (assuming Rayleigh fading), and independent of each other. A power constraint of P0 

is assumed (at time k, the total transmit power is not to exceed P0). 

Since the noise is Gaussian, the channel capacity is maximized when the transmitted symbol xk 

is also a zero-mean Gaussian random variable. Assuming, a Gaussian input X (under a power 

constraint of P0) and that Alice knowledge of the channel gains, hk and gk, the instantaneous 

channel capacity of the legitimate (Alice to Bob) and eavesdropper (Alice to Eve) is given by  

Cr =
1

2
log2 (1 + |hk|

2 ∙
P0
σn2
⁄ ) 

and 
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Ce =
1

2
log2 (1 + |gk|

2 ∙
P0
σe2
⁄ ) 

respectively.  Note that the instantaneous receive SNR for Bob and Eve is given by 

SNRr = |hk|
2 ∙
P0
σn2
⁄  

SNRe = |gk|
2 ∙
P0
σe2
⁄ . 

It is important to note that, being functions of their respective channel gains (which are random 

variables), both the instantaneous receive SNR and the instantaneous channel capacity are 

random variables.  Next, recall that the channel capacity represents the maximum rate in which 

data can be transmitted without experiencing errors at the receiver. Therefore, unlike the 

instantaneous receive SNR (which is measured at the receiver), the instantaneous channel 

capacity is measured at the transmitter and requires the transmitter to have knowledge of the 

channel gains and noise power of the receiver. This is referred to as the transmitter having full 

channel state information (CSI). 

Leung-Yan-Cheong and Hellman [4] verified that a Gaussian input X also maximizes the secret 

capacity Cs and a power constraint of P0 for the input X yields a secrecy capacity of 

Cs = (Cr − Ce)
+ 

 = (
1

2
log2 (1 + |hk|

2 ∙
P0
σn2
⁄ ) −

1

2
log2 (1 + |gk|

2 ∙
P0
σe2
⁄ ))

+

 
(2) 

where (x)+ = max(0, x).  Conceptually, this result tells us that if Bob’s channel is more capable 

than Eve’s, Cr > Ce, then when Alice transmits symbols to Bob at a rate equal to Cr, Eve will 

experience errors when decoding the signal when Bob will not.  As such, the difference Cr − Ce 
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quantifies the rate of information Bob receives from Alice that the Eve does not (due to decoding 

errors).  For example, Alice transmits two 16 QAM symbol every second.  For simplicity, let Cr= 

8 bits/sec and Ce= 4 bits/sec.  Since Eve is unable to decode the transmission without errors, Bob 

receives an addition symbol (i.e., 4 bit/sec) that Eve does not.  Therefore, the secrecy capacity, 

Cs = 4 bits/sec; meaning that Alice is able to transmit 4 bit/sec to Bob confidentially.  However, 

in the above example, if Ce= 12 bits/sec, then Eve will not experience errors and will be able to 

reliably decode the signal and therefore Alice is unable to communicate confidentially with Bob 

(i.e., 0 bits/sec).   

Equation (2) is an extremely powerful result. It concisely quantifies the price of confidentiality 

by backing off from capacity of the legitimate channel by an appropriate amount, namely, by 

exactly the channel capacity to Eve, Alice is able to quantify the rate of secure communications.  

This observation allows us to formalize a cardinal principle in physical-layer security: 

confidential communications are not possible unless the main channel is more capable than the 

wiretap channel.  Specifically, for secure communication, legitimate users of the system require a 

channel advantage over those of the adversary, even though a computational advantage as in 

cryptography is not at all needed.   

The wireless wiretap channel was studied in [5] when applied to Rayleigh fading channels.  It 

was shown that for specific fading realizations, the transmitter-receiver channel and the 

transmitter-eavesdropper channel can be viewed as complex AWGN channels with SNRs,  SNRr 

and SNRe respectively. In addition, from the definition of secrecy capacity, it follows that 

Cs > 0 when SNRr > SNRr and is zero when SNRr ≤ SNRe. Furthermore, [5] relaxes the strict 

assumption of full CSI and assumes that the transmitter only possesses statistical CSI (i.e., the 
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transmitter only has knowledge of the fading and noise distributions for both the legitimate and 

eavesdropper channel).  As such,  [5] analyzes the statistic behavior of secrecy capacity and, 

invoking independence between the main channel and the eavesdropper’s channel and assuming 

Rayleigh fading (i.e.,  SNRr and SNRe follow Gamma distributions, Γ(1,
P0
σn2
⁄ ) and Γ(1,

P0
σe2
⁄ ) 

respectively), it was shown that the probability of existence of a non-zero secrecy capacity is 

related to the average SNR of the transmitter-receiver channel and the transmitter-eavesdropper 

channel as 

 
𝑃(𝐶𝑠 > 0) =  

𝐸(𝑆𝑁𝑅𝑟)

𝐸(𝑆𝑁𝑅𝑟) + 𝐸(𝑆𝑁𝑅𝑒)
. (3) 

This result provides practical and helpful insight for the application of new signal processing 

techniques for the purpose of increasing the possibility of confidential communications.  For 

example, assuming the transmitter only has knowledge of the fading distributions, if a technique 

could be developed such that E(SNRe) = 0 (meaning that the technique produced a permanent 

and pathological channel disadvantage for the eavesdropper), then we could guarantee Cs > 0 at 

the rate equal to the capacity of the transmitter-receiver channel. 

2.4 Measuring Secrecy 

From the discussion in the previous section we know that secrecy capacity (as well as channel 

capacity) is measured from the transmitter’s point of reference.  As such, Alice is assumed to 

have full CSI for Bob and Eve as well as their respective number of receive antennas. In these 

situations, Alice can obtain the instantaneous secrecy capacity using Eq (2).   
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Unfortunately, an eavesdropper is typically a purely passive receiver capable of receiving the 

transmitted signal without any risk of detection. As a result, secrecy capacity is, often times, an 

impractical security metric, especially when the eavesdropper’s CSI is unknown to the 

transmitter.  In these situations, Alice requires statistical CSI (i.e., the knowledge of the fading 

and noise distributions) for the eavesdropper to measure the secrecy of the system. 

2.4.1 Ergodic Secrecy Capacity 

Since the channel gains are random processes (i.e., a collection of random variables, representing 

the evolution of some system of random values over time), we have to assume that the channel 

gains can be represented as stationary ergodic processes where the statistical properties (such as 

its mean and variance) do not change over time and can be deduced from a single, sufficiently 

long sample (realization) of the process.  By assuming the channel gains are ergodic, Alice can 

calculate the ergodic secrecy capacity by taking the expected value of the instantaneous secrecy 

capacity, E(Cs) =  E(Cr) − E(Ce).  However, in situations where Alice has full CSI for the 

legitimate channel, calculating the ergodic secrecy capacity simplifies to E(Cs) =  Cr − E(Ce).  

The ergodic secrecy capacity is the largest average rate that Alice can communicate with Bob 

with the Eve obtaining no information. Notice that, unlike secrecy capacity (which assumes the 

transmitter has full CSI); ergodic secrecy capacity can be calculated using only statistical CSI. 

Nevertheless, it is typically quite difficult to obtain the ergodic secrecy capacity analytically, 

being a complicated function of the channel gains, it is possible to compute its value 

numerically. 
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2.4.2 Secrecy Outage Probability 

When Alice does not full CSI for Bob, the only thing she can do is to encode the data assuming 

that Bob’s channel will be able to support a desired rate for all time.  Furthermore, in these 

situations, there is no meaningful notion of capacity in the sense of reliable communications at a 

desired rate since there is a non-zero probability that of a “deep fade” occurring at any one 

instance. As such, we have to resort to the notion of outage.  For example, assume Alice attempts 

to communicate with Bob at a desired rate, R𝑐.  If the channel is capable of supporting this rate, 

Bob will receive the messages without errors (reliable communications), otherwise Bob will 

experience errors when decoding the message (i.e. a connection outage occurs).  The probability 

of a connection outage occurring on the legitimate channel is given by 

ℙ(Cr < R𝑐) = ℙ(log2(1 + SNRr) < R𝑐) 

= ℙ(SNRr < 2R𝑐 − 1) 

= ∫ fSNRr(z)  dz
2R𝑐−1

0

 

This tells us that if Alice desires to communicate to Bob at a desired rate of R bits/sec/Hz and 

only knowing the statistical characterization of the channel gains and AWGN, the probability of 

a connection outage is given by the CDF of the receive SNR evaluated at 2R𝑐 − 1. 

For the same reason stated above, when Alice does not have full CSI for Bob, there is also no 

meaningful notion of secrecy capacity either.  Therefore we resort to analyzing the probability of 

a secrecy outage.  A secrecy outage occurs if the instantaneous secrecy capacity is smaller than a 

certain fixed value, called secrecy outage capacity, R, thus ℙ(Cs ≤ R).  The significance of this 

definition of secrecy outage probability is that when setting the secrecy rate R, Alice is assuming 
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that the capacity of the Eve’s channel is given by C̃e = Cr – R.  As long as Cs > R, Eve’s channel 

will be worse than Alice’s estimate, i.e. Ce < C̃e and so the codes used by Alice will ensure 

confidential communications.  The subtlety about secrecy outage is that it has to be calculated 

over the range rates that Bob does not experience a connection outage, i.e. 

ℙ(CS < R ∩ Cr ≥ R). 

It is important to have a conceptual understanding of the above statement.  As we have 

mentioned, Alice has to assume the legitimate channel can support a rate of R bits/sec/Hz, if not 

there will be e a connection outage on the legitimate channel.  A secrecy outage occurs when the 

legitimate channel can support a rate of R bits/sec/Hz, but the eavesdropper’s channel can 

support a rate of Ce > Cr − 𝑅 bits/sec/Hz.  Using the same trick as above, we can write 

ℙ(CS < R ∩ Cr ≥ R) =  ℙ(log2(1 + SNRr) − log2(1 + 𝑆𝑁𝑅𝑒) < R ∩ log2(1 + SNRr) ≥ R) 

=  ℙ(2𝑅(1 + 𝑆𝑁𝑅𝑒) − 1 > SNRr ≥ 2𝑅 − 1) 

= ∫ ∫ 𝑓SNRr(𝑎)  ∙ 𝑓𝑆𝑁𝑅𝑒(𝑏) 𝑑𝑎 𝑑𝑏.
2𝑅(1+ 𝑏)−1

2𝑅−1

∞

0

 

A couple of points to mention is that, first, when the legitimate channel experiences a connection 

outage, the secrecy capacity is zero (confidential communications are not possible) because 

reliable communications are not possible.  As such the probability of a secrecy outage is 100%. 

Second, when R = 0, i.e. the legitimate channel is never in outage, the secrecy outage probability 

reduces to the probability that the Eavesdropper’s channel has an SNR advantage over the 

legitimate channel, 

ℙ(SNRr < 𝑆𝑁𝑅𝑒  ∩ SNRr ≥ 0) =  ℙ(𝑆𝑁𝑅𝑒  > SNRr ≥ 0) 

= ∫ ∫ 𝑓SNRr(𝑎)  ∙ 𝑓𝑆𝑁𝑅𝑒(𝑏) 𝑑𝑎 𝑑𝑏
𝑏

0

∞

0
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In many instances, a more appropriate representation of a system’s security is its Complimentary 

Cumulative Distribution Function (CCDF), i.e., P(Cs > R) for an increasing threshold, R.  The 

CCDF shows the probability that secrecy capacity will exceed a threshold R.  It provides helpful 

insight when comparing the security benefits of new signal processing techniques.  As before, by 

assuming that the channel gains are stationary ergodic, this quantity can be determined 

analytically or numerically. 

2.4.3 Secrecy Diversity 

Another means of comparing new signal processing techniques is the secrecy diversity order 

which quantifies the asymptotic behavior of the secrecy outage probability.  The traditional 

diversity gain is defined as  

d = lim
SNR→∞

− log(Pe(SNR))

log(SNR)
   

where Pe(SNR) is the bit error rate as a function of SNR. However, when developing secure 

transmission techniques, the bit error rate will tend to a non-zero constant.  As such, the 

traditional diversity definition is inappropriate for this analysis.  

Because of this, we define the secrecy diversity gain as an asymptotic ratio of the logarithmic 

secrecy outage probability to the logarithmic MER α (i.e., the ratio between the SNRs of the 

main and eavesdropper channels, called the Main to Eavesdropper Ratio). Therefore, we can 

write the secrecy diversity order as  

ds = lim
α→∞

− log(Pout(R))

log(α)
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This means that, with a diversity order ds as α increases, the floor of secrecy outage Pout(R) 

decreases faster. Thus, we can evaluate the performance of the secrecy outage by using the 

secrecy diversity order, especially in high α region. 

  



 

28 

CHAPTER 3 

A SECURE STBC WITHOUT TRANSMIT CSI
1,2

  

3.1 Overview 

The demand for reliable, secure and efficient digital data transmission systems has been 

accelerated by the emergence of large-scale and high speed communication networks. In 1998, a 

simple STBC for two transmit antennas was invented by Alamouti [38]. The scheme supports a 

maximum likelihood (ML) detection scheme with only linear processing at the receiver based on 

the assumption that channel state information (CSI) is perfectly known at the receiver, but 

unknown at the transmitter. Later, Alamouti’s scheme was generalized in [43] to multiple 

transmit antennas with the performance analyzed in [44].  In practice, however, perfect CSI is 

not readily available.    When CSI is not available at the receiver, a differential Alamouti STBC 

encoding/decoding [42] is an attractive alternative.  

Nowadays, commonly used security methods are employed at the upper layers of a wireless 

network to share a private key for encryption and decryption between the transmitter and 

receiver. Using the private key, the legitimate users can generate a common randomness without 

revealing information to an eavesdropper.  The noisy communication channel, as in the case of 

the wiretap model of Wyner, can be used to generate common randomness to aid in obtaining a 

                                                 

1 © 2014 IEEE. Reprinted with permission from T. Allen, J. Cheng, and N. Al-Dhahir, "Secure Space-Time Block Coding 

without Transmitter CSI," in IEEE Wireless Communications Letters, vol. 3, no. 6, pp. 573-576, Dec. 2014. 

2 © 2015 IEEE. Reprinted with the permission from T. Allen, N. Al-Dhahir, "Performance analysis of a secure STBC with 

coherent and differential detection," 2015 IEEE Wireless Communications and Networking Conference (WCNC), New 

Orleans, LA, 2015, pp. 522-527. 
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secret key.   Once the secret key is generated, it can be used to transmit information securely 

over a public channel between the intended recipients.  

In this chapter, we describe a simple new technique for securing transmissions using orthogonal 

STBCs. Using a secret key to provide a common randomness between the legitimate users, we 

by apply random phase rotations to the symbols at each transmit antenna.  The secure STBC 

preserves the linear detection complexity of the orthogonal STBC while guaranteeing full 

diversity order for the intended recipient and zero diversity order for the eavesdropper; as such 

offering prefect secrecy for the legitimate users.  We prove this result by deriving closed-form 

BEP expressions for coherent and differential detection of phase shift keying (PSK) modulation.  

The key parameters used throughout this chapter are summarized in Table 1 

Table 1. Key Variables 

Variable Definition 

𝐿 Order of the PSK constellation 

C(∙) Parameterized Secure STBC 

θi,k Phase rotation applied to the symbol being transmitted on the i
th

 TX 

antenna at time k 

si,k Symbol being transmitted on the i
th

 TX antenna at time k 

Pb(E) Probability of Bit Error 

γ
n
 Average SNR per bit on the n

th
 channel 

γ̅ Average receive SNR per bit  

ρ Complex correlation between the actual channel coefficients and Eve’s 

estimate 

γ
𝑛
(ρ) Effective SNR per bit on the n

th
 channel 

{ℎ𝑖,𝑘} Bob’s fading channel coefficient associated with the i
th

 TX antenna at time 

k 

{𝑔𝑖,𝑘} Eve’s fading channel coefficient associated with the i
th

 TX antenna at time 

k 

𝐶𝑠 Secrecy Capacity 
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3.2 Secure STBC encoding 

A legitimate user named Alice sends digital messages to another user, Bob, using the Alamouti 

STBC [38]. To enhance transmission security, Alice applies random phase rotations to the 

symbols at each transmit antenna as illustrated in Figure 5. 

 

Figure 5. System Block Diagram 

For the kth STBC codeword, the encoder transmits s1,ke
jθ1,k from antenna one and s2,ke

jθ2,k from 

antenna two at time slot one. At time slot two, the encoder transmits −s2,k
∗ ejθ1,k from antenna 

one and s1,k
∗ ejθ2,k  from antenna two, resulting in the following equivalent parameterized STBC 

 C(s1,k, s2,k, θ1,k, θ2,k ) =  (
s1,ke

jθ1,k s2,ke
jθ2,k

−s2,k
∗ ejθ1,k s1,k

∗ ejθ2,k
) (4) 

This parameterized STBC is a unitary transformation of the original Alamouti STBC where 

orthogonality is preserved.  Moreover, by adding the two random phase rotations as additional 

parameters, Alice now has a mechanism to thwart any unintended recipients. In our adversarial 

model, an eavesdropper, Eve, also receives Alice’s transmission.  We make the following worst-

case assumptions that Eve : 1) has perfect receive CSI; 2) knows Alice’s signal constellation; 3) 

knows that Alice is using the secure Alamouti STBC with random phase rotations in Eq (4) and 

that the phase rotations change for each STBC codeword. However, Eve does not know the 

rotation angles applied to any particular codeword and is assumed to be sufficiently spatially 
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separated from Bob such that their channels fade independently.  Throughout this paper, vectors 

are underlined, matrices denoted by bold font, and (*) denotes the Hermitian (complex-

conjugate) operator. 

To initiate the transmission, Alice and Bob, assuming channel reciprocity, use their received 

signal strength indicator (RSSI) to exchange a secret key as follows:  Alice and Bob, each 

transmitting a known signal to each other. Alice initiates the process and Bob responds. This 

two-way probing is performed over two consecutive time slots so that the time between two 

directional channel measurements is much smaller than the channel coherence time. Eve listens 

to both transmissions, but due to her spatial separation from Bob, her RSSI is independent of 

Alice’s and Bob’s RSSI (refer to section 3.3.1for more details).  The secret key serves as a seed 

to a random number generator and synchronizes the random generation of the rotation angles 

between Alice and Bob. Once the key is exchanged, it remains valid until the session is 

terminated. 

Once the generator is seeded, a random rotation angle is generated (by using only the log2(L) bits 

to produce an index associated with a rotation angle from the L-PSK signal constellation) for 

each transmit antenna and is updated every STBC codeword. In this model, Alice has no transmit 

CSI knowledge. 

Alice encodes L-PSK symbols 𝑆 =  {𝑒𝑗2𝜋(𝑡−1)/𝐿 √𝐸𝑠⁄ |𝑡 = 1, … , 𝐿} using the STBC 

C(s1,k, s2,k, θ1,k, θ2,k ) in Eq (4) where θ1,k and θ2,k are randomly generated, as described above, 

each from a finite set of L values unknown to Eve.  The rotation angles  θ1,k and  θ2,k are chosen 

such that the constellation signal alphabet is not expanded (to avoid increasing the peak to 
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average ratio (PAR) of the transmitted signal). For example, for L-PSK constellation symbols 

given by exp {
j2πl

L
} , l = 0, … , L − 1, we select  θi,k = 2πl/L where l = 0,… , L − 1.  

3.2.1 Secure STBC for 4 Transmit Antennas 

In this subsection, we present two generalizations of our secure STBC design to 4 transmit 

antennas based on the Octonion and quasi-orthogonal STBCs.  For the rate ¾ Octonion 

orthogonal STBC [41], the secure version of the STBC is   

 

C(s1,k, s2,k, s3,k,  θ1,k , θ2,k,  θ3,k , θ4,k)

=  

(

 
 

s1,ke
jθ1,k s2,ke

jθ2,k s3,ke
jθ3,k 0

−s2,k
∗ ejθ1,k s1,k

∗ ejθ2,k 0 s3,ke
jθ4,k

s3,k
∗ ejθ1,k 0 −s1,k

∗ ejθ3,k s2,ke
jθ4,k

0 s3,k
∗ ejθ2,k s2,k

∗ ejθ3,k −s1,ke
jθ4,k)

 
 

 

(5) 

To achieve higher rate, we propose the following secure version of the rotated rate-1 full-

diversity quasi-orthogonal STBC (QO-STBC) [45], 

 

C(s1,k, s2,k, s3,k, s4,k,  θ1,k , θ2,k,  θ3,k , θ4,k)

=  

(

 
 

s1,ke
jθ1,k s2,ke

jθ2,k s3,ke
jϕejθ3,k s4,ke

jϕejθ4,k

−s2,k
∗ ejθ1,k s1,k

∗ ejθ2,k −s4,k
∗ e−jϕejθ3,k s3,k

∗ e−jϕejθ4,k

−s3,k
∗ e−jϕejθ1,k −s4,k

∗ e−jϕejθ3,k s1,ke
jθ3,k s2,ke

jθ4,k

s4,ke
jϕejθ4,k −s3,ke

jϕejθ2,k −s2,k
∗ ejθ3,k s1,k

∗ ejθ4,k )

 
 

 

(6) 

where ϕ is a fixed rotation angle which depends on the signal constellation and is used to ensure 

full spatial diversity. For QPSK constellations, the optimum fixed rotation angle is ϕ = π 4⁄ . 
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3.2.2 Application to other constellations 

For M-QAM constellations, to avoid increasing the PAR, the rotation angles take on the values 

𝜃 ∈  {0, 𝜋 2⁄ , 𝜋, 3𝜋 2⁄ }.  However, in the case of L-PSK, the number of possible phase rotations 

grows with the linearly with the signal constellation size.  But, because the phase rotations 

associated with BPSK, i.e., 𝜃 ∈  {0, 𝜋}, are common to all other L-PSK constellations (as well as 

M-QAM), they provide a minimal set of random phase rotations to simplify process of 

exchanging a secret key via RSSI. 

3.3 Generating the random phase rotations 

Recall that Alice encodes L-PSK symbols 𝑆 =  {𝑒𝑗2𝜋(𝑡−1)/𝐿 √𝐸𝑠⁄ |𝑡 = 1,… , 𝐿} using the STBC 

C(s1,k, s2,k, θ1,k, θ2,k ) in Eq (4) where θ1,k and θ2,k are randomly generated.  In this section we 

provide the details and an example to illustrate the process by which the random phase rotations 

are generated. 

In typical multipath environments, the wireless channel between two users, Alice and Bob, 

produces a time-varying, stochastic mapping between the transmitted and received signals. This 

mapping is both, location-specific and reciprocal, i.e., the mapping is the same whether Alice is 

the transmitter with Bob as the receiver or vice-versa. The time-varying mapping, commonly 

termed fading, decorrelates over distances of the order of half a wavelength, λ. Thus, an 

adversary, Eve, who is more than λ/2 away from both Alice and Bob, experiences fading 

channels to Alice and to Bob that are statistically independent of the fading between Alice and 

Bob. These properties allow us to generate a common, secret cryptographic key at Alice and Bob 

such that Eve gets no information about the generated key. For example, at 2.4 GHz, we only 
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require that Eve be roughly λ/2 = 6.25 cm away from Alice or Bob to ensure that she gets no 

useful information. Thus, while fading is typically considered harmful, we profitably exploit it to 

extract perfectly secret bits without leaking information to an adversary.  The main advantage of 

the secret key generation utilizing physical layer information of radio channel is that it allows 

any two wireless devices within transmission range of each other to extract a shared symmetric 

key while not requiring a fixed infrastructure or a secure communication channel. The principle 

of channel reciprocity states that, both transmitter and receiver experience the same signal 

envelope at the same time. This can be reasoned by the fact that the trajectory of any given 

multi-path can be traversed in both directions, therefore, all distortions experienced on one side 

of the communication link will be (almost literally) mirrored on the other side of the link.  Based 

on this, two wireless devices can extract identical secret bits independently by using the sampled 

sequence collected from the radio channel between them within the coherence time of the 

channel. Unlike existing key generation algorithms, such as the Diffie-Hellman, which rely upon 

computational hardness of problems, this process uses the reciprocal temporal and spatial 

variations of the radio channel to provide the necessary randomness necessary for key 

generation.  

It should be noted that the above process can be skipped if a private key is available from a 

higher level security protocol. However, the difficulty with applying traditional cryptographic-

based methods such as public key infrastructure (PKI) to wireless networks, is that these 

methods may not be always applicable because of the limited resources on wireless devices (e.g., 

limited battery and computation power), and the lack of a fixed key management infrastructure 
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due to highly dynamic mobile wireless environments (e.g., peer-to-peer association, 

neighborhood devices changing frequently). 

3.3.1 Extracting a secret key from an unauthenticated wireless channel 

Using Received Signal Strength (RSS) to extract a secret key is not trivial.  The reason for 

choosing RSS is that compared to various physical layer characteristics of the radio channel 

(such as channel phase), sampling the RSS is an attractive approach to generate secret keys as 

the readings are readily available in the existing wireless infrastructure and thus present 

tremendous cost savings in ease of implementation and requiring less network infrastructure.  To 

re-iterate the process of extracting secret bits from the wireless channel: Alice initiates the 

probing process and Bob responds. This two-way “probing” is done over two consecutive time 

slots (and within the coherence time of the channel). 

To establish a shared secret key, Alice and Bob measure the variations of the wireless channel 

between them across time by measuring the RSS values of the probes.  Ideally, Alice and Bob 

both should measure the RSS values at the same time. However, typical commercial wireless 

transceivers are half duplex, i.e., they cannot both transmit and receive the signals 

simultaneously. Thus, Alice and Bob must measure the radio channel in one direction at a time. 

However, as long as the time between two directional channel measurements is much smaller 

than the coherence time of the channel, they will have similar RSS estimates. 

As multiple probes are exchanged between Alice and Bob, each of them builds a time series of 

measured RSS. Then, each node quantizes its time series to generate an initial secret bit 

sequence.  The quantization is done based on specified thresholds.   An example of this is shown 

in Figure 6.  In this simple 2-level quantizer example, the values between the lower and upper 
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thresholds are dropped, the value greater than the upper threshold is encoded as 1 and the value 

less than the lower threshold is encoded as 0. In this example, the quantizer will output 1010011. 

Note that once both Alice and Bob extract the bit stream, they will need to correct the bits where 

the two bit streams differ. The differences in the two bit streams arise primarily due to the 

presence of noise and interference and the lack of sampling at the same time (primarily due to 

the half-duplex mode of the probing process).  Existing information reconciliation techniques 

either use error correcting codes or use some interactive information reconciliation protocol to 

arrive at a shared secret key.   

 
Figure 6. 2-level RSSI Quantizer Example 

The rate at which secret bits can be extracted from the channel is an important metric (expressed 

in secret-bits per second) for any scheme that attempts to extract a secret key from an 

unauthenticated wireless channel.  Naturally, it is desirable that Alice and Bob achieve a high 

secret-bit rate while especially wary of bit errors.  Therefore, we would like the bit error 

probability 𝑝𝑒 to be extremely low, so that the probability that the keys generated by the two 

users do not match, 𝑝𝑘 , is acceptably small. For example, in order to have a key-mismatch 
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probability of 𝑝𝑘 = 10
−6

, assuming keys of length K = 128 bits, we must target a bit-error 

probability of 𝑝𝑒 where 𝑝𝑘  =  1 − (1 − 𝑝𝑒)
𝐾, which gives 𝑝𝑒 ∼ 10

-8
.  

For this discussion, the RSSI quantizer design as well as the length of the secret key was left as a 

design decision. The trade-offs being two-fold. First, increasing the number of probes used in the 

construction of the secret key would incur additional overhead while providing additional 

security.  This overhead is mitigated by the fact that the key is exchanged only once at the 

beginning of the communication session.  Second, the rate at which secret bits can be extracted 

from the channel is fundamentally limited by the channel coherence time. In highly-dynamic 

environments, the reduced channel coherence time will decrease the rate at which secret bits can 

be extracted by Alice and Bob from the channel.  In these situations, some form of error 

correction and reconciliation will be required. 

3.3.2 Seeding a Pseudo-Random Number Generator with the secret key 

Linear feedback shift registers (LFSR) are a simple method of generating sequences, including 

pseudorandom number sequences.  Some LFSR sequences have very desirable properties; such 

as maximal length sequences (MLS) that have a large autocorrelation at zero lag, with near zero 

autocorrelation elsewhere (even though the output of the LSFR is deterministic).  However, this 

uncorrelated effect is only valid within the cycle period of the LFSR, e.g., for an LFSR 

consisting of B registers, the generated sequence repeats after 2𝐵 − 1 bits.  

Using the process described in the previous section, assume both Alice and Bob have 

successfully extracted a secret key consisting of K bits.  As was the case for the length of the 

secret key (in bits), the length (B registers) and type of the LFSR are left as a design decisions.  It 
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is important to note that the length of the secret key (K bits) the length (B registers) and type of 

LFSR is known to everyone (i.e., Alice, Bob, and Eve), but only the secret key is known to the 

legitimate users.  Furthermore, the length of the secret key, K, is constrained by the length, B, of 

the LFSR such that 𝐾 ≤ 𝐵 and when 𝐾 < 𝐵 the secret key must be extended with B - K bits 

such that all registers of the LFSR are properly initialized.  As such, when the LFSR is seeded 

with the secret key, Alice and Bob will generate the identical pseudo-random sequence while an 

illegitimate user will generate a different and uncorrelated sequence.   

Lastly, assuming an L-PSK constellation, the seeded LFSR generates a pseudo-random bit 

sequence where groups of log2(L) bits are combined to produce indices, p𝑖,𝑘 ∈ {0, … , 𝐿 − 1} 

which are then used to construct the pseudo-random phase rotations θi,k = 2πp𝑖,𝑘/𝐿 . As stated 

previously, the rotations are specifically selected as to map the original symbol back into the 

same L-PSK constellation.   

To illustrate this, we provide an example.  Assume Alice and Bob have successfully shared a 128 

bit secret key (refer to section 3.3.1) which is used to seed the 128-bit LFSR in Figure 7.  This 

LFSR has a maximal length feedback polynomial 𝑋128 + 𝑋127 + 𝑋126 + 𝑋121 + 1 and has a 

cycle period of 2128 − 1 bits.  Each register of the LFSR is initialized by a corresponding bit 

from the secret key which produces a specific pseudo-random bit sequence known only to the 

legitimate users.  For the k
th

 Alamouti codeword, two groups of log2(L) bits are collected to 

produce two indices p𝑖,𝑘 ∈ {0,… , 𝐿 − 1}, which is then mapped to phase rotations, θi,k =

2πp𝑖,𝑘/𝐿 to be applied to the symbols transmitted on the i
th

 antenna (note for 8-PSK, the cycle 

period for the indices is (2128 − 1) 3⁄ ). 
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Remark: From the above discussion it is noteworthy to point out that length of the LFSR (and 

the secret key) is dictated by the data being transmitted.  For example, for intermittent control 

information consisting of a relatively small number of bytes, the length of the LFSR can be 

reduced. However, for streaming data such as one used to transmit voice and data, the LSFR 

should be much longer.  State another way, the type of data being transmitted will dictate the 

required cycle period on the LFSR. 

 

Figure 7. Generation of Random Phase Rotation 

3.4 Diversity Order of the Secure STBC 

In this section, we show the effect on a receiver’s diversity order when the rotations are known 

(i.e., an intended receiver) and unknown (an eavesdropper).  To calculate the receiver diversity 

order, we will consider the codeword difference matrix (CWDM) [43]   

 B(Ck , C̃k) =  C(s1,k, s2,k, θ1,k, θ2,k ) −  C(s̃1,k, s̃2,k, θ̃1,k, θ̃2,k ) (7) 

for any two distinct codewords; i.e., when (s1,k, s2,k, θ1,k, θ2,k )  ≠  (s̃1,k, s̃2,k, θ̃1,k, θ̃2,k ). 

X128X127X126X125X124X123X122X121X1

CLK

Pseudo-Random Bit Stream

p1p2

Θ2 Θ1
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3.4.1 Diversity Order when the rotations are known 

For Bob, the rotations are known, hence, θ1,k = θ̃1,k and θ2,k = θ̃2,k.  To show that the secure 

STBC codeword Ck provides full diversity when θ1,k and θ2,k are known to both the transmitter 

and receiver, we need to show that the CWDM is a non-singular matrix (i.e., has full rank). 

Proposition 1: The secure STBC encoding scheme has full ML diversity order of two 

when θ1,k = θ̃1,k and θ2,k = θ̃2,k. 

Proof:  In this case, we have 

 B(Ck , C̃k) =  (
(s1,k − s̃1,k)e

jθ1,k (s2,k − s̃2,k)e
jθ2,k

−(s2,k −s̃2,k)
∗
ejθ1,k (s1,k − s̃1,k)

∗
ejθ2,k

) (8) 

Assume that the CWDM is singular; hence, its determinant is equal to zero.  It follows that 

|si,k − s̃i,k|
2
= 0 which is only true when si,k = s̃i,k  ∀ i. This contradicts the definition of the 

CWDM and proves that our assumption is false. 

This proof can be applied to both the Octonion OSTBC and the quasi-orthogonal STBC (QO-

STBC) to show that the secure versions of these STBC provide full diversity when the rotation 

angles are known to the receiver.  

3.4.2 Diversity Order when the rotations are not known 

Let us consider the CWDM when θ1,k is not known by the receiver and θ2,k = 0, meaning that 

 θ1,k ≠ θ̃1,k and θ2,k = θ̃2,k =  0. 

Proposition 2: The secure STBC encoding scheme has ML diversity order equal to 1 

when θ1,k ≠ θ̃1,k and θ2,k = θ̃2,k =  0. 
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Proof: For any two distinct codewords, the CWDM is not equal to the all-zero matrix. Hence, the 

rank cannot be zero. Now, consider the distinct codewords Ck = (1, 1,0, 0 ) and C̃k =

(−1,−1, π, 0). By direct substitution, we find that the CWDM has a rank = 1. Therefore, using 

the STBC design rank criterion [43] we conclude that the ML diversity order is one. 

Next, consider the CWDM when θ1,k and θ2,k are not known at the receiver, meaning that 

 θ1,k ≠ θ̃1,k and θ2,k ≠ θ̃2,k. 

Proposition 3: The secure STBC encoding scheme has diversity of zero when θ1,k ≠

θ̃1,k and θ2,k ≠ θ̃2,k. 

Proof: Consider the two distinct codewords Ck = (1,−1, π, 0 ) and C̃k = (−1, 1,0, π)  which are 

also common to all L-PSK constellations.  By direct substitution, we find that the CWDM is the 

all-zero matrix. Hence, the diversity order is zero when both rotations are unknown to the 

receiver.  Likewise, for the secure Q-OSTBC and the secure Octonian STBC defined in 3.2.1, we 

can see that the two codewords Ck = (1, 1,1, π, π, π, π ) and  C̃k = (−1,−1,−1, 0, 0, 0, 0) also 

produce an all zero CWDM for both.  These results show that when θ1,k and θ2,k unknown, a 

receiver will experience zero diversity, meaning that their BER will not improve when their 

receive SNR increases.  

3.5 Coherent Detection with Perfect CSI 

As described in section 3.2, after the random rotations have been added, the resultant symbols 

are still from the same L-PSK constellation. Therefore, the performance of the secure STBC can 

be modeled by the coherent detection of an L-PSK signal transmitted over N=2 fading channels. 
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3.5.1 Maximum Likelihood Detection 

Retuning to our investigation of the effects of the random rotations, we will first analyze the 

maximum likelihood (ML) detectors for the situations where the random rotations are both 

known (i.e., Bob) and unknown (i.e., Eve). 

From section 1.2.1, for the kth STBC codeword, the discrete time equivalent complex baseband 

model of the received signals (over two symbol periods) can be written as (assuming a single 

receive antenna)  

 (
r1,k
r2,k

) =   (
s1,ke

jθ1,k s2,ke
jθ2,k

−s2,k
∗ ejθ1,k s1,k

∗ ejθ2,k
)(
h1,k
h2,k

) + (
n1,k
n2,k

) 
(9) 

 

where ℎ𝑖,𝑘 is the channel coefficient associated with transmit antenna i, {st,k} for t=1,2 are the 

two information symbols, and {nt,k} are the additive noise samples.  The channel coefficients are 

assumed circularly-symmetric, independent identically distributed (IID) complex-valued 

Gaussian random variables with zero-mean and variance 1/2 per dimension. The channel 

coefficients are assumed to be fixed over the channel coherence time which spans multiple 

STBC codewords.  Noise samples are modeled as circularly-symmetric, IID, complex-valued 

Gaussian random variables with zero-mean and variance N0/2 per dimension. 

3.5.2 Bob’s ML Detector 

Bob’s received signal can be converted to the more convenient form 

 

(
r1,k
−r2,k

∗ ) =   (
h1e

jθ1,k h2e
jθ2,k

−h2
∗e−jθ2,k h1

∗e−jθ1,k
) (
s1,k
s2,k

) + (
n1,k
−n2,k

∗ ) 

rk =   H(θ) sk + nk 

(10) 
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where the channel matrix H(θ) is orthogonal and depends on θ =  (θ1,k , θ2,k)
𝑇

 and {ℎ𝑖,𝑘}.  In 

Bob’s receiver, the rotation angles are known and due to the orthogonality of H(θ), the 

maximum likelihood (ML) detector is the matched filter  H∗(θ) and ŝk = (H
∗(θ) ‖ h‖

2
⁄ ) ∙ rk . 

Hence, the ML detector of the secure STBC inherits the full diversity and linear detection 

complexity properties from the Alamouti STBC. 

3.5.3 Bob’s Average BEP with Coherent Detection 

For QPSK transmission on a single fading channel, the conditional BEP Pb(E|γ ) is Pb(E|γ ) =

Q(√2γ) where Q(.) denotes the Gaussian Q-function, γ =   α2 ∙  Eb N0⁄  is the instantaneous SNR 

per bit. For Rayleigh fading, α2 is a Chi-squared random variable (RV) with 2 degrees of 

freedom.  Hence, γ also is a Chi-squared RV with PDF 

 pγ( γ) =  
1

 γ̅
∙ exp (−

γ

 γ̅
) 

(11) 

where γ̅ =  
Eb

N0
 E(α2) =  

Eb

N0
 α̅2 is the average SNR per bit.  

The average BEP of QPSK transmission is obtained by averaging the conditional BEP over the 

fading distribution; resulting in the familiar BEP expression for QPSK transmission over a single 

Rayleigh fading channel  

 Pb(E) = ∫ Pb(E|γ)
∞

0

pγ(γ)dγ =
1

2
 (1 − √

γ̅

1 + γ̅
) 

(12) 

To analyze Bob’s BEP performance, we begin by reviewing the mathematical model for a 

communication system with N diversity channels. First, we assume that the N channels are 

independent, frequency-non-selective, and slowly-fading with Rayleigh-distributed envelope 
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statistics. The signal in each diversity channel is corrupted by a zero-mean additive white 

Gaussian noise (AWGN) process. The noise processes in the L channels are assumed to be 

mutually statistically independent, with identical autocorrelation functions. 

The instantaneous SNR per bit per channel, γn is a Chi-squared RV with 2 degrees of freedom, 

with the average SNR per bit per channel  γ
n
.  For equally-likely transmitted symbols, the total 

conditional SNR per bit  γt at the MRC output  is given by  

 γt =∑γn

N

n=1

 
(13) 

For a coherent QPSK signal, the conditional BEP, Pb(E| {γl}n=1
N ) can be written using the 

following alternate representation of the Gaussian Q-function (for x > 0) 

 Pb(E| {γl}n=1
N ) = Q

(

 √2 ∙∑γn

N

n=1
)

 = 
1

π
 ∫ ∏exp (−

γn
sin2 θ

)

N

n=1

π
2

0

dθ 
(14) 

To compute the unconditional BEP, Pb(E), we must average the multichannel conditional BER, 

Pb(E| {γl}n=1
N ), over the joint PDF of the instantaneous SNR sequence  {γl}n=1

N , namely the joint 

PDF of the  {γl}n=1
N , pγ1,…,γN(γ1, … , γN). Since the RVs {γl}n=1

N  are assumed to be statistically 

independent, then (14) becomes 

 Pb(E) =∫ …∫
1

π
 ∫ ∏exp (−

γn
sin2 θ

)

N

n=1

pγn( γn)dθ

π
2

0

∞

0

∞

0

 dγ1⋯dγN 
(15) 

Equation (15) provides a general form for calculating the average BEP for N-diversity channels 

in independent Rayleigh fading.  It is applicable when the combined channels come from the 

same family of fading distributions but have different parameters (e.g., instantaneous SNR per 
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bit per channel) and also when the diversity channels have fading distributions coming from 

different families of distributions. 

Furthermore, (15) is absolutely integrable; hence, the order of integration can be interchanged to 

allow the grouping of terms 

 Pb(E) =
1

π
 ∫ ∏M γn (−

1

sin2 θ
)

N

n=1

π
2

0

dθ 
(16) 

where M γn
(s) =  ∫ pγn( 𝑛) ∙ exp(s ∙ γn)

∞

0
 dγn = (1 −  s ∙ γn)

−1
 is the moment generating 

function (MGF) of the SNR per bit associated with the n
th

 diversity channel (with Rayleigh 

fading). Finally, we arrive at the following average BEP for N-diversity channels in independent 

Rayleigh fading  

 Pb(E) =
1

π
 ∫ ∏(1+ 

γ
n

sin2 θ
)

−1
N

n=1

π
2

0

dθ   (17) 

To generalize (17), Table 2 provides the MGF for BPSK/QPSK and other common multipath 

fading channel 

Table 2. MGF of the average SNR per bit 𝛾
𝑛

 for BPSK/QPSK and common multipath fading 

channels [48] 

Type Fading 

parameter 

𝑴 𝜸𝒏
(𝒔) 

Rayleigh  (1 −  𝑠 ∙ 𝛾
𝑛
)
−1

 

Nakagami-q 

(Hoyt) 
0 ≤  𝑞𝑛  ≤  1 

(1 − 2𝑠 ∙ 𝛾
𝑛
+
(2𝑠𝛾

𝑛
)
2
𝑞𝑛
2

(1 + 𝑞𝑛2)2
)

−1 2⁄

 

Nakagami-n 

(Rice) 
0 ≤  𝜉𝑛 (1 + 𝜉𝑛

2)

(1 + 𝜉𝑛2) − 𝑠𝛾𝑛 
𝑒𝑥𝑝 (

𝜉𝑛
2𝑠𝛾

𝑛

(1 + 𝜉𝑛2) − 𝑠𝛾𝑛
) 

Nakagami-m  1
2⁄ ≤ 𝑚𝑛 

(1 − 
𝑠 ∙ 𝛾

𝑛

𝑚𝑛
)

−𝑚𝑛
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Remark: If the {γl}n=1
N  are identically distributed Chi-squared RVs (corresponding to the 

Rayleigh fading scenario), the PDF of γt can be shown to be a Chi-squared RV with N degrees 

of freedom and Equation (14) can be re-written as  

 Pb(E) = ∫
1

π
 ∫ exp (−

γt
sin2φ

)

π
2

0

dφ

∞

0

pγt( γt)dγt (18) 

A solution to (18) can be found in closed form by successive integration by parts, to yield 

 Pb(E) =  (P1(γ̅))
N
∑(

N− 1+ n

n
)

N−1

n=0

(1 − P1(γ̅))
n
 

(19) 

where  P1(γ̅) =
1

2
 (1 − √

γ̅

1+γ̅
).  We make the following observations on about (19):  (i)  P1(γ̅) is 

simply the average BEP for a QPSK signal over a single Rayleigh fading channel, and (ii) Bob’s 

performance is proportional to (P1(γ̅))
N

 meaning that he achieves full diversity.  For the 

proposed secure STBC (L = 2), Bob’s BEP is given by 

 Pb(E) =  (
1

2
(1 − μ))

2

(2 + μ) (20) 

where μ =  √γ̅ (γ̅ + 1)⁄ .  From this BEP expression, it is easy to see that, knowing  P1(γ̅) for a 

given signal constellation, the above analysis can also be used to determine the BEP for the 

versions of secure STBC using 4 TX antennas in section 3.2.1. 
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3.5.4 Eve’s ML Detector 

Eve’s received signal, ŕk , can also be modeled in a manner similar to Bob but with 

independently-fading channel coefficients {gi} and noise samples {ńi,k} resulting in Eve’s 

version of (10); namely ŕk =   𝐆(θ) sk + ńk.  Although Eve is assumed to have perfect receive 

CSI, being an unintended recipient, she does not know 𝜃.  However, she knows the 𝐿2  possible 

values of  𝜃. Knowing that 𝜃 changes every STBC codeword removes blind equalization as an 

option for Eve.  As it was shown in [47] that several complex orthogonal STBCs (including the 

Alamouti STBC) suffer from channel non-identifiability and require training symbols (which are 

not available to Eve) to resolve it.   

Given the received symbols �́�𝑘, Eve computes her ML estimate, denoted by �̃�𝑘 , of the 

transmitted symbols given by  

 {ŝk, θ̂} = arg  min
 s̃k 

‖ ŕk −  𝐆(θ̃) s̃k‖
2

 (21) 

Computing this ML estimate requires an exhaustive search over the 𝐿2 pairs of information 

symbols together with the  𝐿2 rotation angle pairs resulting in 𝑂(𝐿4) search complexity which 

becomes formidable as L increases.  To reduce this complexity, Eve can first compute the ML 

estimate of  s̃k conditioned on the rotation angle θ̃ given by the following simple form due to the 

orthogonality of  G(θ̃) 

 (s̃k|θ̃)
ML

= (𝐆∗(θ̃) ∙ 𝐆(θ̃))
−1

𝐆∗(θ̃) ∙  ŕk = (𝐆
∗(θ̃) ‖g‖

𝟐

⁄ )  ∙  ŕk (22) 

Since Eve has apriori knowledge of Alice’s transmission scheme, she employs a conditional ML 

detector where Eve conditions on the 𝐿2 possible values of θ̃ to implement 𝐿2 parallel matched 
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filters.  Using the normalized outputs of these matched filters, Eve’s ML detector then selects the 

symbol (s̃k|θ̃)
ML

 closest to ŝk in Euclidean distance which is then passed to an L-PSK slicer.  

Conceptually, we can see from (10) that the rotation angles effectively apply an unknown phase 

shift to the assumed known channel coefficients in Eve’s ML detector.  

3.5.5 Eve’s Average BEP with Coherent Detection 

When Alice applies the random phase rotations to the transmitted signal, it is clear from 

Equation (9) that this induces a random phase rotation on Eve’s channel.  Hence, Eve’s effective 

channel coefficient estimate ĝ will be phase offset from the true channel coefficient g by a 

discretely-random phase angle θk ( ĝ =  geiθk); producing a channel estimation error.  These 

channel estimation errors result in Eve being unable to decode the transmitted symbols even 

when she employs ML detection.  More importantly, since  θk changes every symbol, blind 

estimation techniques will be unable to counteract the effects of these errors.  The effects of 

channel estimation errors have been modeled in [46] as a function of the complex correlation 

between the actual channel coefficients as follows  

 ρ =
E[g ∙  ĝ∗]

√E[g ∙ g∗] ∙ E[ĝ ∙  ĝ∗]
≜
Rc +  jRcs
σĝ 
σg

≜ ρc + jρcs 
(23) 

Our secure STBC can be modeled by choosing Rc = σĝ 
σg cos θk and  Rcs = −σĝ 

σg sin θk (by 

construction σĝ 
= σg = 1 ). Hence, we have ρc = cos θk, ρcs = − sin θk.  Knowing that each 

{θk} has an equal probability of being selected, the average correlation between the actual 

channel coefficient and Eve’s estimate E[ρ] = E[ρc] = E[cos θk] =  E[ρcs] = E[sin θk] = 0, 

which means that the added phase rotations, {θk}, de-correlate the actual channel coefficient 
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from Eve’s CSI.  As a result, Eve’s performance will be significantly degraded due to the 

channel estimations errors induced by the random-rotations even with perfect CSI. 

In addition, the effects of these channel estimation errors have been shown in [46] to degrade the 

“effective SNR per bit per channel” defined as 

 γ
𝑛
(ρ𝑛)  ≜  

γ
n
∙ ρ𝑛

2

1 + 2γ
n
∙ (1 − ρ𝑛2) 

   
(24) 

where ρ𝑛 is the complex correlation coefficient between the actual fading and Eve’s estimate.  

Therefore, when Alice adds a random rotation to the symbols being transmitted on a channel, the 

effect is that the rotations de-correlate Eve’s CSI (i.e., ρ = 0) such that the “effective SNR per 

bit” on that channel, γ
n
(ρn), is zero (in linear scale).    Another consequence of the added 

random phase rotations can be observed in that when the “effective SNR per bit” for the kth 

channel vanishes, γ̅k(ρk) = 0 then Eq (17) becomes 

 Pb(E) =
1

π
 ∫ ∏(1 + 

γ
n
(ρn)

sin2φ
)

−1N

n=1
n≠k

π
2

0

dφ 
(25) 

which means that Eve will not realize any spatial diversity gain from that channel.  Therefore, if 

Alice continues to add the random rotations to the symbols being transmitted from other 

antennas (as is the case for our proposed scheme), Eve will continue to lose diversity gains until 

an irreducible error floor (diversity order = 0) with Pb(E) = 1 2⁄ . Lastly, it is important to note 

that these results agree with the conclusions in section 3.4.2. 
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3.5.6 Secrecy Capacity of the Secure STBC 

In terms of secrecy capacity, when rotations are added to symbols being transmitted from all 

antennas, Eve’s total average SNR/bit is 

 γ
t
=∑γ

n
(ρn)

N

n=1

= 0. 
(26) 

which means that her average receive SNR, 𝐸(𝑆𝑁𝑅𝑒) = 0.  As a result, Eq (3), tells us that the 

secure STBC guarantees secure communications, i.e., 𝑃(𝐶𝑠 > 0) = 1, as long as Bob’s receive 

SNR, 𝐸(𝑆𝑁𝑅𝑟) > 0. Moreover, from Eq (26), it is easy to see that the ergodic secrecy capacity, 

𝐸(𝐶𝑠) =  𝐸(𝐶𝐵); meaning the rate of confidential communications is the same as Bob’s channel 

capacity. 

Conceptually, we know that the random rotations nullify any knowledge she has of her channel.  

Since the channel with the random rotations is still a complex Gaussian random variable, the 

signal observed by Eve is just acting as isotropic complex Gaussian noise. Because an L-PSK 

modulation is used at Alice, this simply means that Eve is not likely to obtain any information (in 

amplitude or phase) from her received signal and, as a result, is left completely ignorant of the 

transmitted message (perfect secrecy). 

3.6 Secure Differential STBC 

In practice, accurate channel estimation is difficult to obtain either due to rapid changes in the 

channel (Doppler effect) or due to the overhead needed to estimate a large number of parameters 

as in a multi-input multi-output (MIMO) system. This makes differential schemes an attractive 

alternative. With differential STBC encoding/decoding, CSI is not required either at the 
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transmitter or at the receiver.  As before, the parameterized secure STBC is given by Eq (4) and 

we will assume the same fading and noise model as in section 3.2.  In addition, we assume that 

prior to transmitting any messages, Alice and Bob use the method described in section 3.3 to 

obtain a shared secret key via RSSI to seed the random generation of rotation angles used by the 

secure STBC.   

The differential STBC scheme analyzed in this paper is the one originally proposed by Tarokh 

and Jafarkhani [42], based on the Alamouti transmit diversity scheme [38], but we follow the 

simpler notation in [49].     

3.6.1 Secure Differential Encoding 

The differentially-encoded message Ck+1 at time k+1, k≥0, is obtained by multiplying the 

codeword at time k, denoted by Ck, by the current message Sk(θk), specifically 

 Ck ∙ Sk(θ) = (
c1,k c2,k
−c2,k

∗ c1,k
∗ ) (

s1,ke
jθ1,k s2,ke

jθ2,k

−s2,k
∗ ejθ1,k s1,k

∗ ejθ2,k
) =  Ck+1 

(27) 

To initialize transmission, the transmitter sends a unitary matrix C0 , for example, C0 =

 (

1

√2

1

√2
−1

√2

1

√2

). The codeword Ck is also a unitary matrix like the message matrix Sk(θk) and the 

Alamouti structure is also preserved by the differential encoding process (group property).  

3.6.2 Decoding 

The received signal over the kth STBC codeword can be modeled as [15] 

 (
r1,k r2,k
−r2,k

∗ r1,k
∗ ) =  (

h1 h2 
−h2

∗ h1
∗ ) (

c1,k c2,k
−c2,k

∗ c1,k
∗ ) + (

n1,k n2,k
−n2,k

∗ n1,k
∗ ) 

(28) 
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Rk =  Hk ∙ Ck  +  Nk 

where the channel coefficients and noise samples are modeled as in Section 3.5.1, but when 

using differential encoding, we assume the channel is constant over two STBC codewords 

instead of only one STBC codeword as in the coherent case.  

The ML detector for the message Sk(θk) transmitted by the differential STBC scheme is given 

by [50] 

 Ŝk = arg maxs1,k ,s2,k,θk ( trace{Sk
∗(θk)Rk−1

∗ ∙ Rk}  ) (29) 

3.6.3 Bob’s Average BEP with Differential Detection 

For differential QPSK transmission on a single fading channel, the conditional symbol error 

probability (SEP) is given by 

PS(E) =
sin

π
M

2π
∫

exp (−γs (1 − cos
π
Mcosφ))

(1 − cos
π
Mcosφ)

π
2

−
π
2

 dφ 

As was the case with a coherent receiver, the average BEP of a differential QPSK signal is 

obtained by averaging the conditional BEP over the fading distribution.  The average symbol 

error probability (SEP) of M-DPSK over a single Rayleigh Fading channel is given by 

PS(E) =  ∫ Ps(E|γ)
∞

0

pγ(γ)dγ  

=
sin

π
M

2π
∫

1

(1 − cos
π
Mcosφ) (1 + γ̅s (1 − cos

π
Mcosφ))

π
2

−
π
2

 dφ 

  From this expression, the BEP of DQPSK (M=4 and γ̅s = 2γ̅ ) is given by 
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 Pb,DQPSK(E) =  
1

2
(1 −

√2γ̅

√2γ̅2 + 4γ̅ + 1
) 

(30) 

= 
1

2

(

 
 
1 − √

γ̅

1
2γ̅ + γ̅ + 2

)

 
 

 

Leveraging the N-branch diversity channel model defined in section 3.5.3 and the fact that the 

PDF of N IID Rayleigh flat fading channels is a Chi-squared RV with N degrees of freedom, we 

can arrive at a closed-form BEP expression for DPSK transmission given in (19) where P1(γ̅) is 

the BEP given in (30) for DQPSK. Note also that Bob achieves full diversity in either case.  For 

the proposed secure differential STBC (N = 2), Bob’s BEP is given by 

 Pb(E) =  (
1

2
(1 − μ))

2

(2 + μ) (31) 

where  μ =  √γ̅ (
1

2γ̅
+ γ̅ + 2)⁄   for DQPSK. 

3.6.4 Eve’s Average BEP with Differential Detection 

As stated above, differential detection requires the channel to remain constant over two 

consecutive STBC codewords.  In other words, the channel coefficients must be perfectly 

correlated over two codewords.  As was the case for Eve’s coherent detection, from Section 3.5.5 

Eq (24), when Alice adds a random rotation to the symbols being transmitted on a channel, the 

effect is that the rotations de-correlate Eve’s CSI (i.e., ρ = 0) such that the “effective SNR per 

bit” on that channel, γ
n
(ρn), is zero (in linear scale) and will not realize any spatial diversity gain 

from that channel.  More importantly, when the rotations are applied to all the symbols being 
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transmitted, Eve will experience an irreducible error floor (diversity order = 0) with Pb(E) =

1 2⁄ . Once again, these results agree with the conclusions of section 3.4.2 and (as was the case 

when using coherent detection - section 3.5.6), the secure differential STBC guarantees 

confidential communications at the rate of Bob’s channel capacity. 

3.7 Simulation Results 

3.7.1 Coherent Detection with Perfect CSI 

In this section, we present simulation results for the secure versions of the Alamouti, the ¾ 

Octonion, and the 4x1 QOSTB defined in section 3.2. All results were obtained via Monte Carlo 

simulations using a QPSK constellation and coherent ML detection.   Notice in Figure 8 and 

Figure 9 that the addition of each rotation angle reduces Eve’s ML detector diversity order by 1 

(compared to Bob’s full ML diversity order) resulting in a diversity order of zero (and perfect 

secrecy) when random rotations are applied to all transmit antennas as predicted by the analysis 

in sections 3.4 and 3.5.  BEP results for both the Octonian and QO-STBC are shown in Figure 10 

when rotations are applied to all transmit antennas.  Both cases reaffirm that Bob achieves full 

diversity while Eve experience a diversity order of zero. We note that the Octonion achieves 

lower BER than the QOSTBC at the price of 25% reduction in rate since both STBCs are 

assumed to use QPSK modulation. 

3.7.2 Differential Detection 

In this section, we present simulation results for the secure versions of the differential STBC 

defined in section 3.6.  As before all results were obtained via Monte Carlo simulations using 
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QPSK.  BEP results for both the 2x1 coherent and differential secure Alamouti STBCs are 

provided in Figure 11 and show that for both coherent and differential detection, Bob’s ML 

receiver has full diversity while Eve’s ML receiver experiences a diversity order of zero 

(resulting in perfect secrecy). Notice also that Bob experience a 3 dB loss in performance when 

using differential detection. In both cases, the simulation results validate the performance 

analysis provided in sections 3.5 and 3.6. 

 

 
Figure 8. BEP of Secure Alamouti STBC with coherent ML detection 
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Figure 9. BEP of Secure ¾ rate Octonian STBC with coherent ML detection 

 

 

 
Figure 10. BEP of Secure Octonian and QO-STBC with coherent ML detection 

 

 



 

57 

 
Figure 11. BEP of Secure Alamouti STBC with Coherent and Differential ML detection 
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CHAPTER 4 

INFORMATION-THEORETIC SECURITY OF ALAMOUTI MAC TRANSMISSIONS
3
 

4.1 Overview 

The capacity of orthogonal STBCs (OSTBC) is analyzed (among other references) in [51] - [53], 

where it is shown that the capacity is achieved only in the case of two transmit antennas and one 

receive antenna due to the rate loss inherent in OSTBC with higher number of transmit antennas. 

Furthermore, due to the quaternionic structure of the Alamouti codewords, N synchronous uplink 

Alamouti STBC users can share the same time and frequency resources leading to an N-fold 

increase in system capacity while still guaranteeing a maximum spatial diversity order for all 

users using a maximum-likelihood receiver [51], [53].  The performance of the synchronous 

Alamouti MAC was analyzed in [54]. The analytical results provide us with more understanding 

about the combination of the Alamouti STBC and spatial division multiplexing (SDM) 

techniques applied to multiple antenna communication systems.  

In this chapter, we analyze the secrecy sum-capacity of the synchronous SDM MAC when the 

users adopt the widely-used Alamouti STBC [38].  To the best of our knowledge, this analysis is 

not available in the literature. Next, we derive a closed form solution for the secrecy outage 

probability, ℙ(Cs > R), and use it to show the secrecy diversity order defined in [37] of  

Alamouti MAC transmissions.  This result quantifies the secrecy benefits of using the Alamouti 

STBC instead of a SISO system for confidential MAC communications. 

                                                 

3 © 2016 IEEE. Reprinted with permission from T.Allen, A. Tajer, N. Al-Dhahir "Reduced-Feedback AN-Aided Secure MAC 

Alamouti Transmissions," 2016 IEEE Global Communications Conference (GLOBECOM), Washington, CD, 2016, (to be 

published). 
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4.2 System Model  

In our model of the MAC Channel, N users simultaneously and synchronously communicate 

with a common receiver using the Alamouti STBC in the presence of a passive eavesdropper 

(Figure 12).  Both the legitimate and eavesdropper channels experience slow fading and their 

coherence times are assumed long enough to allow capacity-achieving codes within each block.  

We assume that the Alamouti users are sufficiently separated so that they experience 

independent channels fading processes.   

It is also assumed that the legitimate receiver (Bob) and the eavesdropper receiver (Eve) have 

perfect CSI and perform maximum likelihood (ML) joint detection of the combined signal from 

all Alamouti users simultaneously. It is noteworthy to mention that this scenario is common in 

many modern communications systems that employ synchronous uplinks, such as TD-SCDMA, 

and a similar structure has been proposed for the MIMO extension for UMTS.  In addition, it has 

been demonstrated that significant performance gains can be obtained if the detectors explicitly 

take into account the modulation formats of the desired and the interference signals [55]. 

Furthermore, [55] demonstrates that the joint detector can achieve symbol error rates that have 

the same dependence on the received SNR as if the channel were interference free. Thus, the 

performance of joint detection is fundamentally limited by the SNR rather than the signal-to-

interference ratio (SIR). 
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Figure 12. Synchronous MAC 

Similar to the single-user setting, each Alamouti MAC user employs Ntx =2 transmit antennas 

and Nrx = 1 receive antenna
4
. The symbol transmitted by the nth user in the kth Alamouti block 

is represented by sn,k, and Sk is a Ntx ∙ N ×  1 vector that contains the transmitted symbols by all 

users. The symbols transmitted by the nth user are assumed to be independent, zero-mean 

circularly symmetric complex Gaussian random variables and are power constrained such that 

𝔼(|sn,k|
2) = Pn. As is often the case for MAC transmissions, different users can transmit their 

signals at different power levels, which are controlled by the common receiver. Define the power 

matrix 𝐏 ≜ diag(P1, … , PN). Furthermore, matrix 𝐇k is the 2 × Ntx ∙ N  stacked equivalent of the 

Alamouti channel matrix (referred to in this paper as the Alamouti MAC channel matrix) whose 

elements, hn,k, represent the 2 × Ntx Alamouti channel matrix associated with the nth MAC 

user. Specifically, by defining 

                                                 

4 The analysis concerning the instantaneous sum-rate secrecy capacity when Eve has an arbitrary number of receive 
antennas has been left for future work. 

User1

UserN

Bob

Eve

h1,k

hN,k

g1,k

gN,k
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 𝐡n,k ≜ (
hn,1,k hn,2,k
−hn,2,k

∗ hn,1,k
∗ ), (32) 

we have 

 𝐇k ≜ (𝐡1,k 𝐡2,k ⋯ 𝐡N,k) . (33) 

In [56] and [57], it is shown that the stacked Alamouti scheme is capacity-achieving when used 

in conjunction with the optimal ML detector for the case of Ntx =2 transmit antennas and 

Nrx = 1 receive antennas. Furthermore, these two papers show that in the case of more than one 

receive antenna and if Ntx > Nrx the stacked Alamouti scheme is can achieve a significant 

portion of the capacity. 

The 2x1 received signal vector is given by 

rk = (𝐡1,k 𝐡2,k ⋯ 𝐡N,k) ∙ (

s1,k
⋮
sN,k

) + wk = 𝐇k ∙ Sk +wk , (34) 

where  wk is a  2 ×  1 vector whose entries are independent and identically distributed (i.i.d.) 

zero-mean circularly-symmetric complex Gaussian random variables with variance N0.  

Assuming that all transmitters and the receiver have full CSI, the instantaneous sum-rate capacity 

for the MAC channel with N users under the power allocation scheme controlled by P is given by 

[52],  

 Ck =
1

2
log2 (det (I2 +

1

2 ∙ N0
 𝐇k ∙ 𝐏 ∙ 𝐇k

∗)). (35) 

The block Hermitian matrix Hk  ∙ P ∙ Hk
∗  can be expanded as 

 𝐇k ∙ 𝐏 ∙ 𝐇k
∗ = (∑Pn ∙∥ 𝐡n,k ∥2

2 

N

n=1

) I2 , (36) 
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where ∥∙∥2
2 denotes the ℓ2-norm. Hence, the sum-rate capacity of Alamouti MAC transmissions 

to a single-antenna receiver is  

 Ck = log2 (1 +∑
γn
2
 

N

n=1

∥ 𝐡k,n ∥2
2)  (37) 

where γn = Pn/NB is the average SNR associated with the transmission of the nth Alamouti 

MAC user. Equation (37) represents the instantaneous sum-rate capacity as the aggregate 

capacity of N users, with Ntx scaled additive white Gaussian noise (AWGN) channels, 

normalized by the STBC time duration (in symbols).   

Remark: The instantaneous sum-rate capacity given in (37) is valid for scenarios when the users 

employ other complex orthogonal STBCs where Ntx > 2 such that the channel matrix satisfies 

  𝐇k ∙ 𝐇k
∗ = (∑ ∥ 𝐡n,k ∥2

2 

N

n=1

) ∙ I . (38) 

The key parameters used throughout this chapter are summarized in Table 3. 

Table 3. Key Variables 

Variable Definition 

𝑁 Number of MAC users 

𝑁𝑡𝑥 Number of TX antennas per user = 2 

𝑁𝑟𝑥 Number of RX antennas for Bob and Eve = 1 

𝑃 Transmit Power constraint of each MAC user  

𝑁𝐵, 𝑁𝐸 AWGN Power for Bob and Eve 

𝛾𝐵, 𝛾𝐸 Average SNR/user for Bob and Eve 

 𝛼𝐵, 𝛼𝐸 Instantaneous received SNR for Bob and Eve 

{ℎ𝑛,𝑗,𝑘} Bob’s fading channel coefficient associated with the nth user’s jth TX 

antenna at time k 

{𝑔𝑛,𝑗,𝑘} Eve’s fading channel coefficient associated with the nth user’s jth TX 

antenna at time k 

𝐻𝑘 Bob’s stacked Alamouti channel matrix at time k 

𝐺𝑘 Eve’s stacked Alamouti channel matrix at time k 

𝐶𝐵, 𝐶𝐸 Instantaneous channel capacity for Bob and Eve 
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Variable Definition 

𝐶𝑠 Instantaneous Secrecy Capacity 

4.3 Information Theoretic Security of Alamouti MAC transmissions 

As depicted in Figure 12, we consider that N users, denoted by User-1. . . User-N, 

simultaneously transmit, each using Ntx = 2 transmit antennas, independent messages to a 

common receiver using the Alamouti STBC in the presence of a passive eavesdropper (Eve). We 

assume that both Bob and Eve have a single receive antenna and their channels follow i.i.d. 

fading processes. The instantaneous realizations of the channels are unknown to the Alamouti 

MAC users, and therefore, we adopt the secrecy outage probability as a relevant performance 

metric. For this purpose, we define the instantaneous sum-rate secrecy capacity of MAC 

Alamouti transmissions as the difference between the instantaneous sum-rate capacities of the 

legitimate receiver (Bob) and the eavesdropper (Eve) i.e., 

 CS = [CB − CE]
+  , (39) 

where we have defined  [x]+ ≜ max(x, 0) and CB and CE are Bob’s and Eve’s sum-rate 

capacities, respectively.  Based on the analysis in Section II, Bob’s instantaneous sum-rate 

channel capacity is given by rewriting (37) as ([58] and [59]) 

 CB = log2 (1 +∑
γn,B
2
∑|hn,j,k|

2
2

j=1

N

n=1

) , 

(40) 

where we have defined γn,B ≜ Pn/NB as Bob’s average receive SNR corresponding to the nth  

user. Similarly, Eve’s instantaneous sum-rate channel capacity is  
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 CE = log2 (1 +∑
γn,E
2
∑|gn,j,k|

2
2

j=1

N

n=1

) , (41) 

where we have defined γn,E ≜ Pn/NE as Eve’s average SNR of the nth user. For simplicity, we 

will assume that all users have identical power constraints, i.e., Pn = P , for n ∈ {1,… , N}. 

Hence, the instantaneous sum-rate secrecy capacity is given by 

CS = log2 (1 +
γB
2
∑∑|hn,j,k|

2
2

j=1

N

n=1

) − log2 (1 +
γE
2
∑∑|gn,j,k|

2
2

j=1

N

n=1

) , (42) 

where γB ≜  γn,B and  γE ≜ γn,E for n ∈ {1,… , N}.  Due to the lack of  CSI knowledge at the 

transmitters, we employ statistical figures of merits to quantify the security of the MAC 

Alamouti channel. We assume Rayleigh fading processes for all channels such that the channel 

coefficients {hn,j,k} and {gn,j,k} have circularly-symmetric zero-mean unit-variance complex 

Gaussian distributions. Thus, |hn,j,k|
2
 and |gn,j,k|

2
 follow a Gamma distribution with shape and 

scale parameters α = 1 and β =  1, respectively. Hence, the received SNR for the main (Bob’s) 

channel and the eavesdropper’s (Eve’s) channels (denoted by  αB and αE, respectively)  have the 

following statistical distributions. 

 αB ≜ 
γB
4
 ∥ Hk ∥2

2  =
γB
2
∑∑|hn,j,k|

2
2

j=1

N

n=1

~Gamma (2N,
γB
2
)  , (43) 

and 

αE ≜ 
γE
4
 ∥ Gk ∥2

2  =  
γE
2
∑∑|gn,j,k|

2
2

j=1

N

n=1

~Gamma (2N,
γE
2
) , (44) 
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where we have defined Gk in a similar fashion to Hk. We denote the probability distribution 

function (PDF) and the cumulative distribution function (CDF) of  αB by fαB and FαB, 

respectively, and those of αE by fαE and FαE, respectively. 

For the convenience in notations, throughout this chapter the focus is placed on the small-scale 

fading in which all channels are assumed to undergo identical fading processes. The effects of 

large-scale fading due to path-loss can be incorporated by properly changing the distributions 

governing different fading processes. The effects of such path-loss effects can be absorbed into 

the SNR values γB and γE in (43) and (44) respectively. Hence, by properly modifying these 

SNR values, the remaining analyses hold valid when different users experience different path-

loss levels. 

4.3.1 Positive Sum-Rate Secrecy Capacity 

The probability of a positive sum-rate secrecy capacity is given by 

 ℙ(Cs > 0) = P( αB > αE) , (45) 

and since Bob and Eve experience independent fading we have 

 ℙ( αB > αE) = ∫ fαE(z)∫ f αB(x)
∞

z

  dxdz
∞

0

 . (46) 

Hence, the probability of a positive secrecy capacity is  

       ℙ(Cs > 0) = ∫ f αE(z)
∞

0

∙ (1 − FαB(z))dz 
 

(47) 

 = ∫
22N

Γ(2N)
∙
z2N−1

γE2N
∙ ex p {−(

2z

γE
)}

∞

0

∙
 Γ (2N,

2z
γB
)

Γ(2N)
dz. 

 

(48) 

Using Eq 6.455.1 in [60] and identities15.3.3 through 15.3.9 in [61], we can rewrite (48) as 
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 ℙ(Cs > 0) =
Γ(4N)

Γ(2N)Γ(2N + 1)
∙ (
γB
γE
)
2N

∙ F12 (2N, 4N; 2N + 1;−
γB
γE
) 

 

(49) 

 

where Γ(∙) and Γ(∙,∙) represent the Gamma function and upper incomplete Gamma function 

respectively , and F12  represents the Gaussian hypergeometric function.  Evaluating (49) for 

N = 2 MAC users yields 

ℙ(Cs > 0) =
(
γB
γE
)
4

(1 +
γB
γE
)
7∑(

7
n
)

3

n=0

(
γB
γE
)
3−n

 . (50) 

It is easy to verify that as 
γB

γE
→ ∞ (i.e., Bob has an increasing channel advantage over Eve), 

ℙ(Cs > 0)  → 1 and, conversely, as 
γB

γE
→ 0 we obtain ℙ(Cs > 0)  → 0 with a decay rate 

proportional to (
γB

γE
)
−3

. In addition, it is easy to see that when γB = γE (no user has an advantage 

over the other), ℙ(Cs > 0) = 1/2.  Similarly, for the case of N = 3, we have  

ℙ(Cs > 0) =
(
γB
γE
)
6

(1 +
γB
γE
)
11∑(

11
n
)

5

n=0

(
γB
γE
)
5−n

 , (51) 

and the decay is proportional to (
γB

γE
)
−5

. 

4.3.2 General Sum-rate Secrecy Capacity  

In this subsection, we evaluate the probability of ensuring that the sum-rate secrecy capacity 

exceeds a target rate R. For this purpose, given N users for each realization of CB and CE, we will 

analyze the complimentary cumulative distribution function (CCDF), i.e., ℙ(Cs > R) for 
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increasing secrecy rate, R bits/sec/Hz. The CCDF provides insight into the reliability and 

confidentiality (in terms of secrecy outage) of the legitimate receiver.  As was the case in the 

previous section, we can write 

 ℙ(Cs > R) = ℙ( αB > 2
R ∙ (1 +  αE) − 1) 

 

(52) 

 = ∫ fαE(z)∫ f αB(x)
∞

2R∙(1+z)−1

  dxdz
∞

0

 . 
 

(53) 

By evaluating the CDF of  αB, we get 

 ∫ f αB(x)
∞

2R∙(1+z)−1

  dx =  1 −  FαB(2
R ∙ (1 + z) − 1) 

 

(54) 

 
=
Γ(2N,

2R+1

γB
∙ z +

2(2R − 1)
γB

)

Γ(2N)
 . 

 

(55) 

From this we obtain 

ℙ(Cs > R) = ∫ 22N

Γ(2N)
∙
z2N−1

γE2N
∙ ex p {−

2z

γE
}  ∙

Γ (2N,
2
γB
(2R ∙ z + (2R − 1)))

Γ(2N)
 dz ,

∞

0

 (56) 

Notice that when R=0, (56) simplifies to (48). Also notice that the CCDF of  αB in (46) is 

evaluated at z, while in (56) it is evaluated at z′ =  Az + B and therefore, the CCDF of  αB will 

experience the shift for different values of R.  Eq (56) in general does not have a closed form 

solution, but does for fixed positive integer values of R. By doing this, it is easy to infer that for 

N users, the decay of ℙ(Cs > R) is proportional to ( γB/(2
RγE))

−Ntx∙N+1.  This results tells us: 1) 

in general, a secrecy rate of R bits/sec/Hz requires approximately 3R dB of SNR advantage on 

the legitimate channel relative to the eavesdropper’s channel and 2) as expected, the secrecy 
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diversity is the same as ℙ(Cs > 0) (i.e., independent of R) since increasing R does not change 

the rate of decay for the CCDF; rather it produces a shift. This observation will be verified by 

simulations in Section 4.5.   

4.4 Secrecy Diversity 

Analyzing the secrecy outage probability reveals that the decay found in (49) and (56) can be 

related to the secrecy diversity defined in [37] as (refer to section 2.4.3) 

ds = lim
α→∞

− log(ℙ(Cs > 0))

log(α)
 

where α =  γB/γE.  From Eq (50), with N users and γB → ∞, the decay of ℙ(Cs > 0) is 

proportional to ( 𝛾𝐵/𝛾𝐸)
−𝑁𝑡𝑥∙𝑁+1, therefore it is easy to see that the secrecy diversity of Alamouti 

MAC transmissions is   𝑁𝑡𝑥 ∙ 𝑁 − 1. These results agree with the analysis in [37] where it shows 

that when Eve has less antennas (RXE) than there are transmit antennas (TX) the secrecy 

diversity order is equal to TX − RXE; otherwise the secrecy diversity order is 0.  Furthermore, 

this result quantifies the secrecy benefits of using the Alamouti STBC instead of a SISO system 

for confidential MAC communications. 

4.5 Simulation Results 

The following results were obtained via Monte Carlo simulations where the probabilities were 

obtained using at least 5000 trials.  The theoretical probabilities were obtained by application of 

the analytical solution (when available) or by numerical integration. 

Figure 13 shows the probability of positive sum-rate secrecy capacity, ℙ(Cs > 0) vs. Bob’s 

average SNR per user, γB, for N=10 users and Eve’s average SNR per user, γE, is fixed at 0, 10, 
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and 20 dB.  As expected, it is observed that, at a fixed γE, increasing ℙ(Cs > 0) requires an 

equivalent increase in γB. In addition, this figure confirms the accuracy of our analytical 

expressions in (50) and (51), as well as the fact that Bob requires a channel advantage for secure 

communications to be possible.   

Figure 14 shows ℙ(Cs > 0) vs. Bob’s average SNR per user, γB, for N=2, 10, 20 users and Eve’s 

average SNR per user, γE, is fixed at 10 dB. Notice that the decay becomes more prominent as 

the number of users increases as predicated by our analytical expression in (50) and (51) as well 

as illustrating the effect an increased number of users has on the security diversity. Specifically, 

the increased decay is a result of the channel advantage being multiplied by the number of 

diversity paths.  Intuitively, as the number of users decrease, the effect of the SNR ratio, γB γE⁄ , 

on the secrecy capacity becomes less pronounced; meaning that, on average, when Bob has an 

SNR disadvantage, he will have a slightly better chance at secure communications with less 

users. Likewise, when Bob has an SNR advantage, he will have a slightly less chance at secure 

communications with fewer users.  The increased effect of the SNR ratio, γB γE⁄  on the secrecy 

capacity as the number of users increase is the result of the increased security diversity [37]. 

Figure 15 shows the CCDF of the general sum-rate secrecy capacity, ℙ(Cs > R) vs. Bob’s 

average SNR per user,  γB, for N=10 users, γE = 0 dB, and R= {3, 4, 5, 6, 7, 8}.  In addition to 

illustrating the accuracy of our general sum-rate secrecy capacity expression in (56); the main 

point to note here is that increasing the secrecy outage rate, R, by a single bit requires an 

additional 3 dB of SNR advantage on the legitimate channel relative to the eavesdropper’s (either 

in reduced noise level/user or increased transmission power).  Lastly, Figure 13 and Figure 15 
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shows that both ℙ(Cs > 0) and ℙ(Cs > R) experience the same secrecy diversity that can easily 

be shown to be equal to 𝑁𝑡𝑥 ∙ 𝑁 − 1.  This is in agreement with our analysis in Section 4.3.2.   

 
Figure 13. ℙ(Cs > 0) vs. Bob’s average SNR per user for fixed N 

 

 
Figure 14. ℙ(Cs > 0) vs. Bob’s average SNR per user for fixed γE 
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Figure 15. ℙ(Cs > R) vs. Bob’s average SNR per user for fixed γE and N 
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CHAPTER 5 

SECURE ALAMOUTI MAC TRANSMISSIONS 

5.1 Overview 

From the previous chapter, it is clear that securing Alamouti MAC transmissions places a heavy 

burden on the users’ transmission power.  Therefore, in this chapter, we present a simple channel 

prefixing technique for improving secrecy sum-capacity by adding artificial noise (AN) in the 

null space of the effective Alamouti MAC channel matrix as seen by the legitimate receiver 

(Bob). Such alignment of the AN degrades the communication link to the eavesdropper (Eve), 

while maintaining the secrecy diversity order.  

5.2 Secure Alamouti MAC Transmission Scheme 

Working from the system model defined in section 4.2, it is important to note that any scheme 

that increases security,  with respect to a passive eavesdropper, must do so without knowledge of 

the eavesdropper’s position because, in these scenarios, the location and even the presence of the 

eavesdropper is uncertain to the transmitter.  

The key parameters used throughout this chapter are summarized in Table 4. 

Table 4: Key Variables 

Variable Definition 
𝑁 Number of MAC users 

𝑁𝑡𝑥 Number of TX antennas per user = 2 

𝑁𝑟𝑥 Number of RX antennas for Bob and Eve = 1 

𝑃 Transmit Power constraint of each MAC user  

𝑁𝐵, 𝑁𝐸 AWGN Power for Bob and Eve 

𝛾𝐵, 𝛾𝐸 Average SNR/user for Bob and Eve 

 𝛼𝐵, 𝛼𝐸 Instantaneous received SNR for Bob and Eve 
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Variable Definition 

{ℎ𝑛,𝑗,𝑘} Bob’s fading channel coefficient associated with the nth user’s jth TX 

antenna at time k 

{𝑔𝑛,𝑗,𝑘} Eve’s fading channel coefficient associated with the nth user’s jth TX 

antenna at time k 
𝐻𝑘 Bob’s stacked Alamouti channel matrix at time k 

𝐺𝑘 Eve’s stacked Alamouti channel matrix at time k 

𝑉𝑘 Artificial Noise (AN) vector aligned with Null(Hk) 

𝜙 TX power allocation ratio between the information signal and the AN 

𝛼𝐵
𝐴𝑁 , 𝛼𝐸

𝐴𝑁 Instantaneous received SNR for Bob and Eve when AN is added to the 

transmitted signal 

𝐶𝐵
𝐴𝑁 , 𝐶𝐸

𝐴𝑁 Instantaneous channel capacity for Bob and Eve when AN is added to the 

transmitted signal 

𝐶𝑆
𝐴𝑁 Instantaneous Secrecy Capacity when AN is added to the transmitted 

signal 
 

Assume that the number of Alamouti users is greater than the number of receive antennas, it is 

easy to show that Hk has a rank of Ntx ∙ Nrx = 2, and subsequently, the dimension of its null 

space is 2(N − 1),which can be exploited to secure the transmissions. Specifically, each 

Alamouti user allocates a fraction of its power to generate an AN vector and instead of 

transmitting purely information-bearing signals, the users transmit signals that are partly 

contaminated by the generated AN.  

Specifically, let the 2N × 1 vector Vk = [v1,k, … , vN,k] denote the AN vector that is added to the 

signal Sk, where vn,k is the 2x1 sub-vector that represents the contribution of the nth MAC user. 

We denote the fraction of total power that the nth MAC user allocates to the information signal 

by ϕn ∈ [0,1] based on which the combined signal transmitted by the nth user is 

tn,k = √ϕn ∙ sn,k + √1 − ϕn ∙ vn,k ,  (57) 
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where sn,k represents the symbols transmitted by the nth user and vn,k is the AN symbol  

generated and transmitted by the nth user. The combined signal from all users received by Bob 

can be modeled as  

rB,k =∑hn,k

N

n=1

∙ tn,k +wB,k = ∑hn,k

N

n=1

∙ (√ϕn ∙ sn,k + √1 − ϕn ∙ vn,k) + wB,k . (58) 

By defining  

Φ ≜  diag([√ϕ1 √ϕ1 ⋯ √ϕN √ϕN]) ,  (59) 

and  

Υ ≜  diag([√1 − ϕ1 √1 − ϕ1 ⋯ √1 − ϕN √1 − ϕN])  ,  (60) 

Bob’s received signal can be equivalently written as  

 rB,k = Hk ∙ (Φ ∙ Sk + Υ ∙ Vk) + wB,k . (61) 

The AN vector Vk is designed such that Υ ∙ Vk ∈  Null(Hk). Hence, Bob’s received signal is 

 rB,k = Hk ∙ Φ ∙ Sk +wB,k , (62) 

which shows that any added signal Vk  that satisfies Υ ∙ Vk  ∈ Null(Hk) does not interfere with the 

combined signal Bob receives from the MAC users.  Eve experiences independent fading from 

Bob and thus has a channel matrix, Gk, with the same structure and statistics but independent 

from Bob’s. Hence, in general, Υ ∙ Vk ∉ Null(Gk) and Eve’s received signal given by 

 rE,k = Gk ∙ (Φ ∙ Sk + Υ ∙ Vk) + wE,k (63) 

 = Gk ∙ Φ ∙ Sk + (Gk ∙ Υ ∙ Vk +wE,k) (64) 

which is degraded by AN even when Eve has ideally infinite SNR and regardless of her location. 



 

75 

5.2.1 Structure of Null(𝑯𝒌) and Minimizing Feedback  

Recall that in our model, the legitimate receiver, Bob, has a single receive antenna. Hence, Hk 

has the form in (33) and using elementary row operations, it can be shown that a 2N × 1 vector 

Vk with the structure shown in (65) satisfies Υ ∙ Vk  Null(Hk). This structure offered by Vk 

shows that our proposed AN-aided technique needs to feedback three values (two complex 

values to User-1 and one real value to User-2), which reduces the implementation complexity 

Vk  =

(

 
 

v1,k
v2,k
0
⋮
0 )

 
 
= Υ−1 ⋅ √βk ⋅

Uk
‖Uk‖

 where Uk

≜

(

 
 
 
 

−(h2,1,k ∙ h1,1,k
∗ − (−h2,2,k

∗ ) ∙  h1,2,k)

−(h1,1,k ∙ (−h2,2,k
∗ ) − (−h1,2,k

∗ ) ∙  h2,1,k)

|h1,1,k|
2
+ |h1,2,k|

2

0
⋮
0 )

 
 
 
 

 , 

(65) 

where the coefficient βk =  ‖Υ ⋅ Vk‖
2 is incorporated to control the power of Vk, the design of 

which will be discussed in Section 5.2.1. Since Vk has two non-zero components, v1,k and v2,k 

(consisting of two complex valued elements and one real), only the users associated with the 

non-zero components of Vk require feedback from Bob (which simplifies the implementation). It 

is important to note that, in general, Vk ∉  Null(Gk) because Eve experiences independent fading 

from Bob and therefore h1,1,k  ≠ g1,1,k and h2,1,k  ≠ g2,1,k.    

The symmetry found in Null(Hk) with respect to the information being fed back to the users can 

be seen when we alternatively select   
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 Vk = 

(

 
 

v1,k
0
⋮
0
vN,k)

 
 
= Υ−1 ⋅ √βk ⋅

Uk
‖Uk‖

,where Uk

≜

(

 
 
 
 

|h1,1,k|
2
+ |hN,2,k|

2

0
⋮
0

−(h1,1,k ∙ hN,1,k
∗ − (−h1,2,k

∗ ) ∙  hN,2,k)

−(hN,1,k ∙ (−h1,2,k
∗ ) − (−hN,2,k

∗ ) ∙  h1,1,k))

 
 
 
 

. 

(66) 

By using this alternative Vk, which ensures that Υ ∙ Vk also belongs to Null(Hk), the amount of 

information being feed back to the users is still the same, but in this case the AN is generated by 

User-1 and User-N. By following a similar approach, the AN vector can be designed such that it 

affects only two specific users of interest. This property allows for dynamically selecting 

different groups of users for generating the AN vector without the eavesdropper’s knowledge, 

and without degrading the effectiveness of the generated AN.  In addition, since any vector in the 

null space can be written as a linear combination of the 2 null-space basis vectors, by changing 

those linear combination coefficients, we can balance the interference between any two users. 

Remark: To apply the proposed scheme to the time-division multiple access (TDMA) channel, a 

user will be required to transmit the combined signal during their scheduled timeslot.  The one 

difference is that one other user will be required to transmit the remaining portion of the AN 

vector. As shown above, dynamically changing which users produce the interference does not 

affect the ability of the proposed technique’s to align the AN with the Bob’s Null space. 



 

77 

Remark: To secure the information being fed back to the users, Bob could implement a secure 

transmission scheme such as the one described in Chapter 3.  However, the mechanism for 

securing the feedback to the users (for this discussion) has been left as a design decision. 

5.2.2 Transmission Power Constraint 

Besides its spatial direction, the AN vector Vk should be selected such that first, it does not 

violate the power constraints enforced on different transmitters, and secondly, a proper balance is 

struck between the power allocated to the information-bearing signals and the AN component. 

To this end, we define un,k as the nth element of the vector  Uk/‖Uk‖
2 and denote its average 

power by δn,k, i.e., δn,k =  𝔼 ( ‖uk,n‖
2
) , which is a constant whose exact value depends on the 

distribution of the channel coefficients involved in the construction of Uk . To satisfy the 

transmission power constraints, by leveraging the expansion of tn,k given in (57) we have 

𝔼 ( ‖tk,n‖
2
) =  ϕn𝔼( ‖sk,n‖

2
) + (1 − ϕn) 𝔼 (‖vk,n‖

2
) =  ϕnPn + βk ⋅ δn,k = Pn  , (67) 

which characterizes the interplay between βk as the power allocated to the AN component Υ ∙ Vk 

and the power split factor ϕn . Specifically, given the power constraint Pn and values of δn,k, 

which are specified by channel statistics, we have 

ϕn  + βk ⋅
δn,k
Pn

 = 1 . (68) 

In order to place the focus on analyzing the impact of AN on the performance, for notation 

simplicity in the remainder of the paper we assume that Pn = P  and ϕn = ϕ for n ∈ {1,… , N}. 

Furthermore, we assume that all users participate in generating and injecting the AN vector via 

time-sharing. This leads to a setting in which the long-term average power that different users 
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spend on the AN vector is constant across all users, and consequently, for the two users 

participating during the kth time slot we have δn,k =
1

2
  and for the remaining ones we set 

δn,k = 0. This observation in conjunction with ϕn = ϕ and (66) establishes that βk = 2P(1 − ϕ) 

and 𝔼( ‖Vk‖
2) = 2P. 

At this point we can analyze the probability distribution associated with the individual elements 

of the AN vector, i.e., Gk ∙ Υ ∙ Vk.  The reason for this is that if the AN vector, when added with 

the AWGN, results in a non-Gaussian quantity, then we will not be able to use information-

theoretic results in our analysis. Towards this goal, we define vectors 

dn1 ≜ [gk,n,1, gk,n,2] ,  (69) 

and 

dn2 ≜ [−gk,n,2
∗  , gk,n,1

∗ ] , (70) 

based on which we have 

Gk = [
d11 … dN1
d12 … dN2

] . (71) 

Using the structure of Vk given in (66), note that it has two non-zero terms and the remaining 

elements are zero, i.e.,  

Vk = 

(

 
 

v1,k
0
⋮
0
vN,k)

 
 

 (72) 

Hence, we have 

 Gk ∙ Vk   =  [
d11vk,1 + dN1vk,N
d12vk,1 + dN2vk,N

] .    (73) 
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It can be readily verified that (d11vk,1 + dN1vk,N) and (d12vk,1 + dN2vk,N) are uncorrelated and 

both distributed according to 𝒩ℂ(0, P).  From this, we can conclude that the term Gk ∙ Υ ∙ Vk +

wE,k (1) remains Gaussian and (2) changes at the same rate as the data; therefore we can use 

information-theoretic results in our analysis. 

5.3 Information Theoretic Security of AN-Aided Alamouti MAC transmissions 

To show the security advantages of our proposed technique, in this section, we will analyze the 

probability of positive secrecy capacity, ℙ(Cs > 0), and compare the results with those obtained 

in section 4.3.1.  Bob’s instantaneous channel capacity when AN is added by the Alamouti users 

is given by 

CB
AN = log2 (det (I2 +

1

2 ∙ NB
∙ Hk ∙ (Φ

2 ∙ P2) ∙ Hk
∗)) (74) 

= log2 (1 +
1

2 ∙ NB
∙ ∑Pnϕn∑|hk,n,j|

2
2

j=1

N

n=1

) (75) 

= log2 (1 +
1

2
∙∑γn,Bϕn∑|hk,n,j|

2
2

j=1

N

n=1

). (76) 

Also, by invoking Pn = P  and ϕn = ϕ for n ∈ {1,… , N} we have 

CB
AN = log2 (1 +

ϕγB
2

∙∑∑|hk,n,j|
2

2

j=1

N

n=1

) (77) 

= log2(1 + αB
AN) (78) 

= log2(1 +  ϕ ∙ αB). (79) 
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Note that, when AN is added, Bob’s receive SNR per user is only penalized by the power 

allocation factor ϕ. On the other hand, Eve’s received signal has the form 

rE,k = Gk ∙ Φ ∙ Sk + (Gk ∙ Υ ∙ Vk +wE,k) (80) 

As mentioned earlier, in general, Υ ∙ Vk ∉ Null(Gk). Therefore, Eve’s instantaneous channel 

capacity is 

CE
AN = log2 (det (I2 +

1

2 ∙ (‖Gk ∙ Υ ∙ Vk‖
2 + NE)

∙ Gk ∙ (Φ
2 ∙ P2) ∙ Gk

∗)) (81) 

= log2 (1 +
1

2 ∙ (‖Gk ∙ Υ ∙ Vk‖2 + NE)
∙∑Pnϕn∑|gk,n,j|

2
2

j=1

N

n=1

). (82) 

Assuming Pn = P and ϕn = ϕ for n ∈ {1, … , N} we obtain 

CE
AN = log2 (1 +

ϕ

2(1 − ϕ)‖Gk ∙ Vk‖2 + NE
∙
P

2
∙∑∑|gk,n,j|

2
2

j=1

N

n=1

) (83) 

= log2(1 +
ϕ

2(1 − ϕ)‖Gk ∙ Vk‖2

NE
+ 1

∙
γE
2
∙∑∑|gk,n,j|

2
2

j=1

N

n=1

) (84) 

= log2(1 +
ϕ

2(1 − ϕ)‖Gk ∙ Vk‖2

NE
+ 1

∙  αE) (85) 

= log2(1 + ϕ ∙ αE
AN) (86) 

Next, we analyze the positive secrecy capacity when the users employ the proposed secure 

Alamouti MAC transmissions where AN is added to their transmitted signals. The probability of 

a positive sum rate secrecy capacity is given by 
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ℙ(CS
AN > 0) = ℙ(CB

AN > CE
AN) (87) 

which by leveraging the definitions of CB
AN and CE

AN reduces to  

ℙ(CS
AN > 0) = ℙ(αB

AN > ϕ ∙ αE
AN) =  ℙ(αB > αE

AN) (88) 

By recalling the definitions of αB (77) and αE
AN (84), computing the positive secrecy capacity 

involves finding closed-form expressions for stochastic measures that involve several correlated 

random variables, which in its general form is intractable. As a remedy, we derive upper bounds 

and lower bounds on the positive secrecy capacity.  

5.3.1 Upper Bound – Artificial Noise Aligned with 𝑮𝒌 

We start by establishing two upper bounds on the positive secrecy capacity ℙ(CB
AN > CE

AN). For 

this purpose, we propose the following lower bound on αE
AN.  

αE
AN = 

1

2(1 − ϕ) ∥ Gk ∙ Vk ∥2

NE
+ 1

∙  αE  (89) 

≥
1

2(1 − ϕ) ∥ Gk ∥2
2∙∥ Vk ∥2

NE
+ 1

⋅  αE 
(90) 

= 
1

4(1 − ϕ)γE ∥ Gk ∥2
2+ 1

⋅  αE (91) 

=
αE

16(1 − ϕ)αE + 1
 . (92) 

We define the random variable  

Y ≜  
αE

16(1 − ϕ)αE + 1
  (93) 

and denote its PDF and CDF by fY(y) and FY(y), respectively, based on which we have 
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FY(y) =  ℙ (Y ≤ y) (94) 

ℙ ( 
αE

16(1 − ϕ)αE + 1
≤ y) (95) 

=

{
 

 ℙ (αE ≤ 
y

1 − 16(1 − ϕ)y
 )   ,    for   y <

1

16(1 − ϕ)

1                                                     ,    for   y ≥
1

16(1 − ϕ)

  . (96) 

By recalling that αE follows the Gamma(2N,
γE

2
) distribution, we obtain  

FY(y) =

{
 

 Γ(
y

1 − 16(1 − ϕ)y
 ;  2N,

γE
2
)       for   0 ≤ y <

1

16(1 − ϕ)

               1                                    for   y ≥
1

16(1 − ϕ)

  , (97) 

and 

fY(y) =
1

(1 − 16(1 − ϕ)y)2
⋅ γ (

y

1 − 16(1 − ϕ)y
 ;  2N,

γE
2
)    for   0 ≤ y <

1

16(1 − ϕ)
 . (98) 

where Γ(∙ ; ∙,∙) is the CDF and  γ(∙ ; ∙,∙)  is the PDF for the Gamma distribution. Using the 

definition of Y and recalling that αB follows the Gamma (2N,
γB

2
) distribution, we find the 

following upper bound on the positive secrecy capacity 

ℙ(CS
AN > 0)  ≤  ℙ(αB > Y)  (99) 

= ∫ (1 − Γ (y; 2N,
γB
2
)) fY(y) dy 

∞

0

 (100) 

=  1 − ∫ Γ (y; 2N,
γB
2
) ⋅

1

(1 − 16(1 − ϕ)y)2

1
16(1−ϕ)

0

⋅ γ (
y

1 − 16(1 − ϕ)y
 ;  2N,

γE
2
)  dy ,  

(101) 
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which can be computed efficiently. This bound is tight for situations in which the AN vector Vk 

lies in the range space of the stacked channel matrix Gk.   

5.3.2 Upper Bound - Large 𝐍 

Next, we derive an alternative upper bound on the positive secrecy capacity. Recall that 

αE
AN = 

1

2(1 − ϕ) ∥ Gk ∙ Vk ∥2

NE
+ 1

∙  αE 
(102) 

= 
1

2(1 − ϕ) ⋅ γE
∥ Gk ∙ Vk ∥2

P + 1
∙  
γE
4
 ∥ Gk ∥2

2, (103) 

The major difficulty with fully delineating the distribution of αE
AN is that its numerator and 

denominator involve common random variables, which couple the two and cause complicated 

stochastic structures. Nevertheless, closer scrutiny reveals that the correlation is due to only a 

small number of elements of Gk. By properly eliminating these elements from the numerator we 

can find a lower bound on αE
AN, which in turn provides an upper bound on the positive secrecy 

capacity.  From (73) the term Gk ∙ Vk, which constitutes the randomness of the denominator 

depends only on four channel coefficients {gk,1,1, gk,1,2 , gk,N,1, gk,N,2} and is independent of the 

(2N − 4) remaining ones. Furthermore, since (d11vk,1 + dN1vk,N) and (d12vk,1 + dN2vk,N) are 

uncorrelated and both distributed according to 𝒩ℂ(0, P), it is easy to see 

∥ Gk ∙ Vk ∥
2

P
 ∼  Gamma(2,1). (104) 

On the other hand,  



 

84 

∥ Gk ∥2
2 =  2∑∑|gk,n,j|

2
 .

2

j=1

N

n=1

 (105) 

By eliminating the terms relevant to channel coefficients {gk,1,1, gk,1,2 , gk,N,1, gk,N,2}, which 

contribute to the Gk ∙ Vk, we find the following lower bound on ∥ Gk ∥2
2 . 

∥ Gk ∥2
2≥  2∑∑|gk,n,j|

2
2

j=1

 ∼  Gamma(2N − 4,1)

N−1

n=2

 , (106) 

which is statistically independent of ∥ Gk ∙ Vk ∥
2.  As a result, we have the following lower 

bound on αE
AN 

αE
AN ≥ 

1

2(1 − ϕ) ⋅ γE Z + 1
∙  
γE
4
 X , (107) 

where we have defined  

Z ≜  
∥ Gk ∙ Vk ∥

2

P
 ∼  Gamma(2,1)   (108) 

and 

X ≜  2∑∑|gk,n,j|
2

2

j=1

 ∼  Gamma(2N − 4,1)

N−1

n=2

 (109) 

with X and Z being independent. Hence, we find the following upper bound on the positive 

secrecy capacity 

ℙ(CS
AN > 0) ≤  ℙ(αB >

1
4  X

2(1 − ϕ) ⋅  Z +
1
γE

 ) (110) 
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=  1 − ∫ ∫ Γ(

1
4  X

2(1 − ϕ) ⋅  Z +
1
γE

; 2N,
γB
2
)  γ(x; 2,1)γ(y; 2N − 4,1) dxdy

 

∞

0

∞

0

 (111) 

The approximation for obtaining this bound is due to eliminating four channel coefficients from 

the numerator of αE
AN, while retaining (2N-4) ones. The ratio of the eliminated terms to the entire 

terms i.e., 4/2N diminishes as N increase, and as a result, this bound is expected to become 

tighter as the number of users N increases.  

5.3.3 Lower Bound – Small 𝛄𝐄 

In the next sections, we define two lower bounds on the positive secrecy capacity ℙ(αB > αE
AN) 

based on the eavesdroppers receive SNR per user.  To derive lower bounds on the probability of 

positive secrecy capacity, we derive upper bounds on αE
AN. The first bound on αE

AN presented is 

based on the fact that the AN degrades the eavesdropper’s receive SNR. Specifically, 

αE
AN  =  

1

2(1 − ϕ) ⋅ γE
∥ Gk ∙ Vk ∥2

P + 1
∙  
γE
4
 ∥ Gk ∥2

2 ≤  
γE
4
 ∥ Gk ∥2

2 =  αE . (112) 

Intuitively, Equation (112) verifies that αE
AN ≤ αE when using the proposed AN scheme.  Hence, 

we obtain 

ℙ(CS
AN > 0) ≥ P( αB > αE) =  ∫ f αE(z)

∞

0

∙ (1 − FαB(z))dz . (113) 

This bound is expected to get tighter when Eve’s received SNR/user, γE, is small (i.e, γE << 0 

dB). In such scenarios, γE dominate the effect of the AN in the evaluation of αE
AN such that 

αE
AN ≈  αE. 
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5.3.4 Lower Bound – Large 𝛄𝐄 

In this subsection we provide a lower bound on the secrecy capacity, which is apt for large 

values of γE.  This represents the worst-case assumption from a security point of view. By 

leveraging the definition of αEin (44) we have 

αE
AN = (

2(1 − ϕ) ∥ Gk ∙ Vk ∥
2

NE
+ 1)

−1

∙  αE (114) 

= (
2(1 − ϕ) ∥ Gk ∙ Vk ∥

2

NE
+ 1)

−1

∙
γE
4
 ∥ Gk ∥2

2 (115) 

≤ (
2(1 − ϕ) ∥ Gk ∙ Vk ∥

2

NE
)

−1

∙
γE
4
 ∥ Gk ∥2

2 (116) 

=
1

8(1 − ϕ)
⋅∥ Gk ∥2

2∙  
1

∥ Gk ∙ Vk ∥2

P

 (117) 

=   W ∙ Z −1, (118) 

where we have defined  

Z ≜  
∥ Gk ∙ Vk ∥

2

P
 ∼  Gamma(2,1) , (119) 

and 

W ≜ 
1

8(1 − ϕ)
⋅∥ Gk ∥2

2  ~Gamma(2N,
1

8(1 − ϕ)
) (120) 

As discussed before, W and Z are dependent random variables, however, their correlation is due 

to only a small number of elements of Gk and this correlation will decrease as the number of 

users increases.  Specifically, as the number of users increases, the bound will become tighter. A 
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lower bound on the probability of a positive sum rate secrecy capacity, for a given number of 

users N, when  γE is large can be expressed as 

ℙ(CS
AN > 0) ≥  ℙ (αB >

W

Z
 ) (121) 

≈  1 − ∫ ∫ Γ(
W

Z
; 2N,

γB
2
)  γ(z; 2,1)γ (w; 2N,

1

8(1 − ϕ)
)  dwdz

 

∞

0

∞

0

 (122) 

where, once again, Γ(∙ ; ∙,∙) represents the CDF and  γ(∙ ; ∙,∙)  represents PDF for the Gamma 

distribution. Using the change of variables, Y ≜ W Z⁄ , we can reduce the above as 

 
ℙ(Cs > 0) ≳  ∫

2N(8(1 − ϕ))
2N
 (1 +  2N) ∙ y(−1 + 2N)

(1 + 8(1 − ϕ)y)(2 + 2N)

∞

0

∙

 Γ (2N,
y

γB
2⁄
)

Γ(2N)
dy 

(123) 

where Γ(∙)  and Γ(∙,∙) represent the Gamma and upper incomplete Gamma functions respectively.  

It is no surprise that a closed form solution does not exist for (123), but one does exist for fixed 

values of N, γ
B

, and ϕ which allows us to integrate it numerically; in doing so it is easy to show 

that for fixed N and ϕ, ℙ(CS
AN > 0)  → 1 as γB → ∞,  and as γB → 0, ℙ(CS

AN > 0)  → 0.  This 

agrees with our intuition in that the AN cannot overcome the situation when Eve has infinitely 

high SNR and Bob has infinitely low SNR.  However, except in such pathological situations, the 

AN does offer a significant advantage to the legitimate users in facilitating secure 

communication which can be seen by comparing the simulation results in section 5.4.  

As in Section 4.3.2, to  evaluate the probability of ensuring that the secrecy capacity exceeds a 

target rate R, given N users for each realization of CB and CE, we will analyze the CCDF, i.e., 

P(CS
AN > R)for increasing secrecy outage, R bits/sec/Hz when AN is added to the transmitted 

signal.  Similar to the previous section, we can write 
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 ℙ(Cs > R) = ℙ( αB > 2
R ∙ (1 + αE

AN) − 1) ≥  ℙ(αB > 2R ∙ (1 + Y) − 1 ). (124) 

Using the same change of variables as in the previous section, we obtain 

ℙ(Cs > R) ≳ ∫ (
2N(8(1 − ϕ))

2N
 (1 +  2N) ∙ y(−1 + 2N)

(1 + 8(1 − ϕ)y)(2 + 2N)
)

∞

0

∙
Γ (2N,

2R+1

γB
∙ y +

2(2R − 1)
γB

)

Γ(2N)
dy 

(125) 

Similar to the analysis in Section 4.3.2, in which R=0, (125) simplifies to (123). Also notice that 

the CDF of  αB in (123) is evaluated at y, while in (125) it is evaluated at y′ =  Ay + B and 

therefore, the CDF of  αB will experience the shift for different values of R.  As was the case in 

Section 4.3.2, a secrecy rate of R bits/sec/Hz requires approximately 3R dB of SNR advantage 

on the legitimate channel relative to the eavesdropper’s channel. This observation will be 

verified by simulations in Section 5.4.   

5.4 Simulation Results 

Figure 16 shows the performance of the upper bound developed in Section 5.3.1 for N=2, 4, and 

8 users, γE = -10 dB, and ϕ = 0.5. Notice that the bound is tightest when N=2 which agrees 

with the analysis because the approximation ‖Gk ∙ Vk‖
2 ≈∥ Gk ∥2

2∙∥ Vk ∥
2 is most accurate when 

the number of users is small.  Figure 17 illustrates the upper bound for N=2 users, γE = -20, -10, 

0, and 10 dB, and ϕ = 0.5.  Notice that, as predicted by the analysis, due to the limits on the 

PDF of Y, the bound becomes less tight as γE → ∞. 

Figure 18 shows the upper bound developed in Section 5.3.2 for N=10 users, γE = 5 and 15 dB, 

and ϕ = 0.5.  As predicted, when N is large, the bound provides a reasonable approximation for 
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ℙ(Cs > 0) over a range values of γE.  Figure 19 shows the performance of the upper bound for 

N=5 and 10 users, γE = 5 dB, and ϕ = 0.5.  As predicted by our analysis, the bound is tighter as 

N increases.  

Figure 20 shows the lower bound developed in Section 5.3.3 for N=10 users, γE = -20, -10, and 0 

dB, and ϕ = 0.5.  Figure 20 validates our analysis in that when γE is small, ℙ(Cs > 0) is 

bounded by the positive sum-rate secrecy capacity without AN. As expected, the bound becomes 

tighter as γE → 0. 

Figure 21 shows the lower bound for N=2, 10, and 20 users,  γE= -10 dB, and ϕ = 0.5.  Figure 

21 shows that, as predicted by the analysis, when γE is small, the bound provides a reasonable 

approximation for ℙ(Cs > 0) over a range of MAC users. 

Figure 22 shows the upper bound on αE
ANwhen γE is large.  First, notice that the bound provides a 

very good approximation of αE
AN when γE > 10 dB. Next, the bound becomes tighter as the 

number of users increases which verifies our assertion in Section 5.3.4 that as the number of 

users increases, the relative effect of the correlated variables (i.e., {gk,1,1, gk,1,2 , gk,N,1, gk,N,2}) of 

the AN with channel decrease. Lastly, the bound does not depend on γE, but does change 

depending on the number of users. 

Figure 23 shows the lower bound developed in Section 5.3.4 for N=10 users, γE = 0 and 10 dB, 

and ϕ = 0.5. Figure 23 shows that the bound is independent of γE and becomes tighter as γE 

increases to the point of being indistinguishable when γE ≥ 10 dB.  When compared to Figure 

13, one can clearly see the benefits of AN in securing the Alamouti MAC channel. For example, 

without adding the AN (i.e., Figure 13), when γE= 10 dB, Bob requires γB ≥ 12 dB for ℙ(Cs >

0) ≥ 0.90.  However, with AN, Bob only requires γB ≥ 3 dB for the same security level.  
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Figure 24 shows CCDF of the general sum-rate secrecy capacity, ℙ(Cs > R) associated the 

lower bound developed in Section 5.3.4 for N=10 users, γE = 0 dB, and R=3 to 8.  Comparing to 

Figure 15, we can clearly see that, even in a high SNR regime for Eve (a worst case scenario), 

the AN provides a 10 dB advantage to the legitimate channel at an equivalent secrecy 

performance.  However, as was the case without AN, increasing the secrecy outage rate, R, by a 

single bit requires an additional 3 dB of SNR on the legitimate channel relative to the 

eavesdropper’s channel (either in reduced noise level/user or increased transmission power). It is 

also interesting to note that the proposed technique appears to preserve the security diversity of 

the Alamouti MAC transmissions. 

 
Figure 16. Upper Bound for ℙ(Cs > 0) vs. Bob’s Average SNR per user for different N (5.3.1) 
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Figure 17. Upper Bound for ℙ(Cs > 0) vs. Bob’s Average SNR per user for different γE (5.3.1) 

 
Figure 18. Upper Bound for ℙ(Cs > 0) vs. Bob’s Average SNR per user for different γE (5.3.2) 
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Figure 19. Upper Bound for ℙ(Cs > 0) vs. Bob’s Average SNR per user for different N (5.3.2) 

 
Figure 20. Lower Bound for ℙ(Cs > 0) vs. Bob’s Average SNR per user for different γE (5.3.3) 
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Figure 21. Lower Bound for ℙ(Cs > 0) vs. Bob’s Average SNR per user for different N (5.3.3) 

 
Figure 22. Upper Bound for αE

AN in High SNR regime 
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Figure 23. Lower Bound for ℙ(Cs > 0) vs. Bob’s Average SNR per user for different γE (5.3.4) 

 
Figure 24. Lower Bound for ℙ(Cs > R) vs. Bob’s Average SNR per user for different N (5.3.4)  

5.4.1 Optimal Power Allocation Ratio 

In this subsection, we study the optimal power allocation between the information-bearing and 

AN signals. Our objective is to find the optimal power allocation (ϕ) at which the sum-rate 
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secrecy outage probability is maximized.  The power allocation strategy can be either adaptive or 

non-adaptive. The former depends on every realization of the channels gains, whereas the latter 

is fixed for all channel realizations. For our purposes, we will study the non-adaptive scenario. 

The optimal value of ϕ can easily be found numerically using the lower bound developed in 

Section 5.3.4 (125) for fixed values of N, γB, y, and R; however a closed-form  expression does 

not exist. Numerically calculating (125) for a range of power allocations, we get the results in 

Figure 25.  First, we note that at lower values of R, the optimal power allocation lies within a 

range of values (between 0.3 and 0.5). The reason for this behavior is that, at the lower values of 

R (assuming Bob and Eve have equivalent average SNR per user), the added AN provides a 

sufficient margin in terms of channel advantage to allow for a range of optimal power 

allocations; however, as R increase, any margin in the channel advantage is being utilized to 

securely transmit the additional bits.  In these situations, as illustrated by the (red line), the 

optimal power allocation is ϕ = 0.5, which agrees with the findings in [33]. 
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Figure 25. ℙ(Cs > 0) vs. ϕ 
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CHAPTER 6 

CONCLUSION AND FUTURE WORK 

6.1 Conclusion 

In this dissertation, we presented novel techniques for securing wireless communications at the 

physical involving the use of the Alamouti [38] and other Space Time Block codes (STBCs).  

We proposed a secure version of the Alamouti STBC, the rate ¾ Octonion STBC [41], and the 

quasi-orthogonal STBC (QO-STBC) that applied a random phase rotation to the symbols 

transmitted. This technique does not require the transmitter to have full CSI, but does require the 

legitimate users to exchange a secret key.  We derived exact closed-form expressions of its BEP 

for coherent and differential detection. While the performance analysis presented is applicable to 

any PSK modulation, an explicit BEP expression was derived for QPSK. Our performance 

analysis shows that having knowledge of the random phase rotations preserves Bob’s 

performance and adversely affects the performance of Eve’s ML receiver.  Moreover, we have 

shown that adding random phase rotations to the symbols being transmitted de-correlates the 

channel from Eve’s perfect CSI; resulting in a zero diversity order. Comparison of theoretical 

and simulation results validates the analysis. 

Next, we analyzed the secrecy sum-capacity of the synchronous multiple access channel using 

the Alamouti STBC and proposed a simple channel prefixing technique for improving the 

secrecy sum-capacity by adding artificial noise aligned with the null space of the legitimate 

channel matrix. Our proposed technique relies on the users having limited knowledge of the 

legitimate channel, but does not require knowledge of the eavesdropper’s channel. Furthermore, 

our proposed technique requires feedback to only two users and is applicable even with a single 
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receive antenna, which greatly reduces the receiver complexity. Lastly, we have shown the 

merits of our proposed technique by analyzing the channel capacities for the intended receiver 

and the eavesdropper and showing that the artificial noise produces an upper bound on the 

eavesdroppers receive signal-to-noise ratio. Using this result, we then analyzed the information 

theoretic security of the proposed technique to quantify the security gains. 

6.2 Future Work 

Based on the methods and results presented in this dissertation, we present some ideas that might 

be worthy of future study. 

6.2.1 Secure STBC 

In the analysis we assume perfect channel estimation. In practice, channel estimation is either 

absent or imperfect. It would be possible to extend the technique and analyze its performance for 

imperfect or blind channel estimation. We also assume frequency non-selective fading. It would 

be interesting to extend our technique to frequency-selective channels for both orthogonal 

frequency division multiplexing (OFDM) and single-carrier frequency-domain equalization (SC-

FDM) systems.  Another fruitful direction for future research is to examine the effect of spatial 

correlation between the Alice-Bob and Alice-Eve links on the secrecy performance.  Yet another 

interesting future research direction is to generalize our scheme to the non-orthogonal Golden 

STBC which is the best known STBC for two receive antennas which achieves diversity two and 

rate two but requires a more complex maximum likelihood (ML) receiver than the ML-optimal 

low-complexity matched filter used by the orthogonal Alamouti STBC. 
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6.2.2 The Alamouti Multiple Access Channel 

The synchronous Alamouti MAC presents several interesting future research opportunities.  First 

is the analysis of ℙ(Cs > 0) when Eve has multiple RX antennas.  This is an important extension 

to our technique and work is currently on going.  Another topic of investigation would be to 

leverage the work in [24] and apply it to our existing technique to secure of Alamouti MAC 

transmissions.  Although the combination of these two schemes would require the transmitters to 

have full knowledge of the legitimate channel; it would also produce a sizable channel 

advantage.  Next would be to apply the technique to situations where Bob has imperfect CSI.  

The analysis of this scenario would advance our understanding of this technique as well as 

provide valuable insight for improving it.  Lastly, we assumed a synchronous model for the 

multiple access channel.  The application and analysis of our technique when applied to the 

asynchronous multiple access channel would be an important contribution to this body of work.
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