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Abstract

This article presents a game-theoretic model of the interaction between malware creators (hackers)

and users. Users select and hackers target information technology platforms based upon each plat-

form’s network externalities and security. In equilibrium, a platform’s market share among users

and the distribution of malware across platforms are derived endogenously. In particular, a plat-

form’s relative market share is shown to be the square root of the ratio of its competitor’s vulner-

ability to its own vulnerability. This provides a useful standard for guiding a platform’s security

strategy and for characterizing platform competition on the basis of security. It is also consistent

with the longstanding empirical folk wisdom that platform leaders must make increasing invest-

ments into cybersecurity in order to maintain market share.
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Introduction

Malware, a term that combines malicious with software, refers to a

computer infection program designed to compromise, damage, or

infiltrate a computer, server, or network without the user’s know-

ledge or consent, often for profitable gain. Examples of self-

replicating malware include viruses and worms. The potential for

malware has been recognized since the dawn of personal computing

itself. Hiltzik [1] recounts a 1978 episode at Xerox’s revolutionary

PARC research facility where an employee created a worm whose

code became corrupted and caused scores of desktop computers con-

nected to PARC’s Ethernet to repeatedly crash. While this initial

event was an accident, the presence of purposeful malware is an

everyday reality. For example, in its annual cost of cybercrime sur-

vey, the Ponemon Institute [2] characterized malware as the costliest

of all attack vectors (e.g. as compared to malicious insiders, DDoS

attacks, malicious code, botnets, etc.).1 In such a high stakes envir-

onment it is necessary to understand the strategic incentives facing

those who provide security for information technology platforms

(e.g. PCs, tablets, smartphones), users who select this technology,

and malware that targets users through platforms.

Given the effects of malware, it is not surprising that, “today’s

leading [information] technology companies are those that have learn-

ed to leverage security to promote innovation, grab market share, and

enhance brand [loyalty]” [5]. This article presents a game-theoretic

model of the interaction between malware creators (hackers) and

users. Users select and hackers target information technology plat-

forms based upon each platform’s network externalities and security.

In equilibrium, a platform’s market share among users and the distri-

bution of malware across platforms are derived endogenously. In this

way, I provide a theoretical characterization of the relationship be-

tween a platform’s relative security and its market share that is a use-

ful standard for guiding a platform’s security strategy.

The game itself is structured around an existing bifurcated (du-

opolistic) platform market. Such platform markets include Windows

versus Mac OS for PCs, and Android versus iOS for tablets and mo-

bile devices. The presence of one or a few dominant platforms is

problematic from a security perspective because under such condi-

tions platform-based attacks can and do cascade across a platform

[6]. Within this context, for a given level of platform security, users

select a platform and hackers choose a platform as their target.

Users benefit from a platform’s network externalities, which them-

selves are determined by a platform’s market share via Metcalfe’s

law. Malware both compromises and takes advantage of the net-

work externalities associated with a platform. In equilibrium, a plat-

form’s relative market share is shown to be the square root of the

ratio of its competitor’s vulnerability to its own vulnerability. This

1 Earlier studies of the cost of malware include Anderson et al. [3] and

Gantz et al. [4].
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establishes an explicit link between security and brand loyalty for in-

formation technology companies.

Related literature

Game theory is a promising tool for analyzing cybersecurity because it

constitutes a mathematical framework that results in quantitative de-

cision rules [7]. Indeed, O’Donnell [8] shows that if a platform’s mar-

ket share is particularly large, then it may be a dominant strategy for

hackers to exclusively target the prevalent platform. He gives the fol-

lowing example: suppose that the Mac OS platform has 4% of the PC

and laptop market, whereas Windows has 85%. Furthermore, sup-

pose that the Mac OS platform is 80% secure, whereas Windows

products are p% secure. All other things being equal, as long as the

expected number of Windows users whose security is breached

exceeds that of OS users: (1�p)�85 > (1�0.8)�4) 99% > p, then

hackers will exclusively target Windows-based PCs. In this example,

the Windows platform can be much more secure than the Mac OS

platform and yet malware exclusively concentrates on the Windows

platform owing to Windows’ enormous market share. Windows’

domination makes it the “hackers’ target of choice” [9].

A major difference between O’Donnell’s [8] game theoretic

model and the present one is that in O’Donnell market share is taken

as given and users’ payoffs are not specified. Consequently, no equi-

librium strategy for users is derived. This is because his focus is on

the existence of a dominant strategy for hackers, which by definition

is independent of users’ actions and their motivations (payoffs). In

contrast, in the present analysis market share is endogenously deter-

mined from a mixed strategy Nash equilibrium that characterizes

the cross-sectional distribution of platforms selected by users. This

facilitates a characterization of how a platform’s relative security

determines its market share. The characterization is robust across

the Nash and Stackelberg equilibria of the game.

Florêncio and Herley [10] examine a game in which hackers em-

ploy en masse attempts to breach each individual user’s weaknesses

(e.g. passwords), rather than weaknesses in a platform’s structure.

This produces the novel result that the probability of hacker success

is a function of the “summation” of each user’s security effort. The

distinction between their model and the present one lies in the differ-

ence between spreading and propagative processes of malware diffu-

sion [11]. Florêncio and Herley [10] is a cloud-based spreading

model of hacking based on the vulnerabilities of individual users.

The transfer of malware takes place between malicious and suscep-

tible nodes, where there is a population of each type of node.

Infected notes do not spread malware. In such a spreading process,

the coupling between malware and network structure is loose, con-

sistent with a summation technology. In contrast, the focus here is

on the vulnerabilities in the platform that are common to all users of

that platform. In terms of diffusion, the resulting game is based on a

“multiplicative” propagation externality because both the original

malicious node and infected nodes are able to contaminate nonin-

fected susceptible nodes. Self-propagating malware such as viruses

and worms imply a much tighter coupling between malware diffu-

sion and platform network structure, represented here by a multi-

plicative relationship between the platform’s vulnerability and its

network properties.

Given that most malware is designed to exploit operating system

holes (vulnerabilities) and bugs [11], market share matters. As the

famous bank robber Willie Sutton reportedly explained, he robbed

banks, “because that’s where the money is.” Similarly, hackers write

malware to target where users are, and this is determined by the

market share of a platform. As such, I employ the mixed strategy ap-

proach to explaining market share, where the mixed strategy for

users in the associated game characterizes the “proportion of users”

that select a given platform, thereby endogenously deriving a plat-

form’s market share. A mixed strategy Nash equilibrium (hereafter,

MSNE) allows the equilibrium choice of platform to be bifurcated,

whereas a pure strategy equilibrium corresponds to a platform mon-

opoly. Similarly, the mixed strategy for hackers characterizes the

“proportion of malware” targeting a given platform.

These characterizations are consistent with the “mass action” in-

terpretation of MSNE in strategic form games, originally given in

Nash’s [12] dissertation. In the mass action interpretation, a MSNE

constitutes a cross-sectional distribution over a population of play-

ers’ strategies, with a mixture’s value corresponding to the frequency

of a strategy within that population. Hence, for the malware-

platform game introduced in the following section I focus on the

MSNE, with the mass action interpretation of the MSNE character-

izing the market share of each platform (the cross-sectional distribu-

tion over users) and the proportion of malware that targets a

platform (the cross-sectional distribution over hackers). To reiterate,

in this article mixtures are not to be interpreted as a strategically

random choice made by individual users and hackers.

Perhaps the first explicit use of mixed strategies to formally char-

acterize market share in this way is Cornell and Roll [13], who use

the MSNE of a securities trading game to derive the proportion of

analysts and non-analysts that is consistent with the efficient market

hypothesis. More recently, Bendle and Vandenbosch [14] use MSNE

to characterize the distribution of firm types (profit-maximizing,

competitor-orientated, or reciprocal) within a market. A major dif-

ference between these analyses and the present one is that here mar-

ket share also figures directly into the payoffs of users and hackers.

The model

The model introduced in this section is based on the recognition that

several existing information technology markets are currently bifur-

cated into essentially two platforms. For example, according to

NetMarketShare.com, Windows currently holds approximately

88% of the PC market with Mac’s OS second at 9%.2 For smart-

phones the breakdown is Android with 70% and iOS with 29%.

Accordingly, assuming bifurcated/duopolistic platform competition

is consistent with the current reality for PCs, laptops, smartphones,

and tablets. Consequently, the process by which user preferences,

pricing, and innovation interact to determine the bifurcated out-

come of platform competition is taken as given.3 In this way, the

focus is on how network externalities and security influence both

users’ selection of a platform and facilitate malware’s exploitation

of a platform’s market share.

The players in this game are users and hackers. Users choose be-

tween two platforms and receive benefits from the network external-

ities associated with a platform. That is, users of a platform receive

benefits that increase with the number of users of the platform. The

positive network externalities of a platform are offset by the likeli-

hood of malware compromising the platform, as measured by the

platform’s security, and the degree to which hacker’s target a

2 https://www.netmarketshare.com/operating-system-market-share.-

aspx?qprid¼10&qpcustomd¼0. 29 August 2018.

3 For example, a minority platform may successfully cater to a niche mar-

ket (e.g., arts and academia) by providing proprietary segment-specific

benefits.
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platform. At the same time, the greater a platform’s market share,

the more benefit a hacker receives from creating malware that tar-

gets the platform for any given level of security.

The payoffs for users and hackers are determined by their plat-

form’s market share and security. Specifically, let

s 2 (0, 1) � market share of platform 1, with (1� s) � market

share of platform 2.

p 2 (0, 1) � security of platform 1; denoting the probability that

an attack on platform is 1 unsuccessful, with 1� p denoting plat-

form 1’s vulnerability.

q 2 (0, 1) � security of platform 2 (the probability of successful

deterrence), with 1� q denoting platform 2’s vulnerability.

v1 ¼ (1� p)/(1� q) � vulnerability ratio of platform 1.

v2 ¼ (1� q)/(1� p) � vulnerability ratio of platform 2.

To foreshadow, although p and q are taken as given, the proper-

ties of the MSNE of the game diagnose the role of security in deter-

mining a platform’s market share, as well as provide a novel

characterization of how market share and security jointly determine

the degree to which a platform is targeted by hackers.

The associated game is given in strategic form in Table 1, where

a hacker’s strategy is which platform to target and a user’s strategy

is which platform to select. The strategic form is consistent with the

mass action interpretation of the MSNE derived below. Hackers’

payoffs are a function of the market share of the platform targeted, s

or 1�s, because hackers prefer a platform with a larger installed

base [15]. The ability to compromise a particular platform is given

by the probabilities 1�p and 1�q. Thus, the hacker’s payoffs on the

main diagonal of Table 1 are (1�p)s when platform 1 is targeted,

and (1�q)(1�s) if the hacker instead targets platform 2. In addition,

I assume that there is no substantive cost difference for attacking ei-

ther platform; hacker targeting is primarily influenced by a plat-

form’s relative security and market share. Another interpretation of

this assumption is that because malware is characterized by a self-

propagating diffusion process based on a platform’s vulnerability, it

is an example of an attack that scales [16]. That is, owing to the po-

tential for cascading, platform-based malware involves a very low,

almost negligible, cost per user attacked. Finally, if a hacker targets

a platform that is not selected by any user then the hacker’s payoff is

normalized to zero, corresponding to the hacker’s off-diagonal

payoffs.

According to Metcalfe’s law, a user’s value of the network effects

specific to a platform is proportional to the square of the number of

users of the platform. Given n1 users of platform 1 and n2 users of

platform two, the associated network effects are n2
1 and n2

2; respect-

ively. I realize that this may be an ideal; however, the purpose of this

theoretical model is to provide foundational guidelines for security

strategy.4 In addition, let n1 þ n2 ¼ N. Given the market shares of

platform 1, s ¼ n1/N, and platform 2, (1�s) ¼ n2/N, it therefore

holds that the network effects consistent with Metcalfe’s law are

proportional to the market share of each platform in the following

way: n2
1 ¼ s2N2 and n2

2 ¼ ð1� sÞ2N2: The network benefits to users

of a platform can be expressed in terms of the square of the market

share of the platform and total number of users. Consequently, if a

platform is not attacked, then then the payoffs for users of platforms

1 and 2 are assumed to be s2N2 and (1�s)2N2, respectively. These

correspond to the users’ off-diagonal payoffs in Table 1.

When a platform is attacked, users’ network benefits from a plat-

form depend on the platform’s security. Malware that targets a plat-

form’s vulnerabilities has the potential to cascade throughout the

platform. Specifically, given security level p, if hackers target plat-

form 1, this diminishes the network benefits of platform 1, s2N2, by

the amount (1�p)s2N2, leaving a user of platform 1 with a payoff

equal to ps2N2. Similarly, if hackers target platform 2, the payoff to

users of platform 2 is q(1�s)2N2. These are the users’ respective pay-

offs on the main diagonal of Table 1.

Nash equilibrium and characterization

As explained above, the focus is on the mixed strategy Nash equilib-

rium (MSNE) of this game because a pure strategy equilibrium on

the part of users would imply a monopolistic outcome, and such an

outcome is not observed for the platform markets under study.

Within this context, the interpretation of MSNE is as given by

Nash’s [12] concept of mass action: cross-sectional distributions of

users and hackers over the platforms, respectively; rather than the

probability that an individual user or hacker selects a particular

platform.

As such, let

r 2 (0, 1) � mixed strategy distribution of users selecting plat-

form 1;

1 � r � mixed strategy distribution of users selecting platform 2;

s 2 (0, 1) � mixed strategy distribution of malware hackers tar-

geting platform 1; and

1 � s � mixed strategy distribution of malware hackers targeting

platform 2.

In a MSNE, r has the property that a hacker’s expected payoff

for targeting platform 1 is equal to that for targeting platform 2.

Referring to Table 1:

ð1� pÞs � rþ 0 � ð1� rÞ ¼ 0 � rþ ð1� qÞð1� sÞ � ð1� rÞ:
(1)

Under the mass action interpretation of MSNE, r and 1�r repre-

sent the cross-sectional distribution of users selecting platforms 1

and 2. Consequently, in a fulfilled expectations equilibrium it is

required that:

r ¼ s: (2)

That is, under the mass action interpretation of MSNE, the equi-

librium mixed strategy is equal to that platform’s market share.

Users’ expectations of a platform’s market share are thereby ful-

filled. Substituting (2) into (1), platform 1’s relative market share is

s=ð1� sÞ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1� qÞ=ð1� pÞ

p
: Similarly, platform 2’s relative mar-

ket share is ð1� sÞ=s ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1� pÞ=ð1� qÞ

p
:

Table 1: The Platform-Malware Game [s � Market Share of

Platform 1]

Hackers Target

Malware on

Users select

Platform 1 Platform 2

Platform 1 ð1� pÞs; ps2N2 0; ð1� sÞ2N2

Platform 2 0; s2N2 ð1� qÞð1� sÞ; qð1� sÞ2N2

N � total number of users across platforms.

4 Metcalfe [17] uses Facebook data to validate that the coefficient on the

square of the number of users equals one.
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From these derivations, one can see that a platform’s relative

market share is determined by the vulnerability ratio of its competi-

tor, defined above as v2 ¼ (1�q)/(1�p) for platform 2 and v1 ¼
(1�p)/(1�q) for platform 1. Specifically:

RESULT 1: In bifurcated platform competition, platform i’s

relative market share is equal to the square root of the vulnerability

ratio of its competitor, si=ð1� siÞ ¼
ffiffiffiffi
vj
p

; i 6¼ j; i; j 2 f1;2g:
Result 1 establishes a fundamental strategic interdependence be-

tween the relative market share of a platform and the way in which

platforms compete on security. In terms of novelty, Dyskstra [18]

notes that the establishment of theoretical building blocks or axioms

to guide cybersecurity decision making remains unexpectedly rare

for an otherwise mature field. The implications of this result are dis-

cussed below.

First, it is noteworthy that the equilibrium has implications for a

platform’s relative market share because a high relative market share

is associated with disproportionate returns on investment [19].

Relative market share is a measure of how much one platform’s

market share differs from another. Furthermore, power law predic-

tions for relative market share (also known as “share ratios”) are

quite common empirically [20]. The present analysis provides a the-

oretical foundation for this phenomenon.

Second, it follows that p¼q) s ¼ 1=2. Equal quality (in terms of

security) leads to equal market share. Third, Result 1 characterizes the

strategic role that a platform’s security plays in determining a plat-

form’s relative market share. Specifically, o(s/(1�s))/op>0 and o(s/

(1�s))/oq<0. In equilibrium, platform 1’s relative market share is

increasing in its security (p) and decreasing in the security of platform

2 (q). Indeed, this result is a strategic extension of Hirschman’s [21]

classic analysis of consumer loyalty and quality deterioration.

Specifically, platform 1’s relative market share is decreasing in its

lapse in security (vulnerability), 1�p, and increasing in platform 2’s

lapse in security (vulnerability), 1�q. This is illustrated in Fig. 1.

When a platform’s security initially deteriorates, represented by an

“increase” in values along the y-axis, its relative market share initially

decreases at a slow rate. If this deterioration persists, then the exodus

of users leads to a rapid decrease in relative market share.

Fourth, a platform creator must make increasingly greater

investments in security; otherwise, its market share will erode. For

example, increasing p for platform 1 increases (1�q)/(1�p) but rela-

tive market share, s=ð1� sÞ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1� qÞ=ð1� pÞ

p
; grows much more

slowly than does (1�q)/(1�p).

These implications of Result 1 are consistent with Microsoft’s de-

cision to consolidate security services under the umbrella of the

Microsoft Security Response Center (MSRC), as part of its

Trustworthy Computing initiative in 2002. The MSRC investigates all

reports of security vulnerabilities affecting Microsoft products and

services. Once a vulnerability is identified, the MSRC works with the

relevant development team to find and distribute a solution. This ini-

tiative was formed in response to Microsoft losing market share

owing to its status as a whipping boy in security circles.

I now turn to hacker targeting behavior (in aggregate). The

details of the derivation of s for hackers are given in the Appendix,

as they mirror the derivation of r for users in Result 1.

RESULT 2: In bifurcated platform competition, given security

levels p for platform 1 and q for platform 2, the proportion of hack-

ers that target platform 1 is s and the proportion that target plat-

form 2 is 1�s where

s ¼ 1

2ð1� pÞ �
q

2ð1� qÞ : (3)

Security affects malware targeting in the following ways: os/op>0

and os/oq<0. This is somewhat counterintuitive until one considers

the interplay between market share and security established in Result

1. An increase in security, p, increases platform 1’s relative market

share, s/(1�s), which thereby increases malware’s targeting of plat-

form 1,s. This is because the only way that s/(1�s) can increase is if s

increases and s enters directly into the payoff of hackers that target

platform 1. Conversely, an increase in platform 2’s security, q,

decreases platform 1’s relative market share, s/(1�s), which thereby

decreases the extent that malware targets platform 1, s.

Stackelberg equilibrium and characterization

Up until this point, platform market share and hacker behavior are

determined simultaneously (or at least under conditions of imper-

fect information). By considering an environment in which market

share is already determined before hackers decide on their target,

it is possible to test whether the Nash characterization of relative

market share is robust. This requires the derivation of the

Stackelberg equilibrium for the game in Table 1. In order to re-

move any ambiguity about what is meant by a Stackelberg equilib-

rium, Rasmusen’s [22] definition is used: “A Stackelberg

equilibrium is a strategy profile in which the players select strat-

egies in a given order and each player’s strategy is a best response

to the fixed strategies of the players preceding him . . .. Such an

equilibrium would not generally be either Nash or [subgame]

perfect.” In the Stackelberg equilibrium for the game in Table 1,

users select their platform – thereby retaining the endogeneity of

relative market share – and then hackers take the market share of

each platform as given when deciding which platform to attack. In

this way, users are the leaders in the Stackelberg equilibrium and

hackers are the followers.

Following Moulin [23], denote BRH(r) as the hackers’ best reply

correspondence to the users’/leaders’ (potentially mixed) strategy, r.

That is, BRH(r) is the set of hacker strategies that maximize the

hackers’ payoff against strategy r. Then pair (rL, BRH(rL)) consti-

tutes a Stackelberg equilibrium if rL ¼ supr UL

�
r;BRðrÞ

�
; where

ULð�; �Þ is the users’/leader’s (expected) payoff function. Finally, for

purposes of comparison with the Nash characterization of relative

market share, only the Stackelberg equilibria involving bifurcated

platform markets are considered. This is also in keeping with the

reality of bifurcated markets for the platforms under study.

RESULT 3: Given Nash strategy r* and maxmin strategy r̂ ¼
ð1� qÞð1� sÞ2 =½ð1� pÞs2 þ ð1� qÞð1� sÞ2� :

Relative Market Share

Lapse in Security: (1−−p) 
(Vulnerability) 

1−q

1 

Figure 1: Market share and security
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i. If r̂ < r� and v2 < 1=p; then the associated Stackelberg equi-

librium is (1, r*). That is, the platform market is bifurcated

according to Nash strategy r* but hackers only target

platform 1.

ii. If r� < r̂ and v1 < 1=q; then the associated Stackelberg equi-

librium is (2, r*). That is, the platform market is bifurcated

according to Nash strategy r* but hackers only target

platform 2.

Proof: see Appendix.

The main implication of this result is that the Nash characteriza-

tion of bifurcated platform market shares given in Result 1 contin-

ues to hold within a Stackelberg framework. The first condition for

each case (r* versus r̂Þ determines the platform that is targeted by

hackers and the second condition ensures that market shares are

bifurcated because the vulnerability ratio of the competing platform

lies below an upper bound. In this way, the hackers’ decision to tar-

get either platform 1 or platform 2, but not both, results from their

platform choice being a “best reply” to the users’ cross-sectional dis-

tribution over the two platforms. This is qualitatively different from

the hackers’ target being a dominant strategy for an exogenously

given distribution of platform market shares.

Conclusion

This article uses a game theoretic model to show that when users’

benefits of a platform are dependent on that platform’s network

externalities, and hackers target platforms on the basis of market

share, then the relative market share of a platform is the square root

of the ratio of its competitor’s vulnerability to its own vulnerability.

This characterization is robust across Nash and Stackelberg analy-

ses, where in the former market share and hacker activity are deter-

mined simultaneously and in the latter market share is first

determined by users and then hackers take the market share as given

when determining which platform to attack. Interestingly, as a plat-

form’s security increases, malware hackers “increase” their targeting

of the platform, owing to the way that increased security increases a

platform’s market share. This suggests that the very maintenance of

a platform’s market share requires greater and greater investment in

security, as hackers are attracted by a platform’s market share. The

square root rule provides a useful theoretical standard for guiding a

platform’s security strategy that is consistent with the longstanding

empirical folk wisdom that platform leaders must make increasing

investments into cybersecurity in order to maintain market share.

Indeed, our result can be contrasted with that of Lelarge [24],

who demonstrates that a platform monopolist will have little to no

incentive to provide a high level of security. For platform markets

that are instead essentially bifurcated, such as PCs/Macs, tablets, or

mobile devices, increased security can be leveraged to promote mar-

ket share, which also enhances users’ loyalty owing to the increased

network externalities associated with increased market share. In

contrast, a minority platform users’ appearance of superior security

may instead be an illusion related to low hacker targeting owing to

low market share.

Admittedly, use of the square root rule requires knowledge of a

platform’s vulnerability, and it is difficult to estimate a platform’s

security level. At the same time, it is in the interest of platform

designers to know as much as possible about their own product’s

vulnerability, and that of their competitors – especially since the re-

lationship between market share and relative vulnerability is charac-

terized by the square root rule. Platforms thrive on network

externalities which are, by definition, a function of a platform’s

market share. Indeed, the characterization provided here employs a

market share version of Metcalfe’s law.

Yet while there is general agreement that network externalities

are super-linear in the number of users, there are also reasons why

Metcalfe’s law need not hold. For example, if not all the connections

in a network are equally valuable to a user [25]. Hence, adapting

the model to alternatives to Metcalfe’s law is an area for future

research.

Finally, the current model treats the difficulty/amount of effort

needed for an attacker to compromise a platform as linear in the

platform’s security. This may not always be the case. For example,

iOS is notoriously harder than Android to get exploits for, due in no

small part to Android being open source while iOS is much more

closed. As such, another interesting extension would therefore be to

approximate the level of security of a platform by the average value

of a full working exploit for that platform.

Appendix: proofs.

Result 2. Let s be the proportion of hackers targeting platform 1

and 1�s the proportion targeting platform 2. From Table 1, by the

indifference property of MSNE it must be the case that the equilib-

rium value of s makes the users’ expected payoff for selecting plat-

form 1 equal to that for platform 2:

ps2N2 � sþ s2N2 � ð1� sÞ ¼ ð1� sÞ2N2 � sþ qð1� sÞ2N2

� ð1� sÞ: (A.1)

Dividing by N2 and aggregating terms:

s2 � qð1� sÞ2 ¼ fð1� pÞs2 þ ð1� qÞð1� sÞ2g � s: (A.2)

Dividing both sides by s2:

1� q½ð1� sÞ=s�2 ¼ fð1� pÞ þ ð1� qÞ½ð1� sÞ=s�2g � s: (A.3)

Recall that in equilibrium ð1� sÞ=s ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1� pÞ=ð1� qÞ

p
:

Substituting this into (A.3):

1� qð1� pÞ=ð1� qÞ ¼ fð1� pÞ þ ð1� pÞg � s: (A.4)

Solving for s

s ¼ 1

2ð1� pÞ �
q

2ð1� qÞ : (A.5)

� Result 3. The proof follows the technique introduced by

Andreozzi [26]. Let rL denote the users’ strategy when acting as a

Stackelberg leader and r* denote the Nash equilibrium distribution

of users selecting platform 1. From the indifference property associ-

ated with Nash mixture r*, if r* < rL then the hacker’s best reply is

to choose platform 1 and if rL < r* then the hackers’ best reply is to

choose platform 2.

Case 1: r* < rL. Given that the hackers’ best reply is to choose

platform 1, the users’ expected utility is rL½ps2N2� þ ð1� rLÞ
½ð1� sÞ2N2� ¼ ½ps2N2 � ð1� sÞ2N2�rL þ ð1� sÞ2N2: If ps2N2 >

ð1� sÞ2N2 then this expected payoff is maximized by setting rL ¼
1; in which case the platform market is not bifurcated.

Consequently, bifurcation requires ps2N2 < ð1� sÞ2N2; i.e.

s=ð1� sÞ <
ffiffiffiffiffiffiffiffi
1=p

p
: (A.6)

Under this condition,

r� ¼ sup
rL2ðr� ;1�

½ps2N2 � ð1� sÞ2N2�rL þ ð1� sÞ2N2:

Hence, the Stackelberg equilibrium is ð1;r�Þ; meaning that the

platform is bifurcated according to the Nash equilibrium cross-sec-

tional distribution of players, and hackers exclusively target
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platform 1. Finally, given that the equilibrium relative market share

is characterized by r*, by Result 1 Equation (A.6) can be rewritten

as

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1� qÞ=ð1� pÞ

p
<

ffiffiffiffiffiffiffiffi
1=p

p
: (A.7)

Case 2: rL < r*. Given that the hacker’s best reply is to choose

platform 2, the users’ expected utility is rL½s2N2� þ ð1�
rLÞ½qð1� sÞ2N2� ¼ ½s2N2 � qð1� sÞ2N2�rL þ qð1� sÞ2N2: If

s2N2 < qð1� sÞ2N2 then this expected payoff is maximized by set-

ting rL ¼ 0 and the platform market would not be bifurcated.

Bifurcation therefore requires s2N2 > qð1� sÞ2N2;i.e.

ð1� sÞ=s <
ffiffiffiffiffiffiffiffi
1=q

p
: (A.8)

Under this condition,

r� ¼ sup
rL2½0;r�Þ

½s2N2 � qð1� sÞ2N2�rL þ qð1� sÞ2N2:

The corresponding Stackelberg equilibrium is ð2;r�Þ: Once

again, the cross-sectional distribution of market share is the Nash

one, with hackers now focusing on platform 2. From Result 1,

Equation (A.8) can be rewritten as

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1� pÞ=ð1� qÞ

p
<

ffiffiffiffiffiffiffiffi
1=q

p
: (A.9)

Case 3: rL ¼ r*. By definition, hackers are indifferent between

attacking platforms 1 and 2. As such, it is assumed that hackers at-

tack the platform that gives users a lower payoff. Under r*, users

get a lower payoff when hackers attack platform 1 if

½ps2N2 � ð1� sÞ2N2�r� þ ð1� sÞ2N2

< ½s2N2 � qð1� sÞ2N2�r� þ qð1� sÞ2N2:

Which reduces to

r̂ ¼ ð1� qÞð1� sÞ2

ð1� pÞs2 þ ð1� qÞð1� sÞ2
< r�:
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