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Fault diagnosis is a challenging task in the realm of Internet of Things, where heterogeneous data 

and proprietary environment may cause serious interoperability problems when a monitoring job 

is deployed across different domains. Also, along the development of IoT, semantic is always an 

important direction and is believed to be one of the key enablers of IoT paradigm, in terms of 

solving interoperability, data integration, data abstraction, knowledge extraction, service 

discovery, etc. Many fault diagnosis researches have been putting efforts on semantic-based 

methodologies, but many of them are developed in a competing manner with each other, and it’s 

very hard to achieve a consensus on a semantic level. Hence, best practices on semantic modeling 

need to be explored and applied for IoT cases. Further for fault diagnosis purposes, sufficient 

context information is required to have a holistic view over a general IoT framework. This 

dissertation is focused on semantic enabled generic data modeling, data management and system 

behavior modeling for a context-aware fault diagnosis target. 

Time series data is a common form to be used for system monitoring. For a general representation 

of monitored data, we propose a semantic model for time series specification, with respect to 
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measurement description, entity entangling, stream property, data provenance, etc. To support 

better data management, we implement a generic interface for mainstream time-series databases 

(TSDBs) and fit our proposed data model into TSDB data semantics for an efficient 

semantic-annotated data access. With the help of sophisticated sharding schema and data 

compression, we introduce event embedding to handle queries on sparse data spread in the data 

cluster. And on top of that, we also design a semantic-similarity based query procedure to support 

infrastructure-wide data stream retrieval and provenance-based data discovery. 

As part of the context modeling, the system components and behaviors are formally represented 

using hybrid bond graph (HBG) to handle both continuous and discrete status change of the system. 

During the graph construction, quantitative relations are mined with light-weighted algorithms 

using regression analysis to make better use of HBG towards fault diagnosis. With the 

development of QoS (quality of service) ontology, the semantic context information can be 

managed to build the channels to bridge fault indicators with performance metrics from 

corresponding sensors and thus based on reasoning techniques, diagnosis can be achieved at the 

fundamental component level within the system.  
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CHAPTER 1 

INTRODUCTION 

Internet of Things (IoT) has become a promising paradigm and has drawn great research 

interests in different areas, such as smart home, smart city, smart manufacturing, smart agriculture, 

smart healthcare, etc. But due to the complex environment of IoT systems and applications, 

heterogeneous data streams are collected from various data sources, in 

structured/semi-structured/unstructured format with weak semantics, and these facts create 

difficulties to understand the data itself and as well to further perform data integration for different 

application scenarios. 

Semantic information can be formalized and organized as machine-interpretable 

representation, to describe different components and interconnection among them in IoT systems, 

and thus promotes interoperability among IoT devices, and lifts the effectiveness of data access, 

integration, and analysis for IoT management.  

Fault diagnosis is a comprehensive task in IoT management, which requires not only 

understanding of raw data, but also high-level abstraction and perceptions, as well as knowledge 

about the system behavior to grab a holistic overview, making fault diagnosis a difficult job for 

IoT management. Research on this topic has been reported, but there are still challenges to perform 

effective and efficient fault diagnosis in the IoT domain. In the following sections, we discuss the 

major issues regarding data processing towards fault diagnosis in IoT systems, from the abstracted 

IoT framework to various aspects involved in data-centric solutions in IoT, and we highlight the 

importance of semantics in fault diagnosis. In Section 1.5, we discuss the layout of this 

dissertation. 
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1.1 Data Characteristics of IoT 

Before proceeding to data processing tasks, we need to first discuss the features of IoT data, 

which are the most valuable aspects of the IoT paradigm. Based on the analysis of work [1], the 

IoT data shows the following characteristics: 

(1) Multi-source and Heterogeneity: Billions of devices are connected through the 

network, and these devices are sampled by various perceptions and are of different data types and 

different structures. Also, the information exchanged among different devices can follow different 

protocols.  

(2) Real-time Data at Huge Scale: Within the IoT environment, a large number of 

devices are continuously generating massive, real-time, high-speed data, and these data are 

communicated through the network potentially at an exponential scale. 

(3) Interoperability in Multi-Dimension: Multiple IoT services might be federated in 

other applications to achieve data-sharing and collaboration. For example, in a highway 

emergency case, data about traffic information, victims’ physiological information, nearby 

hospital information, weather information, and so on, need to be intelligently channeled for a 

decision about the first-aid plan. 

(4) Implicit Semantics: The unprocessed raw data is seldom encoded for a clear 

self-description, and thus is hard to be parsed by other parties. And the cooperation of IoT devices 

creates abundant correlations among the data, and the changing state of devices will also lead these 

relationships to a higher complexity. 

There are also some other features in different IoT applications, such as low data accuracy 

and highly dynamic. The experiments in [2][3] show an observation that only 60% - 70% data can 
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be captured in RFID (Radio-Frequency IDentification) systems due to unreliable readings and 

dynamic environment. 

These typical data characteristics create the fundamental challenges for data representation, 

integration, storage and analysis for data management in the IoT domain. A suitable data model is 

desirable to share a general acceptable understanding of the data, and then further enable effective 

data exchanging and analysis. 

1.2 General Procedures in IoT Systems  

In order to achieve the goal to enable these data-centric capabilities (e.g. data representation, 

data management, etc.) analyzed above, a lot of research efforts have been devoted to different 

aspects and procedures in this domain. As a start, we first discuss the visions in early development 

and generally accepted architectures of IoT systems and then analyze the main components of IoT. 

1.2.1 Early Visions for IoT 

From a broad view, three primary visions are summarized [4][5]: things-oriented vision, 

internet-oriented vision, and semantic-oriented vision.  

(1) Things-oriented Vision: Electronic Product Code (EPC) and RFID 

technology-enabled data collection and tracking play an important part in this vision. An example 

is the Wireless Identification and Sensing Platform (WISP) [6]. A radio-frequency energy 

powered microcontroller, to serve the purposes of sensing and computing: WISP can sample a 

variety of sensors, perform an everything-to-tag fashion communication and form wireless and 

battery-less sensor networks; and from the view of RFID readers, WISP plays like an EPC tag. In 

this vision, an object can be uniquely identified, and thus its attributes/data can be continuously 
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tracked and recorded. In this vision, RFID is the driving technology, and at the forefront there are 

also some other important technologies, such as Near Field Communication (NFC) and Wireless 

Sensor and Actuator Networks (WSAN), paving the way of IoT by intelligent augmentation of 

things. 

(2) Internet-oriented Vision: From the name of the Internet of Things, the internet part 

also plays an important role. This vision is through the way to Web of Things (WoT), expanding 

everyday smart objects by reusable, web-based standards and protocols. On the web, Uniform 

Resource Identifiers (URIs) are essential for resource identification and interaction, and then to 

establish different types of links among resources and to clients. [7] describes an architecture 

towards Web of Things based on RESTful principles, to build applications involving smart things. 

In this work, functionality is modeled as linked resources to achieve a uniformed interface of 

services; syndication protocols are used along with Web Hooks to enable ad-hoc physical Mashup. 

(3) Semantic-oriented Vision: The idea here is, given a heterogamous context, semantic 

technologies such as appropriate modeling of thing description, logical reasoning with semantic 

execution, could play a key role in data collection, communication, and computation. Like the 

work [8] states, IoT and Semantic Web share a lot of similar technologies to build a system of 

linked data, in which ontologies can be the backbone to have clear and precise semantics as 

specifications of domain conceptualization. 

These are the early visions of IoT, indicating the early stage of research in this area, and also 

introduce the intrinsic perspectives of IoT world. From the name of "Internet of Things", it's very 

natural to pursue approaches from "Internet-Oriented" or "Things-Oriented" view. And as the 

tremendous growth at the scale of connected smart devices, the "Semantic-Oriented" view is also 
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important to provide a shared understanding of everyday objects to fit into web standards and 

applications. From this point, we can tell that these three visions are tightly connected to each other, 

and this is just like building a physical model, things are the basic components, the patterns how 

each piece is connected establish the internet protocols, and the semantics are the glue to finally tie 

everything together. The semantic vision is from an orthogonal angle, and the power of semantics 

can reach most parts of the IoT paradigm, e.g. data specification, event definition, service 

specification, system modeling, etc. The important thing is, since the early development of IoT, 

semantic methods are believed to be an important part to play especially against the 

interoperability problem among various IoT services and billions of smart devices beneath them. 

And the semantic-oriented vision is the path we are following. 

1.2.2 Typical Architectures of IoT 

These visions analyzed above, are also corresponding to the widely accepted three-layer 

architecture of IoT (as shown in Figure 1.A [9][10]): perception layer, network layer, and 

application layer. The perception layer is the physical layer, is about sensing physical parameters 

in the environment, and is the reflection of the things-oriented vision. The network layer is built 

upon various communication facilities, providing connections for smart objects, following the 

internet-oriented vision. The application layer defines various applications and services to users, 

and in the application logic management, it's important to making sense of the data, which is from 

objects in physical layer through the network. One of the approaches is from the semantic angle: 

information can be generated in a standard way to create wisdom for high-level applications, and 

thus different layers are tightly bounded, just like the three-vision scope. 
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As the development of IoT research evolves, more layers are defined. Among them, a 

five-layer architecture is proposed [10]. The two new layers are the processing layer and the 

business layer. In this architecture, perception layer, transport layer (can also be called as network 

layer) and application layer provide similar roles as the three-layer architecture. The processing 

layer can be viewed as the middleware layer, where raw data are stored, analyzed and processed. 

The idea is that it's not suitable to directly send the massive data from bottom layers to applications, 

instead the data should be intelligent "pre"-processed, e.g. disambiguation process, to provide 

ubiquitous services. The business layer is the management layer, in charge of maintenance of 

business and profit models, privacy issues, etc.  

 

Figure 1. Architectures of IoT (A: three layers; B: five layers) 

Edge computing and fog computing are also research trends, which push the computation to 

devices on the edge and form intelligent processing in the fog. Although with the limited 

computation resources and battery life, the service models are still in a similar fashion: data 

transition, data processing are essential before application delivery and business management. 

There are also some other works that bring new layers to the IoT diagram, e.g. security layer, 

storage layer, etc. These layers provide more specific aspects in this system, and most of them can 

be viewed as a sub-category in the five-layer architecture: security layer can be part of the business 
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layer, and storage layer can be part of the processing layer. Since these works are relatively 

specific, we won't discuss further on this. 

1.2.3 Major Procedures in IoT Paradigm 

After introducing the high-level views of the IoT paradigm, here we discuss major 

procedures in this realm. 

There could be different taxonomies of IoT components/elements/procedures 

[1][4][5][9][11], and they share similar categories, most of which are following the five-layer 

architecture, e.g. in [9] the topics are summarized as "sensors, fog computing, middleware, 

communication, and applications". Since the general idea of this architecture has been introduced 

in the previous section, here we can explore it in a different view. Our main target is data 

processing, and we continue from a data-centric perspective to decompose IoT elements as 

identification, sensing, storage, event, computation, and services. 

Identification and sensing are corresponding to the questions of what, where and how data 

are collected. Electronic product code (EPC) and ubiquitous code (uCode) are the fundamental 

methods for identification. And as smart devices are connected in the network, the identification 

task becomes an addressing problem, for which IPv6 and IPv4 are the typical solutions. But IPv6 is 

not directly adaptive to WPANs (Wireless Personal Area Networks), so 6LowPAN is used for 

header compression and service mapping to maintain the IPv6 network [12]. 

Sensing can be a general term, just as implied by the Sensing as a Service model [13][14] 

and Sensing and Actuation as a Service [15], involving data collection, data transition, data 

aggregation, and data query; but from the data-centric perspective mentioned above, sensing here 

is mainly about data collection and raw data transition, i.e. what data are detected, where are the 
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data from, how the data are measured, why the data are collected, how to deliver the data to data 

consumer, etc.  

In the IoT system, data noise is a common issue, so data cleaning function is essential. 

Typically this is a smoothing procedure in a temporal-spatial manner, such as the work of 

[16][17][18], using statistical method to select the proper temporal and spatial granule, and 

removing duplications and false-positive through shared surrounding information.  

To answer the what/why/where/how type of questions and handle the data heterogeneity 

problem, techniques for thing description as metadata are desirable. OCF (Open Connectivity 

Foundation) specification [19] and Amazon iot-data [20] are representatives to define local 

interfaces of data profiles for sensors, actuators, and smart devices.  

Raw data delivery is also categorized in the sensing scope, and the typical task is data transit 

based on IoT-ready standards. 6LowPAN [12] is specifically designed for IoT to forward data in 

lower power personal area network, with support for IPv6 network, through header compression, 

fragmentation, service mapping, and link layer forwarding to meet IPv6 requirement. EPCglobal 

[21] middleware can link EPC identities from EPC reader to a database based on ONS 

(Object-Naming Services), which is comparable to the Domain Name System (DNS), to translate 

object name to IP address. M2M [22] standard interface enables different devices to be connected 

to IoT, through description and deployment of devices and functions, such as M2M node, M2M 

gateway, and M2M area network, to communicate core network. And Amazon iot-data [20] 

enables bi-directional communication directly between smart devices and AWS cloud through 

messaging brokers, while this is still for testing purposes only now. 
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Another two aspects, data aggregation, and data query, of general sensing in a broad vision, 

can be viewed as the functionalities of storage layer. Obviously, for such a huge data volume and 

large-scale data distribution, it brings both challenges and chances to storage solutions suitable for 

IoT. First, IoT data have various structures: structured data (e.g. tables like in traditional relational 

database), semi-structured data (e.g. XML, JSON format), and unstructured data (e.g. audio, 

video). So different databases are developed adaptively seeking to fit diverse types of data, such as 

Document-Oriented Storage System (DO-SS, e.g. MongoDB) supporting semi-structured data and 

Object-Oriented Storage System (OO-SS, e.g. SWIFT) supporting unstructured data respectively 

[23]. Second, the scalability requirement pushes the rapid development of NoSQL database (e.g. 

HBase, Cassandra, etc.), flexibly providing distributed storage and dynamic schema. For example, 

the design of column family makes columns with the same row key irrelevant, so that queries don't 

need to pull out entire row and generate the query result, compared to traditional databases. The 

distributed nature also would potentially ensure high availability, though there might be some 

sacrifice on performance. But join operations are not well supported by NoSQL database, so a 

structured query language (SQL) is proposed to enable integrated query over NoSQL databases, 

by access path based mapping to handle the highly denormalized aspects of NoSQL databases 

[24].  

Usually data are just like discrete signals and naturally can be viewed as events, and thus 

event handling is everywhere in data processing. The basic idea of event is that some application 

logic, e.g. system runtime situation and behavior pattern, are implied in some specific raw 

observations, and once they are extracted, they can then trigger real-time response. Many IoT 

systems are adopting complex event processing (CEP) [25][26] to recognize compound patterns of 
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interest from low-level primitive events in a timely fashion. Temporal constraints can be applied 

while constructing complex events, and thus enable data filtering, which can be directly performed 

as database queries [26]. Complex events construction can follow different models, such as graph 

model [27], automata model [28] and petri-net model [29], and can be automatically detected once 

the logic is met in different models. The procedure can be viewed as information abstraction 

through structurization of raw data. This kind of information hierarchy is very useful for 

management of IoT data. 

The computational power of IoT on the edge is usually provided from microcontrollers, 

microprocessors, or FPGAs, which are all resource-constrained processing units. These devices, 

such as Arduino, Raspberry PI, Intel Galileo, etc., build the frontier of IoT computational 

infrastructure, taking control of the fundamental tasks for sensing, object communication, and 

coordination, etc. These devices have the potential to make fast response and reaction to other 

frontier devices for time-sensitive tasks. And along with these devices, software such as TinyOS, 

LiteOS, Contiki RTOS (Real-Time Operating System), etc., are utilized to drive edge computation 

and simulate edge device behaviors. On the other hand, cloud platforms also are an important 

computational part of the IoT, to provide big data analytics, global monitoring, etc. Clouds can 

provide powerful functionalities to support IoT applications, where synchronization, balancing, 

reliability and advanced management can be far better achieved than similar jobs on the edge and 

bring users competitive advantage.  

IoT services are built on top of previously mentioned components and procedures and 

provide collaborative and ubiquitous ways to access data, aggregate the information, and manage 

business logic. IoT services are the endpoint to connect to users, and the services can be from any 
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stage of data processing procedures, e.g. object identification service, data collection service, 

information aggregation service, etc. The ultimate goal of all IoT services is to reach a certain level 

of ubiquitousness. But this is not easily achievable, with varieties of difficulties, and we will 

introduce the issues below, and focus on the interoperability problem. 

1.3 Related Problems in IoT Paradigm from Data-Centric Aspects and Possibilities from 

Semantic Perspective 

Many existing works have summarized the challenges to realize the vision of the IoT 

[1][4][5][9], and examples of the key challenges are reliability, availability, scalability, 

interoperability, security, privacy, mobility, etc. Noisy IoT raw data could be one of the sources to 

bring reliability issues; heterogeneity of IoT devices makes it hard to ensure that they are 

compatible with any IoT functionalities and protocols, or in any IoT context, through all the time, 

and thus cause availability problems; distributed nature of the IoT along with some mobility 

requirements can create negative influence on scaling up IoT services; limited resources on edge 

devices and lack of common standards bring security vulnerabilities and privacy issues to 

researchers. Interoperability is also a challenge in data management and analytics, and this is the 

area of our interest, so here we briefly discuss how interoperability issues would influence 

different parts for IoT data processing. 

Interoperability problem always arises when multiple devices or services need to be merged 

in a uniform manner. For example, consider the vendor lock-in problem in cloud computing, 

where different cloud vendors may have different eco-systems, and the data logic with application 

logic would somehow distinguish itself from each other, to achieve the purpose of user 
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adhesiveness. But this would be a barrier for users to conduct service migration and service 

integration among multiple cloud providers.  

The interoperability issue has a much deeper impact on heterogamous IoT systems. We will 

discuss this, following the aspects introduced in the previous subsection. 

Many identification approaches are not globally unique, and thus they can only be used as 

private addresses. In some application scenarios, there might be no public address, and in this case, 

how to track the object would be a problem. For example, in a supply chain, when a package leaves 

the warehouse, its tracking system usually would be changed, and one object may have different 

roles/descriptions in different systems, and then the connection of this single object in different 

systems could be lost. Thus, an entity linking process is desired on a semantic level: machine 

understandable information that can be transferred from system to system.  

Sensing is directly related to several factors, such as location, manufacturer, domain 

specification, etc., which will form a localized view of a system or a system component. But how 

to obtain a holistic view would be a big challenge, e.g. how to achieve a common understanding of 

the terminologies, what information is needed to construct a holistic view, etc. Even for the most 

basic jobs, like the metric name sensed, it would be hard to have an agreement, e.g. what's the 

difference between CPU usage and CPU utilization, and how to handle Amazon preferred term 

CPU credit [30]? And in AWS IoT, a device state is modeled as a "thing shadow" [20], which is 

again a platform-specific terminology, and a vendor lock-in problem. So, this task may need the 

support of semantic techniques to make the sensed data self-descriptive in a shared, concise, 

consistent and machine understandable fashion.  
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In the big data era, the features related to cluster management and high availability are much 

better supported as discussed in the previous section, but the problem about how to combine and 

extend different databases to simplify data integration remains a challenge. Although there are 

existing works to provide a uniform interface for multiple NoSQL databases [24][31], and uniform 

access and management to NoSQL databases and relational databases [32], the data model and 

application model preference still need to be considered. For example, in many cases, data would 

be tagged for a better data schema, which is indeed a great flexibility enhancer, but when there are 

more tags, the database cluster is very likely to have hot spot from the view of tags, which will lead 

to unbalanced query performance within the cluster [33]. And this is why key management is so 

important for NoSQL databases, and how data model and application model are bounded: how 

data is spread will directly influence the query performance. So, data model adaptation to data 

storage at a certain level is an interesting task. 

For IoT data processing, it's beneficial to abstract raw data into events as meaningful 

information for better representation. But the heterogeneity, huge volume and decentralized 

distribution of IoT nature, makes it difficult to perform event matching and event query for CEP 

systems. First, identification of different situations and events across varieties of sub-systems 

needs to process vast amounts of raw data, and even just querying these data from the storage is 

challenging, just as analyzed in the previous paragraph. Second, heterogeneous events may imply 

the fact that similar or close-related events could be represented in different forms and different 

words, and it would be hard to match events of interests without sophisticated event subscriptions 

and format descriptions. Third, complex event generation is based on event processing rules, and 

these rules are prone to be system-specific, so system upgrading and new system integration, 
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which may happen more often in IoT systems, may cause big changes of these rules, and this 

brings us the challenge for an expressive and flexible system modeling decoupled from business 

logic. 

Computation inside each functionality is the key to bridge services and other IoT 

components. For example, in order to integrate a variety of devices, an application needs to 

accommodate a wide range of proprietary protocols, and even the same standard can be 

implemented in different ways, and thus the interpretation can play a really important role. And 

from the view of an application, the developers want to avoid the headache situations of 

developing a new accessor for each new device or each new requirement, and of losing functions 

while adding new functions. This is very critical inside a fast-growing IoT environment. And thus, 

computation platforms need to provide an interface between IoT devices and IoT services to 

provide application/device agnostic schemes and disambiguous information for better service 

maintenance. 

Data are usually relayed among different services over the internet to achieve more 

sophisticated functions to serve user requirements. Each service needs to clearly define what 

information can be exposed to various parties using what methods or protocols, and when this 

happens simultaneously among a large number of services, it creates the data orchestration 

problem, which would heavily rely on service specification in fundamental which is a key for 

service publication, discovery, composition, and adaptation. But the widely used Web Service 

Definition Language (WSDL) lacks semantic definitions for the functionalities to provide formal 

description of the properties. So, semantics are needed in service specification models. 
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Interoperability issues spread out in various layers and procedures in IoT environments. 

Enabling interoperability is a key challenge in IoT. And since the early stage of IoT development, 

semantic technology is generally accepted as a promising solution to solve interoperability in IoT. 

1.4 Fault Diagnosis in IoT 

In a common fault diagnosis system, the link from a faulty phenomenon to the causes of the 

fault needs to be pinpointed. First, we need to have a formal representation of faulty phenomenon 

so that they can be understood, parsed, isolated, and detected by machines. But each targeted 

system may have its specific fault definitions, making fault generalization a challenging task. 

Secondly, the diagnosis system needs to maintain consistent knowledge of the target system, 

including system architecture, workflow, sensor placement, etc. But how to maintain general 

references of the component, behavior and event definitions is to be addressed for automated 

parsing of system knowledge. And then further, understanding of the monitoring data to support 

diagnosis analysis is also a big concern. 

In IoT scope, as we analyzed, the heterogeneous data representation and proprietary system 

construction caused interoperability issues could also form obstacles for IoT monitoring tasks. 

Knowledge of the collected data and the targeted system should be specified in formal 

representation, to provide machine understandable meanings. Hence, semantic oriented analysis is 

expected to be a promising approach for handling interoperability in IoT, as semantics are such 

methods to help annotate and make sense of the data and relate data with its surroundings. We have 

introduced how semantics are involved in each procedure of IoT diagram in the previous section. 

So how to adopt semantic perspectives to give insights of the underlying system and data is worth 

a comprehensive exploration. 
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1.5 Dissertation Organization 

This dissertation is organized as follows. In Chapter 2, we make a survey on different topics 

related to data processing in IoT environment, including semantic support on interoperability of 

IoT data, semantic enhanced data repository and context modeling for fault diagnosis in IoT 

applications. Chapter 3 gives the overall view of our data managing and processing framework 

toward fault diagnosis. Some of our early attempts on semantically enhanced data repository for 

system monitoring are illustrated here. And further based on these works, we extend our data 

repository with support with multiple time series databases (TSDBs) for broader support of data 

management in Chapter 4. And in this chapter, other detailed implementations are also presented, 

including event embedding technique, and reasoning methodology. Then in Chapter 5 we will 

conclude this dissertation and discuss the future work. 
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CHAPTER 2 

RELATED WORKS 

IoT is an ambitious paradigm, that brings a hope to connect everything in our life in a smart 

way. From the chapter of Introduction, we can see that the problem of interoperability can reach 

almost all the layers and all the components in the IoT paradigm, making this problem a big 

concern to let IoT advance to the huge vision. 

In this chapter, we will investigate existing works on solving the interoperability problem in 

IoT and promote related semantic techniques regarding this problem. With semantic support, we 

next explore the potential solutions to store and manage the semantically enhanced data, especially 

in time series, which is naturally a good fit for monitoring purposes. On top of that, how to use the 

managed semantics for context modeling to enable fault diagnosis will also be discussed. 

2.1 Semantics in IoT Data Management 

We have introduced the interoperability problem in the IoT realm, and also have analyzed 

how important it is to overcome this problem to achieve the ultimate ubiquitous computing 

purpose. As presented above, the interoperability requirement exists across different stages within 

IoT frameworks and data processing procedures, and this is still a challenge for IoT management. 

In this section, we will explore some existing works' efforts towards solving this problem.  

2.1.1 A Primer: Portability and Interoperability in Cloud Computing 

The vendor lock-in phenomenon has been observed in the cloud computing landscape [34]. 

This could happen when an application is tightly coupled with some particular cloud technologies, 
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making the users technically adhere to that cloud vendor. But service migration between clouds do 

happen as a business decision, for example like Dropbox moves from AWS S3 to its own cloud 

and Netflix migrates to AWS. When applications are migrated between clouds, data and 

application logic should be concerned, and here comes the data portability to interoperate with 

different cloud services, and this is how vendor lock-in problems could hinder this migration 

process. For example, more and more cloud storages are providing schema-less data store, on 

which data are coupled with the cloud and are very hard to be directly ported to other cloud 

storages automatically. And the queries based on different cloud storages also need to be adapted 

to the new dependencies. To handle this problem, the authors in [34] state that the high-level 

abstraction can be used as a specification to facilitate interoperability and portability. And in their 

modeling space, a semantics-based partition is adopted, to work on four types of semantics: data 

semantics, logic and process semantics, non-functional semantics, and system semantics, which 

provide data definitions, functional and behavioral description, QoS (Quality of Service) profiles, 

and system configuration, respectively. In their implementations, Domain Specification 

Languages (DSL) are utilized as the core technique to enable the specification objectives. But as 

they concluded, currently semantic definitions are still not comprehensive, and different parts are 

still in an isolated status, so it’s still difficult to elegantly and clearly express some important 

aspects for cloud systems. And this is still a journey left to the future. 

2.1.2 Semantics in IoT at Different Levels 

Compared to cloud systems, more devices are connected in a much larger scale and boarder 

domains in IoT, which shows the significance of enhancing interoperability in the IoT paradigm.  



 

19 

In introduction chapter, examples of interoperability issues from different IoT layers are 

briefly introduced. From these observations, the proprietary definitions at the data level, event 

level, storage level and application level somehow can match the problems in cloud systems, 

leaving the device level interoperability and cross-domain interoperability much harder to solve. 

2.1.2.1 Device Semantics 

In cloud platforms, the difference on “device” level is mostly focused on processor 

architecture and hypervisor, where Open Virtualization Format (OVF) [35] published by the 

International Organization for Standardization (ISO) could be a solution. OVF is a standard 

metadata format to facilitate packaging and distribution of software solutions, independently from 

virtualization platforms, so that the software product carried in a virtual machine can be easily 

transported among different cloud platforms. 

In IoT, device is a much broader concept, which could involve both physical object and 

virtual object in a wide spectrum. So how to achieve seamless device integration across 

applications could be a tough problem. 

The work [36] targets addressing the heterogeneity of IoT devices and proposes a layered 

architecture, Distributed Internet-like Architecture for Things (DIAT). One important layer is the 

Virtual Object Layer (VOL) as a translator and abstracter from the physical world to the virtual 

world. VOL uses semantic description to provide a generic structure for various objects, so that a 

universal access to different devices, systems and networks can be achieved through notions of 

virtual objects. From the design, we can see the semantic description is a key-enabler towards the 

goal of virtual object, but the authors didn’t provide more details on the semantic technologies. On 

top of VOL are the Composite Virtual Object Layer (CVOL) and Service Layer (SL). CVOL’s 
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task is to accomplish VO discovery and service matching to build the connection between a 

mash-up of VOs and requested service. Semantics also play an important role here to complete the 

tasks: the component “observer” plays a key role, continuously monitoring VOs and CVOs and 

their situations to provide context information for automated process. The collected context 

information includes current location, operating state, next job queue, interruption, attention flags, 

working neighbor group, and collocation neighbor group. The proposed architecture still needs 

concrete semantic information to demonstrate the claimed “universal methodologies”.  

On this point, M2M [22] provides a widely accepted standard ETSI TS 102 921 [37], which 

gives detailed resource structure and resource description and reference point mapping to build a 

resource-based architecture for data exchange from devices to applications without human 

intervention. The resource description specification includes many attributes, such as channelData, 

channelType, discoveryURI, execStatus, expirationTime, locTargetDevice, permission, schedule, 

etc., to describe the resource information to enable communication and data transport. This 

information about a resource resides on a Service Capability Layer (SCL). Then on top of the 

resources, different reference points can be defined for different communication types, e.g. device 

application interface, M2M to device application interface. Further, applications can be modeled 

on device, gateway and network, and information exchange can be automatically achieved 

between M2M application and SCL over defined reference points of related resources. This design 

standardizes the procedure of resource management and communication optimization. But the 

device interoperability is more at a communication level, not at a semantic level, so the application 

still doesn’t have any means to understand the content, such as the data format. 
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[38] defines this problem as user interoperability, and then can be further classified into four 

sub-problems: device categorization, device sense disambiguation, syntactic device 

interoperability, and semantic device interoperability. The former three sub-problems are solved in 

the solution mentioned above, so the novelty here is mainly around semantic device 

interoperability. The authors use the collaborative conceptualization theory to build semantically 

consistent signs among users and device providers to overcome the difficulties in disambiguating 

senses of concepts. The consistent signs are called collaborative signs (cosign), so the key is to 

build the cosign dictionary. By this theory, a collaborator helps discuss, revise and settle an 

agreement on cosigning, so each party can gain a unique cosign internal identifier to look up the 

cosign dictionary for semantic device mapping. Based on the cosign dictionary, a real device can 

be abstracted as a common device representation, to provide universally understandable syntax 

and semantics among users and device providers. And then a virtual device representation is 

further transformed to HTML format from common device representation, and thus 

machine-readable device information can be produced. In a general view, based on this 

collaborative conceptualization procedure under the separation strategy for device representation, 

the device transformation model can be facilitated to guarantee the proper interpretation of device 

semantics. 

2.1.2.2 Semantics for Cross-Domain Usage 

Many IoT solutions are use-case specific, and they develop competing approaches, which 

can hardly be normalized, and are not likely to make consensus, and thus so-called “IoT silos” are 

created. This is similar as the Vendor Lock-in problem in cloud, but for cloud applications they 
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usually stay in the same domain, while IoT applications, such as our target of data processing for 

fault diagnosis, may pursue cross-domain solutions. 

For this purpose, just like the vision in [39], the general ideas of augmenting cross-domain 

interoperability could be making IoT architecture less ad-hoc, increasing context awareness, 

adopting semantics at a lower level to increase generalization, and enabling collaborative 

platforms. 

About less ad-hoc architecture, this is the target of most IoT solutions, but it seems this 

methodology is still leading the way to “IoT silos”, where each silo still needs specific alignment 

to work with other silos. And context awareness is an important area in IoT research and will be 

discussed in Section 2.4. Here we will expand the later two methods: low-level semantics for 

generalization, and collaborative platforms. 

The project of IoT-A (Internet of Things - Architecture) [40] is not focused on developing 

high-level IoT architecture, but providing necessary methods to build an IoT architecture, and it’s 

along the path of low-level semantic integration. IoT-A defines a generic Architecture Reference 

Model (ARM) for derivation of concrete IoT architecture. ARM can work as technical groundings 

of compliant components, views, and best practices.  

Specifically, IoT-A consists of three parts: the IoT Reference Model (RM), the IoT 

Reference Architecture (RA), and a set of Guidance. The RM is to promote a common 

understanding of aspects in the architecture. The IoT Domain Model (DM) is part of RM, mainly 

used as a top-level description of augmented entities and services. DM gives detailed terminology 

partition, e.g. abstraction, definition, and examples about address, business logic, sensor, storage, 

tag, etc., and can be used to look up, discover and resolve information about physical entities. 
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Besides, Information Model (IM) and Communication Model (CM) are also defined to provide 

understanding of different aspects. IM is expressive to provide device-level and entity-level 

information, and the link among the information. CM provides a communication stack mimic to 

the ISO/OSI 7-layer model for connecting entities and mapping features of DM to communication 

paradigm.  

In IoT-A ARM, the RA describes essential build blocks and design choices to meet different 

design requirements. The RA tries to conceive the superset of all possible functionalities, 

mechanisms and protocols that an architect should concern. So different views and perspectives 

are defined here, such views about deployment and operation, perspectives about availability, 

performance, security, etc. The logic about views and perspectives is: application-specific 

requirements can infer the unified requirements, and based on the unified requirements, RA can be 

instantiated with respect to various dimensions.  

The Guidance part of IoT-A provides cognitive aid on generating concrete IoT architecture, 

e.g. publishing device association, tag pushing, setup of time-sensitive communication, etc. And it 

also shows the usage for standardized design methodology, e.g. aspect-oriented programming, 

pattern-based design, model-driven engineering, etc., to help generate platform-specific models 

based on their platform-independent models. 

On the collaborative IoT platforms, [41] describes the symbIoTe project, which offers 

cooperation and federation of IoT platforms, and helps developers to create cross-domain 

applications. The authors assume that data store, data analytics, and platform management is 

sitting on top of cloud services. And thus, in their architecture, four domains are defined: 

application domain, cloud domain, smart space domain, and device domain. The application 



 

24 

domain provides unified high-level API to enable actuation and cooperation in accordance with 

cross-platform business rules. And this part is in-line with the IoT-A ARM [40] to help with 

functionality definition in high-level APIs. The cloud domain can expose open platform resources 

and implement interworking protocols to enable information exchange, so that the role of virtual 

IoT provider can be created to work as a broker for resource sharing and management. In smart 

space domain, symbIoTe middleware is implemented, so that resources can be wrapped and 

specified in a “sensing as a service” manner to realize resource discovery and resource 

configuration. With SLA in place, device roaming can be enabled to let other parties visit devices 

from another domain. In device domain, symbIoTe clients are planted, to perform device 

self-introduction, self-organization, and self-configuration to prevent the lock-in to a specific IoT 

provider. On device level, M2M [22] architecture is utilized as a basis to handle the device 

interoperability. 

As the authors mentioned, symbIoTe provides a set of high-level APIs, but the 

implementation is still by means of platform-specific adaptors, so the vision of virtual IoT provider 

is still on the way concerning evolution from the cloud to the edge, to promote cost-efficient 

solution like cloud broker. 

2.1.3 Semantic Middleware for IoT 

So far, some IoT-specific interoperation-related problems have been discussed and some 

existing research works have been presented as potential solutions to these problems. But many of 

the solutions are high-level models, so we will introduce some practical implementations of IoT 

middleware.  
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The creation of IoT middleware is to support interoperability among various devices, 

applications and services, but most of them are working on network interoperability. At a semantic 

level, how to hide the heterogeneities in terms of command, data, functionality, still remain a 

challenge [42][43]. Nonetheless, we still need to look at the reported middlewares that provide 

semantic interoperability. 

Hermes [44] is an event-based middleware, and the target is to provide notification and 

asynchronized message to send events for interaction with components that rely on it. Hermes is 

built on top of Common Object Request Broker Architecture (CORBA) [45] to provide 

platform-independent and language-independent open standards for event broker in a 

publish/subscribe manner. In the design, the authors provide multiple models, such as event model, 

component model, routing model, service model, etc., to handle event-based communication. 

Based on these models, they support type-based and attributed-based event routing in the 

publish/subscribe layer. Although their main target is still in-network aspect, this type-based and 

attribute-based event handling can provide flexible event information for relation inheritance and 

content filtering. But their event model doesn’t have strong guarantees for persistent events, i.e. 

one failed/non-functional broker can lead to event loss, so persistent storage is needed in their 

distributed environment.  

Ubiware [46] is another middleware working on handling interoperability in IoT. Ubiware 

adopts semantic technologies and agent technologies to handle the heterogeneity of ubiquitous 

components and complex systems. A set of Reusable Atomic Behaviors (RAB) is defined at the 

bottom layer, so that the behavior models can be declared to each individual agent role by behavior 

engine and specialized through semantic declarative languages. And thus, proactive agents can be 
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assigned to corresponding resources for monitoring and execution of different applications, to 

achieve semantic adaptation. And in this procedure, atomic functionalities are also defined to 

composite complex functionalities and facilitate self-configuration. The semantics are mainly 

adopted in the core agent platform, where RDF-based semantics are specified as organization roles 

and behavior rules for behavior models, so that the agent would have enough knowledge on the 

specified conditions and have parameters and rules for execution of a RAB. This is a great work 

towards role-based modeling. And as a future work, they will consider sensors, sensor networks, 

actuator, etc., for IoT, to achieve a better communication infrastructure. 

MUSIC [47] is a service-oriented and component-based middleware with self-adaptation for 

dynamic execution environments. It’s leveraged on OSGi [48] to define the service-oriented 

dynamic modules, to achieve simplicity, efficiency, openness, and portability. MUSIC provides 

service description with an agreement template for information of service capabilities, service 

level and QoS properties and semantics, making it independent of the components of the 

service-oriented architectures (SOA), such as web service, CORBA [45], RMI (Java Remote 

Method Invocation) [49], UPnP (Universal Plug and Play) [50], etc. And this agreement template 

can specify different service discovery protocols, so third-party services are also discoverable and 

accessible. For a new service handled by the remote platform discover listener, MUSIC can 

initialize service proxies as local representatives of remote services through their binding 

framework to make the service accessible in a location-transparent way, just like a local execution. 

And during this procedure, the adaptation manager would perform adaptation reasoning, to 

achieve plan-based adaptation. OSGi technologies offer dynamic load/unload modules, with a 

customizable context sensor, so any change of the context would trigger the context manager to 
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work with the adaptation manager to produce new plan, which would be stored in plan repository, 

to support monitoring from QoS manager. But from referenced SLA negotiation method [51], the 

metric model is still in a primitive form, with only source and function related information 

included, and the interoperability on QoS properties is based on different representations of the 

concept, which will increase the efforts to maintain the QoS dimensions. However, some other 

useful information, such as associated system component, metric correlation, etc., are not 

considered. And how to utilize the agreement template instance and adaptation reasoning to 

automatically optimize application utilities remains an interesting open question.  

The Hydra [52] project focuses on providing ambient intelligent (AmI) services for 

embedded systems in the domains of home automation, healthcare, and agriculture, where 

cost-efficiency is important in the resource-constrained devices. Unlike other infrastructure level 

middleware, Hydra middleware is a light intelligent layer between the operating system and 

applications. It has a semantic model-driven architecture, with semantic layers in both its major 

models of Application Elements and Device Elements, to manage context and policy. With 

semantical description, machine agents can understand the devices and let devices interoperate 

with each other in the AmI network. The device ontologies are developed based on FIPA ontology 

[53] and AMIGO taxonomy [54]. All the layers in these two models are symmetric, i.e., semantic 

layer, service layer, network layer, and security layer are defined in both models, for storage, 

ontology, event, QoS, diagnostics management. This symmetric design makes Hydra Software 

Development Kit have a clear structure for management. And Hydra also provides Device 

Development Kit (DDK) and Integrated Development Environment (IDE) for fast deployment of 

the AmI applications. Now Hydra project has migrated to LinkSmart [55], which is also an open 
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source project in development. Domain Model and Deployment Model are constructed to manage 

domain specific information under a generic framework. Based on Domain Model, application 

specific entities’ class diagrams can be linked and mapped to LinkSmart class entities for 

identification and attribute association, and further they can be wrappers as endpoint for 

deployment, though the model repository is still in beta status. And the data semantics are not 

discussed. 

CHOReOS [56] middleware aims to provide web service choreographies for cloud and IoT. 

There are four major components: XSC (eXtensible Service Composition), XSA (eXtensible 

Service Access), XSD (eXtensible Service Discovery), and cloud and grid middleware. 

Thing-based service models are provided for XSC, to support the ability to derive complex 

physical properties from simpler ones, and in this procedure, coordination logic can be extracted 

for Coordination Delegate (CD) containers to compose services and maintain inter-service 

communication. But all compositions are specified in their IoT ontologies as mathematical 

formulas, making the pre-defined semantics limit the flexibility of service composition. In XSC, 

service substitution is also provided. This is based on functional abstraction, to achieve the 

mapping between services and hidden service interfaces, and the data translation module then 

transforms the abstract invocation to concrete invocation. But the functional abstraction needs to 

be created by the curator, so the composition and substitution is in a semi-automated manner; the 

assumed source object is restricted to only support Java object whose structure is traversed by Java 

Reflection, and may not be able to provide hard real-time support; and services that depend on the 

substituted services need to handle the local consistency, which may cause consistency problem. 
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XSD provides probabilistic service discovery functionalities, and the lookup queries also 

depend on the service abstraction of functional properties and non-functional properties. To handle 

large scale and mobility issues, things are registered in a probabilistic way, whose probabilistic 

threshold is defined in the centralized IoT ontologies. XSD has a plug-in architecture to let users of 

sensors and mobile phones to provide their domain ontology, to support future service discovery 

solutions. But how the extended semantics are managed to interact with the pre-defined IoT 

ontologies, is still a problem not mentioned. 

In XSA, an eXtensible Service Bus (XSB) is provided to provide the adaptation from service 

native middleware to common bus protocol. An Abstract Interface Description Language (IDL) is 

introduced to generate Generic Application (GA) abstraction, and thus application functionalities 

can be mapped to concrete descriptions at middleware level. Then the Envelope for Substrate Bus 

can have deployable binding components (BC) to encapsulate GA primitives into bus connections. 

However, the mapping between global application and constituent services needs further semantic 

information to be predefined. 

The cloud and grad middleware are a virtual machine (VM) based enactment of 

choreographies. When needed, VMs are created automatically during run time based on demand. 

But the deployment is only supported by SOAP services, on Amazon EC2 and Openstack. 

The discussion above has shown the importance of semantics to enable interoperability in 

IoT. For IoT monitoring and fault diagnosis, the understanding of the target system and execution 

context is critical, so there are still some challenges for adoption of semantics: (1) Declarative 

description on data semantics, (2) Flexible adoption of system semantic specification, (3) 

Standardized QoS with ease of use, (4) Integration of semantics from different domain, etc.  
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With these concerns, we will discuss some related semantic techniques and their use in the 

IoT landscape. 

2.2 Semantic Techniques towards Generic Data Solution 

Since the early age of IoT, semantics techniques are believed to be the key enabler of IoT 

interoperability, to provide a shared and machine understandable meaning and logic of concepts 

across different platforms and different domains. From the introduction chapter, semantics 

information is essential for different stages of data management in IoT, to make the data 

self-descriptive and to accelerate the data processing. During the introduction of some existing 

works on interoperability, the requirement on system modeling and data modeling for semantic 

descriptions are still to be addressed in an integrated manner, especially for the purpose of system 

monitoring. In this section, we will take a look at detailed semantic techniques and important 

research products that can be used for IoT monitoring. 

2.2.1 Semantic Data Representation 

Resource Description Framework (RDF) [57] is a commonly used information 

representation in semantic web and can be used as a general-purpose language to describe precise 

semantics for a metadata model. RDF is adopted as a recommendation from World Wide Web 

Consortium (W3C) for general resource description since 2004. RDF has a simple model usually 

referred to as a triple, in a format of subject-predicate-object, which describes a relation from 

subject to object and this relationship is annotated by predicate. All three fields are specified as a 

URI (Universal Resource Identifier) reference that can be globally recognized. Using triples as 

basic elements, RDF graph can be defined to link various resources and information. And thus, 
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RDF can be used as shared knowledge representation among different applications, to specify the 

semantics in a formal language following model theory. The formal notion of meanings in RDF 

can be captured and used during the inference procedure to entail more information of interest. 

RDF syntax and semantics play an important role in the semantic description. 

In practice, RDF can be specified in plain text, in the format of XML, Turtle [58], N-triple 

[59], etc., and can be used as exchange formats for communication of model-based semantics. And 

they are all W3C recommendations with formal definitions and can be parsed and transformed as 

RDF representations. It’s worthy to mention that there are also variants from XML format suitable 

for IoT, e.g. EXI (Efficient XML Interface) [60] and JSON-LD (JSON for Linked Data) [61]. EXI 

is also a W3C recommendation and is a compressed version of XML to reduce the bandwidth for 

resource-constraint environment. JSON-LD was developed by the linked data community [62] and 

then is adopted as W3C recommendation. Linked Open Data (LOD) cloud is an important work 

under IoT context. It provides machine-readable RDF-standard context links to available datasets 

on the web to make them queriable for cross-domain purposes. To embed this context information, 

JSON-LD is developed with additional syntax tokens, such as “@context”, “@container”, etc., to 

have a deeper description of the data model. All these formats can be deserialized to RDF, and 

serialized from RDF. 

Web Ontology Language (OWL) [63] is a computational logic-based language and can be 

used to express knowledge for structural modeling and related inference. OWL supports RDF 

semantics, and also defines direct semantics with structural and functional syntax. A set of 

extensive axioms can be specified as declarations of classes, data types, object properties, and data 

properties, to form a structural specification. The direct semantics is strongly related to description 
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logic (DL), and can provide model-theoretic semantics for practical inference problems, such as 

concept equivalence, satisfiability, consistency, knowledge entailment, query answering, etc. For 

example, one important difference from RDF is that OWL can specify inverse, transitive and 

symmetric properties. Considering these benefits, we mainly focus on OWL specification for 

semantic description. And OWL documents are commonly referred to as ontologies, so with OWL 

techniques we will introduce some related ontologies for IoT monitoring. 

Before moving forward, we need to mention that there are also semantic specification 

formats, such as OCF [19] specifications, and these formats need to be adapted to a unified 

representation. So later, we will mainly discuss ontologies and their adoption in OWL/XML 

specification. 

2.2.2 Existing Ontologies for IoT Monitoring 

OWL documents are normally known as ontologies and can be used to enable semantic 

annotation with sharable information across different platforms and domains. Ontology 

represented semantic information is the fundamental of many methods introduced above, from 

data semantics to system semantics and their integration. 

On data semantics, Open Geospatial Consortium (OGC) has developed a standard suite on 

abstraction and interoperability in sensor networks, named Sensor Web Enablement (SWE), e.g. 

Sensor Observation Service (SOS), Sensor Alert Service (SAS), etc. The SWE Common Data 

Model [64] is the basis for these standards, to maintain the basic functionalities for related 

standards. This model aims to provide verbose information, including not only sensor observation 

values, but also ancillary data such as sensor status. It defines the standard on data types like 

integer, boolean, token, etc., aspects like time, quantity, quality, etc., structures like vector, matrix, 
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stream, etc., and the XML encoding for all the schemas. This information form the core of this data 

model for detailed definition of data representation, nature of data, data quality, data structure, and 

data encoding. UML (Unified Modeling Language) specification is provided, to server as the 

concrete model to have XML implementation to be compliant with. 

Based on SWE Data Model, another important international standard, Observations and 

Measurements (O&M) [65] is developed. Observation properties, observation locations, result 

types and measurements can reference the SWE Data Model to describe the observation context. 

Sampling is an important component in O&M. Different sampling features can be defined based 

on the topological dimension and can also be applied to ex-situ observations, for features of 

interest. Sub-sampling and derived samples are also considered to build relationships between 

sampling features. And then the observation schema is defined and is decoupled from SWE Data 

Model, and can be separately used for information exchange of observation acts and results among 

different scientific fields. 

Not like O&M that only provides high-level interfaces and abstract classes, Sensor 

Modeling Language (SensorML) [66] provides self-contained and flexible details on sensors and 

actuators along with their data. SensorML heavily depends on SWE Common Data Model, to 

serve as the base component for data types, and the basis for observable properties. And SensorML 

specification also defines the component of processes, aggregate processes, and sensor systems, so 

computational process can be applied for pre- and post-measurement on both sensors and actuators, 

and as well transformation of observations. SensorML has a large user community and based on 

the “skeletal” framework of SensorML, the community-specific vocabularies and ontologies are 

shared to provide semantics level interoperability. 
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O&M and SensorML provide complementary aspects at different abstraction levels. For 

example, a component of sampling in O&M could be complementary for SensorML. And since 

O&M only defines abstract classes, so the users would expect details from specific domain 

applications. So how to integrate these aspects in a consistent manner is desirable, especially when 

heavy-weighted standards are involved, for which any change would cause consistency issues. 

For standalone and light-weighted use, the W3C Semantic Sensor Network Incubator Group 

built the SSN (Semantic Sensor Network) ontology [67], to provide coherent perspectives of 

entities, relations, and activities for sensing, actuation, and sampling, to work in line with semantic 

web technologies and linked data. The newest version of SSN is built on top of SOSA (Sensor, 

Observation, Sample, and Actuator) ontology, which emphasizes light-weight uses, e.g. 

resource-constrainedIoT devices, etc., and targets broader application scope, e.g. new definitions 

on stimulus, phenomenonTime, resultTime, etc. Unlike SensorML whose semantics are shared 

from community, SSN has ontology engineering in mind, so it can be used standalone and can be 

streamlined with Linked Data, Schema.org, etc., to work with the new technical developments and 

provide semantic enrichment capability, e.g. SSN can be aligned with a variety of related models 

and ontologies, such as O&M, OBOE (Extensible Observation Ontology) [68] and data 

provenance PROV Ontology [69]. The system modeling in SSN is more focused on 

compositionality of the systems, not like PROV Ontology which is built based on a process-flow 

model, so for a better usage in a dynamic IoT environment an extension to SSN system modeling is 

needed to provide patterns similar as process-flow model. 

IoT-Lite [70] ontology is an instantiation of SSN ontology for dynamic, responsive and 

constrained IoT environments. It extends SSN with quantity values, units of measurement, 
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metadata, service, location information, etc., to have broader coverage and low-level description. 

For example, identification is an important task in IoT, so iot-lite:TagDevice is defined as a 

subclass of ssn:Device. IoT-Lite is an important extension of SSN to include essential new 

concepts for IoT. But this also brings some alignment issues, such as ssn:Property and 

iot-lite:Attribute, ssn:Procedure and iot-lite:Service, the meanings and their relations need to be 

clearly stated. This is a typical problem when using semantics information defined by multiple 

parties, about how to automatically get the links between overlapped concepts. So next let’s take a 

look on how to maintain the expression consistency during semantic integration, without inducing 

changes on indented meaning of annotation properties. 

2.2.3 Integration of Domain-Specific Semantics for IoT 

IoT applications are widespread across different domains, such as manufacturing, health 

caring, agriculture, transportation, etc. And the semantics within each domain are usually 

self-managed, so how to achieve integration of domain semantic knowledge at a certain level is a 

natural requirement for IoT management and at the same time it’s also a big challenge.  

As mentioned in [71], there are several common problems when integrating existing 

ontologies, such as different methodologies used for ontology specification, ontology definitions 

not following the best practices, which would hinder the reuse of existing ontologies for 

cross-domain interoperability.  

Open Semantic Framework (OSF) [72] is a work targeting such a problem across a broad 

range of industry domains, e.g. smart buildings and smart grid. OSF aims to provide a ubiquitous 

knowledge engineering, visualization, access, and management, by versing ontologies with 

general knowledge models and making these models more tangible based on human interface 
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technologies. In this framework, the authors develop a set of domain-specific knowledge packs 

(KP) on top of some core ontologies, where the core ontologies can provide general concepts, such 

as unit, weather, time, etc., to achieve interoperability across domains, and KPs are loaded 

individually and are kept distinct to suit into the client application in a certain domain. The 

visualization functionality is a key enabler to ease the normal use and extension of knowledge 

models and vocabularies for non-expert, and to benefit the validation of ontologies for subject 

matter experts. Information can be inserted and updated following construct and query template 

through web APIs to facilitate automatic data point classification and knowledge model 

incorporation so that both legacy systems and OSF clients can co-exist on the same platform. Since 

KPs take control of user access to the knowledge base, so they need to be maintained and extended 

with expertise. But the core ontologies and visualization techniques would set up restrictions to 

align new domain knowledge into the framework. So more comprehensive guidance on the 

knowledge alignment practices should be detailed. 

To achieve effective knowledge alignment, there are many works [73][74][75] that provide 

methodologies and best practices, on how to build ontologies, how to support the development of 

ontologies, how to reuse available ontology knowledge, etc., for semantic interoperability. Based 

on these works, the authors in [76] extend the experience of IERC AC4 [74] and Neon [75], and 

formally summarize the best practices of reusing existing ontologies and datasets and practical 

tools that can be applied, for vocabulary metadata, ontology format, ontology quality, ontology 

publication, ontology reuse, etc. And as a use case of collaborative ontology publication based on 

existing legacy ontologies, FIESTA-IoT ontology, is introduced. And then in the work [71] 

FIESTA-IoT ontology is illustrated with detailed explanations. Toward the goal of maximum 
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interoperability, FIESTA-IoT ontology federates several mainstream ontologies, i.e. SSN, M3-lite, 

IoT-lite, DUL, WGS84 and Time, following the IoT-A ARM [40] core concepts as a foundation. 

In this manner, components like ssn:Deployment, ssn:Platform, ssn:Device, iot-lite:VirtualEntity, 

iot-lite:Service, ssn:Sensor, ssn:Actuator, m3-lite:QuantityKind, m3-lite:Units, iot-lite:Metadata, 

m3-lite:DomainOfInterest, geo:Point and Time:Instant are integrated as a unified ontology, where 

conflicts, overlaps and defects are refined following the best practices mentioned above, to 

maintain standardization and re-usability at the same time. And for practical uses, a Reference 

Annotation Tool (RAT) is developed to help data publishers to translate their intrinsic formats to 

the ones compliant with FIESTA-IoT ontology, and later this interpretation can be tested by the 

Annotation Validation Tool (AVT) for correctness and completeness checks. These works 

represent the state-of-art in semantic modeling for IoT and can be used as backbone for our 

semantics-based monitoring tasks. 

FIESTA-IoT ontology is part of the FIESTA-IoT EU project, and behind it is a Linked Open 

Vocabulary for IoT (LOV4IoT) [77][78] catalog of referenced ontologies to be refined and reused 

with the proposed best practices. In LOV4IoT, over 460 ontology-based projects related to IoT are 

categorized into more than 20 IoT relevant domains, e.g. healthcare, smart building, robotics, etc., 

for each of which the domain knowledge is redefined and indexed to make them searchable and 

usable online, and to make domain rules interoperable during reasoning, which is of great 

importance for semantic analysis. Fundamentally they manually generate over 100 rules to build 

the dataset of Sensor-Based Linked Open Rules (S-LOR) to help deduce high-level abstraction of 

sensor data, and further make the data interoperable and reusable, to combine 

Machine-to-Machine Measurement (M3) domain knowledge. These M3 rules consist of domain, 
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measurement, unit and values, and will help interpret IoT measurements and synthesize semantic 

queries. Based on these M3 rules, the authors also maintain a template dataset that contains over 30 

general templates for IoT applications of different domains. These templates can give intuitive 

information about sensors used, domain ontologies and rules for application reference. Currently 

based on this framework, about 10 percent referenced ontologies have been integrated following 

the best practices as guidance, and collaborative works are still needed to build the targeted 

comprehensive knowledge base for IoT. 

2.3 Data Storage Development and Semantic Adoption 

Once data semantics are well defined, data collection layer and data integration layer can 

federate the data into configured databases to provide persistent access for later process. In this 

step, data schema and storage schema need to be aligned and channeled to maintain the consistent 

data semantics, so that semantic information can be passed on to end user in a mutually 

understandable way, as end users will perform both read and write on the storage engine. 

Regarding the development of data storage techniques, higher volumes of data are coming to 

the systems, making traditional relational databases no longer suitable for large scale uses. And 

NoSQL databases are drawing increasing attentions and are becoming more and more popular, in 

the sense that NoSQL databases can simplify the horizontal scaling of multiple database 

computation nodes and significantly increase data availability and reliability. For IoT applications, 

the highly distributed feature of frontier devices makes a distributed storage solution an essential 

design. So we need to explore the development of these distributed storages and exploit their fit for 

IoT monitoring tasks. 
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2.3.1 Uniform Data Access for Databases 

In IoT applications, data could be fed from multiple sources, which are potential to be 

different databases. So how to overcome the heterogeneity of the databases is an important part 

that is worthy of thorough consideration. 

The work [24] studies how access paths influence the query performance in NoSQL 

databases, and proposes a Bridge Query Language (BQL) to enable SQL-type query over a 

NoSQL database. This job is conducted on two popular NoSQL database categories: 

document-based database (e.g. MongoDB, and CouchDB), and column family store (e.g. HBase 

and Cassandra). Different databases may use different keys to store the same object or data, so 

there might be contradictions in different data sources. So, the authors manually define mappings 

to build the correspondences between sources and the target to store the preferred access paths 

with a list of attributes, in their own mapping language. To avoid rigorous semantics, conflicts can 

be solved as a trade-off, with a partial order attribute preference. In this way, a user specified SQL 

query can be translated to executable queries over specified NoSQL database for the target. 

SOS (Save Our Systems) [31] also targets the heterogeneity of NoSQL query languages and 

interfaces, to provide a common interface by hiding the database details. Their work is expanded 

on Redis, Hbase and MangoDB, which represent key-value stores, extensible stores and document 

stores. The key here is the meta layer, to map PUT, GET, AND DELETE in the common interface 

to real methods used to access the underlying database systems. So, objects can be wrapped to a 

technical format persisted to different databases. That is, three different mappers and handlers are 

implemented as adaptors to channel the interface. But the expressive power of the uniform data 

model might be limited. 
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These types of works are summarized in [79], where techniques are grouped into several 

classes: manual integration, integration application, common interface, middleware interface, 

command data storage, and uniform data access. As they analyzed, manual integration and 

integration application are hard to extend; and middleware interface cannot handle semantic 

differences of sources; and common storage is too complicated. So common interface and uniform 

access are logical integration and may eliminate some of the disadvantages mentioned above. To 

overcome semantic heterogeneity, structural heterogeneity, and syntactic heterogeneity, [79] 

proposes a JSON format general schema (GS) to describe the structural information, and alias are 

manually defined for each attribute or element of the targeted object using ontology-based 

approach, and thus through alias objects in different databases can be referred to each other. And 

database adapters can translate generalized query to specific query language to migrate data 

among different sources. 

So based on these existing solutions, the general idea for uniform data access is to provide 

translation from SQL queries to NoSQL databases and adaptation of data among NoSQL systems 

and relational databases. And we will retain this strategy in our implementation. 

2.3.2 Time Series Database 

For monitoring purposes, time series is a good representation, where a timestamp is 

associated with each data point, so that data synchronization can be easily achieved by sorting time 

stamp and analysis can be performed through time.  

Time Series Database (TSDB) is optimized for storing and querying time series data. So we 

use TSDB as the storage backend to support IoT data processing to facilitate diagnosis. 
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Inheriting from the general database, among different TSDBs there also exists structural, 

syntactical and semantic heterogeneities.  

At the early stage, the most commonly used TSDB is based on RRDtool [80], which 

provides Round Robin Database (RRD). RRD is an important effort to provide time series 

management with industry-level performance. Its fast disk seeking design is based on clear 

specification of time-related parameters, such as start time, end time, time interval, for each 

archive with different time granularity. With these parameters in RRD data schema, read and write 

operations can be achieved in a single seek, where the location or index of the target disk block and 

offset can be calculated directly. And RRD also defines useful time-space semantics, such as 

consolidation, data source, summary function, time-related parameters mentioned above, as well 

as round robin concept, which means staled data can either be consolidated at a lower resolution or 

be abandoned, according to pre-specified time range, and the freed time slot can be used by new 

data. 

But RRD data schema must be pre-defined, making its data model very rigorous. And 

another limitation is that its scalability needs to be manually handled, because each RRD file is 

directly managed by its users. And these problems also exist in RRD's advanced version, that is, 

Graphite [81]. 

So with these concerns in mind, to handle tens of thousands of targeted metrics with flexible 

schema, NoSQL based TSDBs arise, among which OpenTSDB [82] is a representative example. 

OpenTSDB is based on column-family type database HBase [83], so that scalability issues can be 

ignored with the inherited distributed features. OpenTSDB's significant improvement over RRD in 

terms of time series data model is its flexible time schema and descriptive tags for each metric. The 
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flexibility can be reflected in the following ways: (1) no fixed time interval restriction, so that 

timed data can be stored at any time point; (2) multiple tags can be labeled to the same time series, 

and the number of tags can differ through time for the same time series. And thus, the data model 

can be greatly enriched. 

Although OpenTSDB can also provide data down-sampling, roll-ups, rating operations and 

aggregations, queries can only be conducted in a look-up way, which is less flexible compared to 

normal SQL queries, e.g. no sub-query is supported, which can be viewed as cascaded "where 

clause" in a nested SQL query. 

Then in the next stage, InfluxDB [84] was born. And its query can be made in an SQL-like 

manner, which is a big advantage and makes InfluxDB widely accepted. Another point worth 

mentioning is its storage engine, which is based on Time-Structured Merge Tree (TSM). In this 

design, each time series can be defined with various tags and fields. Tags and the name of the time 

series together can be used as the base of indices, just like the primary key in a relational database; 

and the fields are like the non-key columns in a relational database. The tricky part is that, unlike 

most TSDBs, time is not used as the primary key to index the data, so that the data points for the 

same time series can be stored sequentially on the disk, which will be an advantage for better query 

performance. And based on the idea of this feature, we can embed additional data points just like 

consolidation in RRD to support sparse data queries on different TSDBs. We will introduce event 

embedding in Chapter 4 for a general TSDB-based data repository. 

These are the typical TSDBs, and we categorized as RRD-like TSDB, look-up-type 

distributed TSDB, and SQL-like distributed TSDB. There are also other TSDBs in each category, 

for example, BlueFlood [85] is an RRD-like TSDB, KairosDB [86] is a look-up-type distributed 
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TSDB, and RiakTS [87] is an SQL-like distributed TSDB. Here we only give details on the 

representative TSDB in each category as above. 

Based on the description above, we can tell different query mechanisms imply the structural 

and syntactical differences among them, e.g. the query method difference of lookups and SQLs. 

And the fields in each data model, such as source names, series name, tag names, can be arbitrarily 

defined by users, and when this happens in IoT monitoring where data can be from multiple 

TSDBs, there would be ambiguity among metadata, which further creates barriers for analysis and 

diagnosis. So properly defined semantics are needed to provide shared understanding of similar 

concepts and to provide more organized relation hierarchy of related concepts. We will further 

discuss this in the next sections and chapters. 

2.3.3 Semantics-Based Data Storage for IoT Data Processing Towards Fault Diagnosis 

Many monitoring systems don’t provide a machine understandable description of the 

monitored data, and this is critical in IoT monitoring tasks because integration of these existing 

monitoring tools is essential for IoT management. For example, the metric “load_five” defined in a 

cloud monitoring tool Ganglia [88], means average CPU usage in five minutes, and without a clear 

specification for a machine or program to parse. This is a typical thing where information is 

proprietarily defined and becomes ambiguous. As the conclusion of [79] and our analysis above, 

semantics information is necessary to fix the heterogeneities for monitoring tasks over a complex 

storage system.  

Rather than perform semantic integration of the monitoring data, it’s better to embed 

semantics aside data since they are collected. [89] proposes a semantics-based data collection 

framework for cloud monitoring. Its main target is to provide a location-aware feature for collected 
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data. More specifically, the cloud composition information is stored as RDF in Triplestore for an 

automatic process of the system specification at virtual machine (VM) level, so that the VM 

information can be used as location to decorate the data. Although only limited semantic 

information is provided, this a good start on the way. 

Then IOTMDB [90] is designed to solve the storage and management problems of 

huge-scale and heterogeneous IoT data. More specifically, the researchers target to express and 

organize IoT data in a uniform manner with a data sharing mechanism based on ontology. Data are 

managed in element, record and collection levels: an element is the basic data unit in IOTMDB, 

and elements are stored as sorted key-value pairs; and a record is a set of elements, to provide 

dynamical organization of related information, where semantics are integrated, including 

information from entity class, field class, activity class and application class. And SQL-like 

queries can be supported as a uniform language to provide range-related and time-related queries 

for elements, records or collections. As we can see, the semantic information is at an entity level, 

so some important properties concerned in IoT, such as entity composition, color, temperature, etc., 

are not included. 

Hongming Cai, Boyi Xu, et al. [91], build a data storage framework to combine and extend 

various NoSQL and relational databases along with multitenant resource configuration managed. 

The IoT big data related modules are defined and described with their core characteristics and 

capabilities. In the data acquisition and integration module, complex semantics are abstracted in 

event-driven fashion, from massive low-level data. The philosophy behind this is that objects are 

different at grammar and context level, and event data can be a unified way to integrate related data 

sources. In database management modules, object-entity mapping and query adapting methods are 
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utilized to unify access interfaces. In query adapting, filtering based on result record set (RS) is a 

novel approach to overcome the challenge when a query cannot be translated to SQLs. But still to 

achieve the uniform data access and multitenant management, they have to manually maintain the 

mapping from system resources to real data. 

As a better integration of semantic information, authors in [23] propose a 

monitoring-oriented big data storage architecture to accommodate heterogeneous measurements 

from system activities. Document-oriented storage (DOS) and object-oriented storage (OOS) are 

considered to provide scalable storage and sufficient processing capabilities. The key part is the 

Sensor Web Enablement (SWE) specification-based data abstraction and enrichment. SWE 

services can be used to hide heterogeneity of sensors, and other hardware components and their 

data can be characterized in a uniform way. And under SWE, Observation and Measurements 

(O&M) standards are adopted to relate Objects with the corresponding environment, such that 

metadata description of data Objects can be stored in DOS, and a hook can be provided to access 

the real data Object in OOS. Based on this design, queries are always first submitted to DOS and 

then are redirected to OOS for real data.  

Based on the discussion of TSDBs in section 2.3.2, the metadata can actually be directly 

bounded to data series in TSDB and thus the two-step mechanism in [23] can be improved. And 

activity monitoring is naturally a good fit in TSDB, as timestamps are always essential attributes 

for this type of monitoring tasks. 

From the philosophy of event-perspective analysis, we can see that temporal domain data 

management is a promising area for IoT data integration. And another important aspect for IoT 

information management is the system gnostic analysis, which should also be taken into 
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consideration as part of semantic enrichment. The discussion will be expanded in the next section 

and beyond. 

2.4 Semantic Enabled Context-Awareness for Fault Diagnosis 

Data stored in TSDBs are semantically annotated with meaningful tags, such as semantic 

time and location (e.g. holiday, school zone), and thanks to the formal knowledge representation 

defined in corresponding ontologies, ideally these tags can have shared common understanding by 

automated programs across different domains. But this information should be used during the 

execution of the IoT tasks with certain context, so context definition and modeling are important to 

adopt formal semantics in a dynamic IoT environment to derive high-level perception and 

knowledge for intelligent management. 

2.4.1 IoT Context Definition 

Contexts-awareness computing for IoT has been well surveyed by Perera, Charith, et al., in 

[92][93]. The context definition they adopt is: 

“Context is any information that can be used to characterize the situation of an entity. An 

entity is a person, place, or object that is considered relevant to the interaction between a user and 

an application, including the user and applications themselves.” 

Based on this definition, different aspects of data elements can be evaluated and used to 

generate context information for context modeling. Different types of context information are 

summarized, e.g. low-level observable context, like who (identity), where (location), when (time), 

what (activity), why (logic) on a computational system, physical environment, user, sensor, 
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networking, etc. These works are good references for context modeling to form conditions of 

rule-based method, which is the fastest and direct adoption of semantics. 

And they can be primary context that can be directly generated from raw sensor data, like 

coordination data for location; and context can also be derived from other context information, and 

become secondary context, like the distance between objects based on location. Usually primary 

context can be commonly modeled, but due to different application scenarios, secondary context 

could be application specific, e.g. there could be many possible distance calculation methods, like 

Euclidean distance, Mahalanobis distance, etc. So in the context modeling, the main part is 

primary context, and candidates for normal secondary context leaving them to be customized in 

each specific application. 

In [92][93], context features are also summarized as essential concepts for IoT application: 

presentation, execution and tagging. Presentation is about context resource discovery, context 

sensing, context command, etc., to define what kind of information to be presented to the context 

user. Execution reflects the dynamicity of IoT applications, and involves context triggered actions, 

automatic reconfiguration and adaptation, etc. This means that information about system 

composition and system behavior is required as part of the context modeling. Tagging would be 

the main methodology to annotate large volumes of data, to provide necessary keywords to 

describe the situation, and further to help analyze, fuse and interpret the data. 

Ontologies and TSDBs introduced above can help with context presentation and tagging, e.g. 

SSN ontology for data source description to acquire context, and data can be associated with tags 

and stored in TSDBs. But to achieve a general monitoring target, the IoT system modeling and 

formal performance metric definitions are still to be addressed. For example, the elements or fields 
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in SSN semantic model for platform and their observable properties can’t be instantiated, and even 

in IoT-Lite ontology, this problem still exists. So, exploration of these areas is needed. 

2.4.2 System Modeling for IoT 

Context modeling is important for IoT monitoring, and as discussed in [92][93], system 

model information is essential to provide system element knowledge and behavior logic and to 

further form the primary context. 

But heterogeneous devices are involved in IoT environments, usually leaving a hybrid and 

complicated system for management. A generic system modeling methodology is required to 

flexibly represent the system composition and behavior description. Another critical issue in IoT is 

the dynamicity of the system, which would create updates of the system context during run time, 

so the system model representation also needs to catch up with the potential changes in the system 

in time. Here we focus on the model representation that is suitable for dynamic and heterogeneous 

IoT systems and leave the system element update event handling and synchronization as the future 

consideration. 

In system modeling, the essential tasks are modeling the system components and system 

behaviors, which combine discrete and continuous changes, resulting in a dynamic hybrid system. 

The main methodologies used for modeling hybrid systems are hybrid automata [94][95][96] and 

hybrid bond graph [97][98][99]. 

Hybrid automata is the most common model for hybrid system modeling. Deterministic 

finite automata (FDA) is the prevailing automata formalism to represent state-based system 

behavior, where a certain condition or event can trigger the transition between states. And when 

the event time information is involved, the timed automata (TA) can be utilized [100][101]. But in 
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systems it’s very common to have continuous system behavior and the state of the system can be 

considered as not altered, so the continuous changes during these continuous behaviors should be 

modeled as invariants for a state to fit into the state equations and constraints. So the hybrid 

automata (HA) is defined for these cases, to represent a finite non-deterministic system. Compared 

to TA, in HA continuous variables are defined for each state through time, and the system 

constraints are defined to link and model these continuous variables in terms of differential and 

algebraic equations. For TA, algorithms like RTI+ [102] can be adopted. For HA, algorithms like 

HyBUTLA [103] and MMSR [104] can be used. Yet the system structural information still has to 

be provided by system experts, as the algorithms can only learn temporal behaviors, just like the 

manner in [96]. 

Hybrid bond graph is also a powerful model for hybrid systems, which adopt graphical 

representation of a physical dynamic system. Bond graph (BG) is a state-space representation, 

where state space can be either infinite or finite, and the continuous system behavior can be 

described by mathematical equations, e.g. instantaneous power can be gotten by multiplying 

current and voltage at a specific time, which form the “bond” of the “flow” and “effort”. And the 

bond could be explained as causality relation. In hybrid bond graph (HBG), continuous behavior 

can be interspersed with discrete mode changes in terms of controlled junctions, just like 

instantaneous switching. This design makes HBG more suitable for a large number of modes 

where system operations widely vary in time scales, compared to HA. Moreover, HBG’s 

state-space model can provide component-level information much more easily, which could 

benefit the fault isolation and diagnosis at component level. The methodology for model 

approximation and causality assignment can be referenced from [105]. Since HBG adopts 
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controlled junctions, the sequential causality reassignment is needed to maintain the causal paths 

analytically and systematically, in terms of unified quantitative equations. And preferred 

causalities can be specified to make it easier to achieve system consistency. The derivation of 

quantitative equations is of great help for system fault diagnosis. 

About the quantitative equations, they are essentially the mathematical expression of the 

causal relations among components. They can be intuitive, and they also can be complicated. So, 

the derivation of the complicated quantitative relations needs to be achieved through methods like 

rule mining. But unlike typical rule mining methods like associated rule mining, where the only 

logical rules are in term of entailment from one condition to another condition, here we need to 

generate concrete mathematical equations to define the relations among system components. And 

to avoid potential privacy issues, we aim to use low-cost approximation on restricted computation 

resources. Our method is based on Least Absolute Shrinkage and Selection Operator (LASSO) to 

utilize regression to estimate the mathematical relations. 

One point worth noting is that HA and HBG both have graph representations and can be 

specified as RDF semantics. A unique IRI (Internationalized Resource Identifier) can be 

maintained for each element, and the entire system model can be specified as plain text, such as 

TURTLE for RDF representation, and then the RDF triples can be directly fed to the knowledge 

system and any updates in RDF triples can be easily caught in RDF store. This could be part of the 

semantic support for system monitoring. 

2.4.3 QoS and Performance Evaluation Metric 

Formal performance metric definition is another essential aspect that would be referenced 

during the context tagging procedure. As stated in the Introduction section, many IoT systems 
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have closed concepts definition and naming convention, including performance metric definition. 

For similar metrics, their meaning should be formally represented. We can still use the example of 

“load_five” from Ganglia [88], “load_five” is a metric monitoring CPU usage every five minutes, 

but both words in this term are ambiguous and make it hard to let the user grab its meaning. 

Moreover, there could be multiple important fields for a metric instance, such as unit, value type, 

etc., and this information should be defined in a more organized way to be easily shared among 

different parties. The ontologies and semantic models in previous sections, such as SSN [67] and 

FIESTA-IoT [71] ontologies could be used for such a task towards a general IoT data model. In 

this example, the property about “_five” can be modeled as a “ssn:property”, 

“ssn-system:Frequency” and “schema:PropertyValue” bounded to 

“ssn-system:hasSystemProperty” for sensor capacity annotated with 

“ssn-system:SystemCapacity”. In this manner, the context information and system modeling can 

be combined. Yet the metric name itself still needs to be standardized, to make it clear the key 

aspect the data is about. So here in this section, we focus on the QoS metric definitions. 

There are many existing works for QoS definition. Some early works (like [106]) focus on 

characterizing what is measured and the method parameters for measurement to provide 

information at schema level and are lack of formal semantics. So, we will target the works that 

can take benefit from formal ontology languages. And most of the ontologies will take 

measurement unit, measurement methods, etc., into consideration to provide a comprehensive 

QoS definition, but since this information has been modeled in other ontologies discussed above, 

e.g. SSN, we won’t repeat the content on these aspects, and we will focus on QoS 

metric/attribute definitions and their relations. 
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DAML-QoS ontology [107] is based on DAML+OIL representation, to provide detailed 

specification on classes, properties, and constraints for QoS description, that can be used for 

description logic (DL) reasoner to make information inference for web services. In this ontology, 

a QoS profile layer is introduced to further define QoS properties with range constraints and 

cardinality constraints. With QoS profile definition, the idea of specifying complex metrics based 

on atomic metrics is discussed, to map high-level metrics to low-level metrics with clear 

semantics, such as percentile, frequency, etc. But only limited basic metrics are defined, leaving 

a large space for extension. Moreover, OWL is derived from DAML+OIL as the mainstream 

ontology language, and DAML program was ended in 2006. So, a better semantic representation 

is needed. 

Glen Dobson, et al., develop QoSOnt [108][109], an ontology for QoS (Quality of Service) 

to promote consensus on QoS concepts, and also for a semantic representation of QoS 

information in OWL format. QoSOnt mainly focuses on dependability and performance metrics, 

such as maintainability, integrity, safety, reliability, availability, confidentiality, etc. They define 

some ontology properties, like “isPartofDependability”, to provide hooks for non-QoS concepts. 

And as an example, the link from QoSOnt to OWL-S is demonstrated. The authors also formally 

state the requirement on QoS definitions and the relations to SLA specifications, which could be 

good criterions for extension. Though they have considered the alignment to existing ontologies, 

still some metrics are needed to be generally organized, such as “TimeToComplete” is better to 

be defined for “timeliness” of a task, and the task could be modeled as a virtual object, so that 

the metric definition and system modeling can be clearly divided. And some concepts, e.g., 

integrity and confidentiality, can be better categorized, e.g., being put under security. So based 
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on these concerns, we adopted the metric ontology from [110] as the base for development, and 

forge necessary concepts for different IoT domains, such as EnergyComsumption under Cost, 

Stability under Reliability, etc., based on exploration from different applications and other 

integration works like OSF [72].  

We also exploit the relations among the concepts, adopting the spirit of [107] about the 

“complex metric”, to maintain the possible relations among metrics. There are also other 

literatures reporting this similar idea, such as LoM2HiS [111][112] and Global Ontology[113]. 

In LoM2HiS, the design is to let the service providers define mapping rules using domain 

specific languages (DSLs), and these rules will be specifically stored in mapped metric 

repository for runtime monitoring when SLA parameters need to be parsed. The system can 

support complex rules involving multiple resource metrics, such as the mapping from response 

time to package size, bandwidth and network traffic speed. But again, better division of metric 

definition and system component is needed, such as “disk space”, “inbytes” are not formal 

semantics (better representation could be “capacity of a disk” and “speed of inbound traffic of a 

network” where “disk” and “inbound traffic” are part of the system definition). And in Global 

Ontology, the authors include mathematics as domain ontology to help model the relations 

among physical concepts. And in their model, “mathematical datatype”, “formula” and “function” 

are utilized to specify the measurement values, mathematical expressions, and formula 

implementations, respectively. After years of development, the specification about “function” 

can be taken care of by low level library support for unit conversion, time alignment, etc. To 

support these mathematical relations, more low-level metrics should be involved to make clear 

mathematical definitions for the “complex metrics”. It’s not rare to have high-level metrics for 
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service quality linked to low-level physical performance metric, such as the link from “vibration” 

to “loudness”, and “vibration” and further defines “stability”. This could be an extensible job, in a 

similar procedure when expanding the QoS metric vocabulary. 

2.4.4 Semantic-Based Fault Diagnosis 

Many existing diagnosis systems are based on big data analysis, and as the development of 

deep learning research, many advanced technologies have been proposed to achieve quick 

convergence, fast training and efficient classification on large scale data volumes including 

unlabeled data and show a promising future for uses in various application areas. But there are also 

some challenges for their adoption in IoT. Usually IoT devices have limited computation power, 

while these big data analytic methods are prone to be computationally intensive, so normal IoT 

devices may not be suitable for this demand. Even if we offload the data to cloud for 

high-performance computation, there could still be privacy issues, which are very sensitive these 

days after the exposure of privacy leaks from some top IT companies. And the dynamic 

deployment nature of IoT environment makes it very common to have component changes at 

different frequency levels within the system, and this further may cause the change of feature 

space for big data analytics which may lead to expensive retraining procedure. 

As stated in [46], semantics could play as the brain of the IoT system, to provide formal 

knowledge reference of the system for different users in various areas. Semantics-based methods 

have been proved to be an effective path for health care [114], which is an important domain in IoT. 

And for the healthiness of a physical IoT system, semantics might also be a feasible solution. But 

unlike medical areas, where basic terminologies and symptoms are standardized, the 

cyber-physical world doesn’t have this advantage. Just as illustrated in earlier sections, the vendor 
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lock-in problem is very common in IoT industry, where each organization is more likely to 

maintain their own eco-system for commercial concerns. So, an additional layer is needed to 

handle interoperability problems, and this is also one of the main targets in our work. Semantic 

methods are good for context modeling, to provide sharable knowledge of the background and 

execution status. A good example is the data acquisition where labels for the hierarchical 

information are necessary, so a consensus on these labels could be an important factor to influence 

the generalization of the big data analytic approach. Similar to traditional knowledge-driven 

methods, this semantic layer is also labor-intensive [115], but the difference is that the creation of 

semantic information has the goal to make them sharable and reusable, which could be a big 

advantage of semantics-based data processing systems. 

There are many existing semantic-based diagnosis systems, such as [96][101][116][117]. 

The work in [101] is under the project of “Semantics4Automation”, to advance in aircraft fault 

diagnosis. Semantics have significant importance in the proposed reference architecture, where 

in each layer, semantic annotations are attached to data with structured metadata for later 

learning and analysis, so that domain-dependent interfaces can be automatically understood by 

high-level applications. From the early stage of data acquisition, data with large volume and high 

velocity must be properly semantically annotated to handle the heterogeneous characteristic. And 

on top of the data acquisition layer, a concept layer is constructed with task-specific interfaces, 

based on abstracted data and derived patterns towards condensed usable knowledge. Semantics 

are demonstrated to be useful to handle domain-dependent and proprietary use cases. But how 

consensus of semantic annotations is achieved is not clear in the paper. 
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And in [96], the authors propose INVERSIV, an integrated semantic fault analysis 

platform for cyber-physic production systems (CPPS). The diagnosis is achieved by combining 

semantic techniques with formal model-based system condition verification. The adoption of 

semantic modeling is aiming to provide high adaptivity and flexibility for reconfiguration to the 

monitoring of the production line to serve the high variability of products. The main part for 

diagnosis consists of two major components: semantic stream data analysis (SDA) and hybrid 

automata verification by location elimination (HAVLE). In SDA, the semantic understanding of 

faults and the interrelations with their symptoms are supported by domain semantic model. In 

their smart factory (SF) case, an SF domain ontology (SF-Ont) is developed to define the 

semantics of concepts and their relations for sensors, measured properties, SF machinery, 

component faults, and the corresponding symptoms with conditions. This ontology is an 

extension of W3C SSN ontology, to provide probabilistic knowledge on causal relations in 

SF-Ont, for the belief network on top it. The system behavior is modeled in HAVLE, where HA 

(hybrid automata) is used to provide a formal understanding of the system behavior, along with 

formulated properties, in terms of temporal logics connecting the system variables and the 

locations. In HAVLE monitor, reachability of desired states is evaluated to support the matchers 

of the formulated properties, which can be further linked to SDA for semantic fault analysis. But 

their focus is not on the generality of the semantics, and is restricted to the states in HA, so 

explorations for semantic extension is still needed. 

[116][117] also use ontology for domain knowledge modeling, to take advantage of 

semantics in terms of formalization and sharing. The basic idea of improving the extensibility of 

the semantic knowledge is using their core ontology as the base interface to reference external 
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ontologies. So, the core ontology plays as a hierarchical knowledge representation, including 

main classes of fault phenomenon, fault maintenance, fault cause, and fault location. They also 

build intrinsic class and functional class for each main class for a two-stage classification of 

faults. And for each class, a set of characteristic attributes are defined, such as location, effect, 

type, degree, etc. And these attributes can be used to link the intrinsic class and functional class. 

But it seems that there is no clear boundary between these two classes, i.e. intrinsic class and 

functional class can be re-classified in different scenarios and may need to be further defined in 

diverse research perspectives. So, it might not be intuitive to construct a comprehensive 

knowledge set. Another example is the way to involve system structure. In their design, system 

structure is specified through reference to external ontology, and this might not be a good fit for 

a dynamic IoT environment where there could be different system instances through time.  

So based on these referenced diagnosis platforms, our research is to simplify the 

knowledge hierarchy following ontology best practices and to keep the adaptivity to evolving 

systems. Similar as [96], our diagnosis framework also consists of QoS knowledge definition and 

formal bond graph representation of the targeted system. QoS ontology can be used as the bridge 

to channel the diagnosis hierarchy in a top-down manner, and the basic QoS metrics can be 

linked to sensors placed on a dynamic system, and thus high-level performance indicators can be 

diagnosed at a component level in the system. 
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3.1 Introduction 

Due to the rapid advances of IoT technologies in recent years, many systems have 

incorporated IoT to improve their system operations. IoT systems, such as smart homes, smart 

buildings, smart cities, smart planet, smart farms, smart agriculture, smart factory, smart 

manufacturing, smart industry, smart parking, smart transportation, smart grid, etc., have been 

steadily developed and deployed. 

One major use of IoT systems is for monitoring and fault detection and diagnosis (MFDD). 

Sensors are attached to networking capable boards, such as Arduino launchpad, Raspberry Pi, etc., 

and placed in the systems to monitor system behaviors and pass out the monitoring data via 

wireless networks. Many industrial companies and government organizations are adopting IoT for 

MFDD of their critical systems. For example, manufacturers set up IoT systems to monitor the 

machines and operations in the production lines to help with early problem detection and 

mitigation to ensure reliable and safe system operations. IoT based monitoring can also help 

reduce the likelihood of producing defective products and potentially improve product quality. 

Critical national infrastructures, such as electricity grids, water and waste water systems, etc., also 

use IoT for system health monitoring to achieve the goal of early detection of faults in the target 

system in order to exercise timely mitigation plans.  

The IoT based MFDD systems are generally data intensive. A large volume of data are 

collected from a large number of sensors and these data streams flow continuously. Thus, data 

storage and data analysis are major issues to be considered. Big data analytics have been widely 

used in recent years to analyze the data collected from IoT systems to achieve better fault detection 

and diagnosis [118][119] for the target system. Due to the computationally intensive nature of big 
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data processing, the analyses generally need to be performed in the cloud. However, channeling 

the data to the cloud may have significant communication latency. Also, a lot of fault detection and 

diagnosis tasks need to be performed in real time. In response to such conflicts between timeliness 

and resource constraints, the new computing infrastructure that integrates IoT, Edge, Fog, and the 

Cloud have been developed. Preliminary computations that are required for timely decisions can 

be done in the nearby Edge gateways and Fog LANs (local area networks). Integrated analysis can 

be left to the Cloud and the more sophisticated and/or more accurate analysis results can then be 

channeled back to the Edge and IoT devices to provide improved decision making or to support 

changing trends. 

As mentioned above, data storage for time series data can be a problem due to their 

continuously cumulating nature. In recent years, many time series databases (TSDB) have been 

developed [80][120][121][122] to handle the storage of continuous data streams. However, a 

problem with existing TSDBs is the lack of semantic support. Most of the existing TSDBs are 

designed with supporting a single application system in mind. They focus on data storage 

performance while lacking data semantics support. Thus, the data in the database can only be 

interpreted by those who design the database schema. This leads to critical shortcomings in 

effective data discovery and processing. For example, many modern cyber physical systems (CPSs) 

are highly complex. When an IoT based monitoring system is used for MFDD for a complex 

system, current TSDBs cannot capture the relations between the sensor data streams based on the 

relations between the entities they are monitoring, making it challenging to analyze the potential 

relations between the data streams. Also, there are many similar cyber-physical systems deployed 

in different organizations or places for similar goals. Integrated data analysis, i.e., analyzing data 
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streams from similar systems, can help improve the accuracy of the analyses. Transfer learning 

[123] can also help bootstrap the fault detection process of a new system that is similar to some 

existing ones. Without proper data semantics, it will be very difficult to cross reference similar 

data streams and achieve integrated analysis or transfer learning. The data storage problem 

becomes more severe when we consider the IoT-Edge-Cloud infrastructure. A data stream may be 

migrated and processed in the huge infrastructure and, hence, it is difficult to know the 

whereabouts of the data, making data retrieval more challenging.  

In this chapter, we focus on enhancing the semantics of time series databases for 

data-intensive IoT systems. In an IoT-based monitoring system, we need to label the monitoring 

data streams in terms of several important attributes, including which sensor has generated the 

monitoring data stream, which metric of which target system entity is being monitored by the 

sensor, what is the relation of the target entity to the target system, what measurement unit is used 

for the data stream, etc. (Note: target system and target entity are the system and the specific entity 

in the system being monitored.) Many of these attributes are not modeled by existing TSDBs due 

to the complexity in specifying them. For example, in order to specify which entity in a target 

system is being monitored, we need to be able to specify the system architecture and construct the 

model for the specification of system entities. We also need to specify the sensors and their 

relations to the entities in the target system. In order to specify the metric being monitored, we 

need to properly define the metric and its relation to other metrics. In other words, we need to 

define a metric ontology so that each metric referenced in a monitoring system can be properly 

understood.  
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We have developed the techniques to address the semantic specification problem discussed 

above. Specifically, we have developed a Measurement Description semantic model which defines 

the System Ontology, the Metric Ontology, the Measurement Unit ontology, and the relations 

between them. System Ontology defines the hierarchies of entities in the systems of an application 

domain. The entities in the system include the sensors and the entities being monitored. Through 

the System Ontology, we can define the system architecture that properly describes the target 

system and use it to specify which sensor is monitoring which entity in the system and the 

correlations between the entities in the target system (which infers the relations of the 

corresponding data streams). The Metric Ontology defines various metrics that may be used in an 

application domain and their relations. The Measurement Unit Ontology defines the units that can 

be used for various measurement metrics in the application domain and their relations. 

Accordingly, data streams can be specified by linking to the specific metrics, the specific entities, 

and the specific measurement units. 

Based on the semantic model, we have also developed a tool suite, SE-TSDB, to manage the 

semantic information and to enable semantic based monitoring data retrieval. Via SE-TSDB, 

domain experts can specify the System Ontology, the measurement metric ontology, and the 

measurement unit ontology. System architects can use the System Ontology to further define the 

specific system architecture for the monitoring system and the target system. The Reasoning 

Engine in SE-TSDB can derive new data streams from the existing ones based on the associated 

metric definitions. Thus, users can issue a semantic query to retrieve a data stream that is not in the 

TSDB but derived by the Reasoning Engine. Analysis programs with mismatching outputs/inputs 

can interoperate by letting the Reasoning Engine derive the alignment rules. Users can also 
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retrieve data streams based on similarity-based matchmaking. SE-TSDB allows domain experts to 

define similarity rules and matching mechanisms on top of the semantic model. Thus, monitoring 

data streams that are collected for similar entities in similar systems can be retrieved by a 

semantic-based query and the Reasoning Engine can discover the matching based on the similarity 

rules. SE-TSDB can run on top of existing TSDBs to enhance their semantic capabilities.  

We use cloud as an example case study to illustrate how the semantic model should be 

constructed and how a semantic-based query can be processed to obtain the desired data. 

The problem of lacking proper specifications for the data streams stored in the TSDBs 

becomes much more severe when we consider the IoT-Edge-Cloud infrastructure. A huge number 

of data streams may be generated at the edge and they may flow dynamically in the 

IoT-Edge-Cloud infrastructure to support various data processing and control tasks and to achieve 

various performance related objectives. How to label these data such that applications can easily 

discover the desired data streams in order to use them to make informed control decisions or to 

conduct integrated analyses? To cope with this problem, we discuss how our semantic model for 

data stream specifications can be used and the additional mechanisms needed to help achieve 

effective data discovery in the complex IoT-Edge-Cloud infrastructure. 

The layout for the rest of the chapter is as follows. In Section 3.2, we discuss the semantic 

model for data stream specification. The SE-TSDB tool suite is discussed in Section 3.3. Section 

3.4 briefly discusses the issues of data stream retrieval in IoT-Edge-Cloud Infrastructure and 

outlines the potential solution. In Section 3.5, we use cloud as an example to illustrate how to 

construct the semantics and how to use the semantics for data stream derivation. Brief reviews of 
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the literature in TSDBs and in semantic models for IoT and sensors are discussed in Section 3.6. 

Section 3.7 concludes the chapter. 

3.2 Semantic Model for Time Series Data Specification 

The lack of semantics in existing TSDBs makes it difficult to support advanced 

matchmaking, data tracking, data-oriented reasoning, semantic based data retrieval, etc. We build 

upper ontologies to provide a better semantic model for time series data specifications for the 

entire lifecycle of the data. Our model mainly focuses on the specification of MFDD time series 

data. Thus, we first have to consider the basics for describing the monitoring data, including (1) 

which sensor is used for monitoring, (2) which entity in which system is being monitored and what 

is the relation of the entity to other entities in the system, (3) which metric is being observed for the 

entity, and (4) which measurement unit is used for the metric. To avoid having to construct the 

specifications above for each case, which will incur a lot of duplicate efforts, we can consider these 

specifications for an application domain. For (1) and (2), we can build a System Ontology to 

describe the potential entities in a system in an application domain and the common relations 

between these entities. A system architecture can be instantiated from the System Ontology for 

each specific system. Similarly, for (3) and (4), we can build the Metric Ontology and 

Measurement Unit Ontology for the application domain. When specific metrics are monitored and 

specific measurement units are used for a specific system, these ontologies can provide the 

domain-specific vocabularies to ease semantic specifications and to provide better 

understandability of the data. Figure 2 shows the upper ontology for domain-specific measurement 

data description. 
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Figure 2. Upper ontology of the measurement description 

In the figure, the black link is the “has” relation. The red link has two directions and 

represents two relations (to simplify the drawing), in which the right direction is the “has” relation 

and the left arrow is the “contains” relation. Different node colors simply show different categories 

of the nodes, and there is no differentiated ontological meaning. The green-colored class is from 

the specification of a data stream.  

As discussed earlier, the measurement description can be defined for an application domain 

and it includes the Metric Ontology, Measurement Unit Ontology, and System Ontology. These 

ontologies need to be defined by the domain experts. The System Ontology has entities in multiple 

layers. An entity may have some sub-entities. Some specifications can be given to each entity. A 

metric category organizes the related metrics together. Each metric has a name and a definition. A 

metric definition may contain other metrics (defined by these other metrics), which can be 

specified by the “contains” relation. Similar to a metric definition, a measurement unit may be 

defined by other units and the “contains” relation indicates that dependency. Note that the metric 

and unit definitions can be very useful in reasoning for matchmaking, data conversion between 
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different application programs using different metrics and units, data stream derivations, etc. The 

System Ontology can help derive the property of a higher-level entity (category) from the 

properties of the lower-level entities.  

The specifications about an entity include several categories of information as shown in 

Figure 2. The entity identity related information could include the entity name (maybe a path name 

in a hierarchical system structure to assure the uniqueness in the system), some identification 

number(s) (e.g., for a vehicle, there are vehicle identification number and license plate number), 

the category or type of the entity, entity manufacturer and manufacturing time, owner of the entity, 

etc. The entity relation specifies the connection and interaction relations of the entity with other 

entities in the system. The entity context could include location (can be static or dynamic over 

time), status over time, etc. The specifications related to the entity function can include the general 

functionality description, the specific functionality of the entity in the system, some general 

descriptions of the entity, etc. For some actuator entities, the precondition, effects, and behavioral 

descriptions can be given in its function description. The general description of the entity can 

include any other information that is not specifically categorized in the entity description ontology. 

 

Figure 3. Ontology for data stream semantics 

The Measurement Data Description (the green node) is for specifying a data stream. It needs 

to specify a specific metric in the Metric Ontology and a specific entity (sensor) in the System 
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Ontology that the sensor is monitoring and the specific measurement unit in the Measurement Unit 

Ontology the measurement uses. 

Next we introduce the upper ontology for data streams (as shown in Figure 3), which defines 

the important elements for the specification of the time series (data stream). 

A data stream includes a sequence of data points, each has the measurement data and a 

timestamp indicating when the data was created. Other descriptions about the data can be defined 

at the data stream level to reduce the overhead. These descriptions can include the timing 

information such as data collection frequency and period, description of the collection procedure 

(such as the collection method, etc.), how to handle the missing data (such as using interpolation or 

just ignore it). The Measurement Data Description is an important class for data stream 

specifications, and its relation to the entities in the Measurement Data Description ontology has 

been given in Figure 2. Another important descriptor in a data stream is the Provenance for the data 

stream, i.e., how is the data stream collected or derived [124]? 

3.3 SE-TSDB 

Existing TSDBs do not offer sufficient semantic description support for the time series data 

they store. We have defined a semantic model and corresponding ontologies to help build the 

enhanced semantics for time series data specifications. We have also developed a suite of tools to 

realize our semantic model for TSDBs, namely, the SE-TSDB (the semantically enhanced TSDB) 

tool suite. SE-TSDB is implemented as a thin layer on top of existing TSDBs. The architecture for 

the tool suite is shown in Figure 4. 
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Figure 4. SE-TSDB architecture 

To enhance the semantics of the Base TSDB, the SE-TSDB tool suite needs to support the 

specification of different levels of semantics. The Semantic Input Interface (SII) is responsible for 

interacting with the users to obtain various semantic specifications. When a new application 

domain is created, the domain experts can specify the Measurement Description Ontologies for the 

domain. During database creation, the system architecture for the target system and the monitoring 

system can be specified, which instantiates the System Ontology and includes the entities of the 

target system and the monitoring system, their relations, and their descriptions. At the same time, 

the database will be created in the Base TSDB. Each monitoring sensor will generate a continuous 

data stream (DS), its semantics should be specified before the first write of the data points.  

After building the semantics and storing the data streams, the data can be retrieved using the 

semantics. We consider three types of queries, namely, BQ, SEQ, and SSQ. 

The basic queries (BQ) are those without going through the SE-TSDB tool suite and are 

routed directly to the Base TSDB. 
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Sometimes, semantic based data retrieval is desired. Consider a few cases: (1) An 

application requires a specific input data stream which is not directly available in the TSDB. But 

there are some data streams in the TSDB that can be used to derive the desired data stream. For 

example, if the server status data (up/down status) is available in the TSDB but the user wants the 

availability data, then the availability of the server can be derived from the up/down events and 

their timestamps using the Metric Ontology definitions. If a data processing program takes an 

input data stream in one measurement unit while the data streams in the TSDB are in another, then 

the conversion could be reasoned based on the Measurement Unit Ontology. (2) A user may not 

know the specific DS names and, hence, will use a semantic query to get the desired data. (3) 

When a new MFDD is deployed for a target system, it will have a cold start period. A data analyst 

may want to retrieve MFDD data of other similar target systems to get a quick start using transfer 

learning techniques [123]. In a more general case, the data analysts may retrieve MFDD data from 

multiple similar target systems and integrate them into fault analysis to improve the MFDD 

capability and accuracy. 

In case (1), logical reasoning can be performed on formally defined semantics to infer the 

needed data retrievals and potential data aggregations. We call this type of queries the 

semantic-based exact queries (SEQ) and route them to SEQI (Semantic-based Exact Query 

Interface). Here “exact” is relative to “similarity based” and the query is processed by logical 

reasoning without fuzzy similarity matching. For case (2), we need to perform similarity-based 

reasoning to match the semantics specified in the query with the semantics of existing data streams 

based on some fuzzy similarity rules. Case (3) also requires similarity-based reasoning to retrieve 

data streams from target systems that are similar. We call this type of queries the 
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semantic-similarity based queries (SSQ) and route it to SSQI (Semantic-Similarity based Query 

Interface) for further processing. 

SEQI extracts the semantics defined in the query and forwards them to the Reasoning 

Engine, which in turn, takes the DS&DB Semantics and the Measurement Descriptions to perform 

logic-based reasoning and convert the input query and derive the new query, i.e., the Mapped 

Query. The Mapped Query is then sent to the Base TSDB to obtain the query results.  

SSQI extracts the semantics and matching criteria defined in the query and forwards them to 

the Reasoning Engine. The Engine takes the DS&DB semantics and matches them with the 

semantics of the input query based on the rules in the Semantic Matching rule base to determine 

the databases and data streams that are relevant to the query. These “similar” items are further 

processed by the Reasoning Engine for logic-based reasoning. Finally, the Reasoning Engine 

produces the Mapped Query for TSDB data retrieval. 

The Reasoning Engine (RE) is responsible for semantic-based matchmaking. We have 

developed the Reasoning Engine [125][126] based on Jess [127], a backward chaining reasoner in 

Java. The definitions in the Measurement Description ontologies, the semantic information for the 

databases and data streams, and the similarity matching metric definitions are converted 

automatically into rules and facts in Jess rule language. Jess engine then performs reasoning 

accordingly to derive the matchings. Our engine then translates them into Mapping Query for the 

Base TSDB. 
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3.4 TSDB in the IoT-Edge-Cloud Infrastructure 

 

Figure 5. IoT, edge, fog, and cloud computing infrastructure 

IoT devices are being deployed at an increasing rate and it is estimated that there are tens of 

billions of physical things that are connected to the Internet, and the number is still growing 

rapidly. Many of these IoT devices are sensors, which generate large volumes of data. Generally, 

IoT devices have limited computing power and storage space and, thus, they are not suitable to 

store and process the data continuously generated by themselves. Cloud provides enormous 

computing and storage capacities which can be used for IoT data processing and storage. However, 

many IoT systems collect data for real-time decision making, and the communication latency for 

transferring data to the centralized cloud data centers can be prohibitive. To resolve these tradeoffs, 

edge and fog computing solutions have been proposed. Edge nodes generally serve as the gateway 
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for the IoT devices and can perform some preliminary computations. Fog is a mini-scale cloud that 

sits between the Cloud and the IoT edge and offers computing resources, data storage, and 

networking in a local area network (LAN). An IoT-Edge-Fog-Cloud infrastructure is illustrated in 

Figure 5. In subsequent discussions, we merge Edge-Fog to one Edge entity for simplicity. 

The IoT-Edge-Cloud infrastructure constitutes a huge-scale distributed platform for IoT data 

processing and storage. To balance the tradeoff between timeliness and storage capacities, we can 

let IoT devices host transient data that are needed for quick decision making and let edge and cloud 

host persistent data. Data streams from IoT devices can flow to edge for preliminary processing. 

The original data or processed data can further flow to the cloud for integrated processing and 

potential storage. TSDBs can be used for data storage in the infrastructure. Each edge node can run 

the single node TSDB instance and manage the data as a peer. The cloud can run a distributed 

TSDB instance as a super peer.  

A major problem with the huge distributed storage in the infrastructure is how to manage the 

data. For example, an application may wish to retrieve the current traffic volume of some streets to 

make a driving plan. A user may find some analysis results of faulty behaviors of various 

computing systems and wish to find the original data sources for the analysis to gain further 

insights. A system designer may wish to obtain the failure information of a similar system to help 

evaluate the fault tolerance features in her system design. How should these retrievals be processed 

in the IoT-Edge-Cloud infrastructure? We consider two types of data retrievals in the 

infrastructure, including (1) Localized retrievals: If we know where the desired DSs are hosted, we 

directly access the corresponding databases to obtain the data streams; and (2) Infrastructure-wide 

discoveries: If we do not know where the desired DSs are hosted or we would like to perform a 
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general search to discover all matching DSs in the whole or a part of the infrastructure, as can be 

seen, maintaining the semantic information about each data stream can greatly help correlate, 

locate, and retrieve the data streams in the infrastructure. 

3.5 Case Study: The Semantic Model for the Cloud 

Cloud computing has rapidly evolved and becomes a prevailing paradigm, but behind the 

convenient cloud provisioning are the increasingly complex cloud infrastructures and services that 

require great management efforts. To assure the healthiness of the cloud and the quality of the 

cloud services, cloud monitoring, fault detection and diagnosis have been a pressing issue in many 

cloud systems. A lot of cloud monitoring systems have been developed in industry and academia, 

but most of them do not consider how to effectively manage their monitoring data. The monitoring 

data are generally stored in proprietary repositories or existing databases (such as RRD [80]). 

Frequently, cloud monitoring data can only be interpreted by those who store them. Here, we use 

cloud monitoring as an example case to illustrate how to construct the semantics for the monitoring 

data and how our semantic model can enhance the usability of the data. 

3.5.1 System Ontology for the Cloud 

We reference the cloud concept categorizations in [128] and [129] and the general cloud 

infrastructure to build the System Ontology for the Cloud and it is depicted in Figure 6.  
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Figure 6. System ontology for the cloud 

A cloud has a hardware infrastructure as well as applications that are cloud services and/or 

for apps of individual customers. On the left side of the ontology (left of VMM), the cloud 

hardware infrastructure in a data center is defined, from host organized in racks to clusters in a data 

center. These hardware entities are linked together by the network. On the right side of the 

ontology, the software layers are given, including the VMM hosting VMs, the OS in the VM, and 

the application instances running on top of the OS. The VMs and VMMs may communicate via 

virtual as well as physical networks. Each cloud application may have one or more App Instances, 

which may be distributed over multiple hosts in the cloud or running on a single host. An App 

Instance can run directly on the OS or on top of some application platform. For a distributed 

application, the app platform needs to manage application task distribution, communication, 

synchronization, etc. A system ontology instance (the system architecture) should be created for 

each real cloud system based on the ontology. Each entity in the ontology can be described 

following the entity ontology defined in Figure 2. 
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Cloud monitoring sensors can be deployed to collect monitoring data for each entity in the 

cloud system. Some of them are hardware sensors and others are software sensors. There are 

standardized monitoring sensors for cloud hardware and host supporting systems (VMM, VM, 

OS), but the sensors for the application instances are application dependent and should be provided 

by the applications. 

3.5.2 QoS Metric Ontology for the Cloud 

QoS ontology has been explored in the literature. It defines the QoS metrics and their 

relations. Our QoS ontology is based on the works of [130][131][132]. We integrate these works to 

build our basic QoS ontology. However, besides the QoS metrics themselves, the metric ontology 

should also include information specifying each metric. Our metric ontology instance for the cloud 

is depicted in Figure 7. 

The "hasMetric" relation is the main relation in the QoS metric model. It links various QoS 

metrics together in a class hierarchy. With only the hasMetric relations, our ontology has the same 

model as other QoS ontologies. In addition to the hasMetric relation, our QoS metric model adds 

three additional subclasses to describe the metric. The subclass MetricDescription gives the 

natural language description of what the metric is. Since different names are used in different QoS 

ontologies for the same concept, we define a ConceptPool class for each QoS metric to provide 

various literal definitions for the same concept. For example, “CPUTime” has a concept pool of 

"CPUCredit" [133]. The purpose of the concept pool is to facilitate integration and interoperation 

of multiple ontology definitions, in lieu of the unavailability of technical terminologies in common 

linguistic ontologies such as WordNet. The Quantitative Definition class provides a mathematical 

definition of the QoS metric based on other metrics and/or the timestamps of those metrics Thus, a 
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QoS metric may “contain” other QoS metrics in its quantitative definitions as specified in the 

System Ontology in Figure 2.  

A partial view of our QoS metric ontology is given in Figure 7. In Figure 7(a), we can see 

that QoSMetricConcept includes a set of high-level metric classes. Each high-level class can be 

expanded into submetrics along the hasMetric relation. Figure 7(b) shows the expanded view, i.e., 

the submetrics for the Performance metric class.  We use the annotation feature provided in 

Protege to specify the other three descriptive classes (linked to the metric by the hasDescription 

relation) for each metric. The sample description class for the "Availability" metric is given in 

Figure 7(c). It includes description and quantitative definition. Since availability metric is very 

standard, there is no conceptPool annotation for it. 

 

Figure 7. Partial view of the QoS metric ontology for the cloud 

3.5.3 Example for Semantic-Based Reasoning 

Consider “cluster availability” as an example. Cluster availability is derived from the 

availability of all host machines in the cluster. Hence, it is necessary to understand the relation 

between the concepts of “cluster” and “host”, which is available in the system ontology instance 

for the specific cloud. Also, availability may not be measured directly, and the availability data 
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stream should be derived from the timestamps of the entity failures and entity recoveries stored in 

the status data stream of the entity. 

In the query for cluster availability, a specific cluster and the availability metric are specified. 

Our Reasoning Engine first performs composition reasoning to map a cluster to the corresponding 

hosts based on the Cloud System Ontology instance and generates the query that will retrieve the 

availability data streams of individual hosts and aggregates them according to the cluster 

availability metric definition. The individual host availability query will then be processed by the 

Reasoning Engine based on the availability definition in the Cloud QoS Metric Ontology for 

availability. The host availability query is mapped into a query which retrieves the up/down status 

data stream of the given host and computes the availability of the host accordingly. All the 

mappings results will be integrated by the Reasoning Engine into the final Mapped Query for the 

Base TSDB (currently it is the RRD). 

3.6 Literature Survey 

Owing to the rapid development of IoT, huge amounts of data flow from sensors to 

databases on a daily basis. This trend yields increasing demands on the scalability and usability of 

data storage solutions for handling time series data. Time series databases (TSDBs) are, thus, 

rapidly emerging and advancing. TSDBs have several different aspects compared to conventional 

relational or no-SQL databases. Due to the continuous flow of data streams, it is necessary for 

TSDBs to incorporate mechanisms to process stale data. Due to the additional dimension of time, 

TSDB needs to consider optimal storage to efficiently handle new type of queries that involves 

time criteria. Time based interpolation and alignment are also additional considerations in TSDBs 

due to its time dimension. 
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RRDtool [80], as the pioneer of TSDB, is a file-based database. It models data collected 

from different sensors as different data sources (DSs) and handles them independently. Also, it 

interpolates data to fit a predefined, fixed time interval. Graphite [81] adopts the data model of 

RRD but modifies the design of exact time interpolation with the use of timestamps for recording 

the actual data collection time. Though RRDtool and Graphite present an efficient solution to 

handle time series data, they have scalability problems due to their single-node based solution. 

OpenTSDB [120], like many other TSDBs, is a table-based (wide-column) database. It considers 

the situation that some correlated data streams may come to the system together and may be 

accessed together and, hence, allows users to define these data streams together in one table. 

Consequently, the write and read performance can be improved. However, table-based TSDBs 

have the problem of having to store redundant tags to differentiate the data streams. To 

compensate this space overhead, OpenTSDB introduces the Rowkey design which is essentially a 

compromise from table storage to DS based storage (like RRD), but only for a time segment. Thus, 

it achieves performance gain as well as space saving benefits. Although OpenTSDB offers high 

scalability, it is built on top of an existing distributed non-SQL database, which introduces an extra 

layer and incurs extra overhead. Thus, newer TSDBs build their cluster solutions from scratch. 

RiakTS [121] and InfluxDB [122] are such databases. Though all of them have the wide-column 

table-based data model, RiakTS allows the user to define the partition key to guide the 

application-specific sharding and potentially achieve better access performance. InfluxDB, on the 

other hand, focuses on indexing all the table attributes, such as measurement names, tags, and time, 

to facilitate efficient random-access query processing.  
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As the data continuously flows in, it is impossible to keep expanding the storage infinitely. 

Different TSDBs provide various retention policies. RRD allows users to specify consolidation 

policies to consolidate old data into coarser grained archives. Also, it provides multiple levels of 

archives for further consolidation. Similarly, OpenTSDB designs the downsampler to consolidate 

data. InfluxDB believes that to consolidate a data stream is just a special case of deriving a new 

data stream from an existing one. Thus, instead, it allows users to define continuous queries that 

are executed periodically to create new data streams from the existing ones. The original data are 

discarded after the retention duration. 

Though most TSDBs handle down-sampling issue, their considerations in data semantics are 

limited. In RRD and Graphite, the data source name is the only semantic information to describe 

each data source. The table-based TSDBs [120][121][122] support a better semantic description 

for the data streams than RRD by using multiple attributes (metric name and tags). But the flat 

attribute schema does not offer relational information among the attributes. Also, tags are used for 

differentiating data streams and cannot be used to add additional semantic information. Lacking a 

good semantic model in existing TSDBs implies their inflexibility in data retrieval. The retrieval 

queries have to provide the specific database and data stream names. It is also difficult to track the 

data streams after their migration, consolidation, or evolution. Our SE-TSDB is designed to target 

these shortcomings to enhance the semantics of existing TSDBs. 

Though existing TSDBs do not support semantic definitions, there are research works that 

define ontologies relevant to monitoring data streams. The sematic sensor network (SSN) [134] 

defines a specification model for sensors and later extended to actuators. Fiesta-IoT [135] and 

IoT-Lite [136] generalize SSN from sensor specific to the generalized “Device” concept.  
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Fiesta-IoT merges sensor and actuator ontologies in SSN into one and further clarifies their 

relations to the System class. These ontologies can be used for the specification of the “entities” in 

our System Ontology of the Measurement Description Ontology. In SSN, etc., the concept of 

“System” focuses on platforms and deployment, not the correlations of entities that constitute the 

system. Thus, it cannot be used to derive the properties of a higher-level entity from the properties 

of the lower-level entities. The Observation class in SSN is defined for the sensor and Fiesta-IoT 

modified it so that the Observation becomes the central entity that uses a sensor for data readings. 

Thus, it is similar as our Data Stream class, except that our data stream class is data-centric and, 

hence, includes more specific information about the “data” (such as Provenance, etc.) and the 

“storage” (such as the retention scheme, etc.) concepts. The observation in Fiesta-IoT has 

“QuantityKind”, which is similar to our “Metric” concept. But our Metric is described by a Metric 

Ontology, which can facilitate derivation of one metric from other metrics and it is not supported 

by QuantityKind in Fiesta-IoT.  

3.7 Conclusion 

In this chapter, we consider the data storage issues in IoT-based monitoring systems, 

especially those for fault detection and diagnosis of critical target systems. Problems in existing 

TSDBs in terms of their lack of semantic descriptions have been identified. A semantic model has 

been developed to support the specifications of monitoring data streams. We have also developed 

the SE-TSDB tool suite, which can run on top of existing TSDBs to add the semantic power to 

them. We use the cloud as a case study to illustrate how to construct the detailed semantic models 

and how a reasoner can use the semantic information to reason for semantic based queries. 
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CHAPTER 4 

FURTHER IMPLEMENTATION OF THE SYSTEM 

In the previous chapter, the overview of the system about the IoT-Edge-Cloud infrastructure 

is discussed, along with the semantic models for time series data specification, to enable 

automated understanding of the data. In this infrastructure, the SE-TSDB is an important part to 

cooperate with the semantic reasoner for semantic-based query and further facilitate upper level 

applications. In addition to the content in [137] of our foundational work, we will go through some 

other highlighted features and their implementations in this data processing framework, including 

Time Series Database Interface, event modeling, reasoning procedure, and system modeling. 

The heterogeneous nature of IoT also lies in the storage layer, where different databases 

could be used. Our focus is on time-series-based data storage for monitoring purposes, so time 

series database (TSDBs) are exploited. To facilitate the flexibility and adaptivity to different 

TSDBs, a general access interface should be developed. On the other hand, the semantic 

annotation should also be taken care of, to have our semantic models to work with different 

TSDBs. With these points in mind, we will present the generic TSDB interface in this chapter. 

In our previous work of SE-RRDtool [137], event is not well supported, so in this framework, 

we include event modeling based on the CEP (complex event modeling) [26]. Besides, we also 

develop an event embedding technique for easy handling of sparse event access, with the support 

of TSDB. With the help of down-sampling and continuous query, in-regular arrived data can be 

aligned with synchronized time interval for better analysis. On the other hand, retrieval of sparse 

data on distributed data storage could be time-consuming, and by utilizing reasonable schema and 
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data compression, sparse data can also be aligned as required to accelerate the retrieval procedure, 

without sacrificing too much disk space. 

As analyzed in Chapter 2, we use Hybrid Bond Graph (HBG) to model system dynamics. 

Compared to hybrid automation where a large number of state-space models are required, HBG 

provides component level modeling and the state-space models are much less. And the physical 

meaning of the HBG implies its domain neutral property, which is also a good feature suitable for 

IoT paradigm. We reference existing works [99][105][142] to build the HBG for our target system 

[143]. To support the requirement of preferred causality assignment and analytical redundancy 

relations (ARR), we use Least Absolute Shrinkage and Selection Operator (LASSO) to generate 

sparse correlations among sensor data.  

Details are discussed in the following sections. 

4.1 Generic TSDB Interface 

There are some existing works aiming to provide uniform data access interface for different 

databases. SOS (Save Our Systems) [31] is an early implementation of HTTP access interface, but 

the covered operations are only basic ones, i.e., PUT, DELETE, and GET for Redis, HBase and 

MangoDB. Authors in [79] propose a meta-model-based method for data mapping between 

different databases for data integration. But the idea to conduct database object mapping through 

semantic mapping is still based on a semi-automatic manner, without concrete methodology for 

generic schemas. Intuited by these works, we propose our solution to our area of interests: 

semantic based TSDB interface with time series data model. 

In Chapter 2 and Chapter 3 we have given a brief introduction on how semantics information 

is used for cloud monitoring, and how they are applied in TSDBs: the standard definitions of 
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metrics and cloud instances accommodated to MD-ontology can be used for automatic 

interpretation of metrics description . With formal specification of concept relations in 

MD-ontology, data series can be associated based on metric dependency and cloud entity relation, 

and further can be bridged based on reasoning techniques to derive advanced information. 

This is the top-level design, data access still needs to go down to the actual storage system, 

i.e., TSDBs. Similar to but better categorized and detailed than the work of [31] and [79], we 

consider more specific issues for the implementation. First, the basic and important time formats 

need to be consistently processed, e.g. InfluxDB has nano-second precision, RiakTS has 

millisecond precision, and the Google Cluster Dataset [138] we used has micro-second precision, 

so the time stamps are first converted based on unit specification and our unit ontology, and then 

converted following RFC3339 standard [139]. The starting point of time also needs to be 

considered to handle 0-based or 1-based starting point. Second, the data format needs to be 

handled, e.g. integers in InfluxDB should be in format “123i” where postfix “i” needs to be 

attached. Another example is the float type of RiakTS, even a float type is marked in JSON format 

internally, the number still can’t be in a decimal form, e.g., not “123” but should be “123.0”. Third, 

the key word sensitivity is also a problem. For example, “timestamp” can’t be used as a column 

name in RiakTS, and “time” can’t be used as a tag key in InfluxDB. These details must be carefully 

studied and implemented. 

And then the most important part, the uniform TSDB operations, are categized in three 

groups: RRD-like style, direct lookup style and SQL-like style. So, group classes and TSDB 

classes are associated for implementation. This design is based on two concerns: 
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(1) For distributed storage solution, the prevailing way to serve the functionalities is through 

web service by HTTP APIs, where resource paths should be properly handled. How the database 

name, metric name, attribute name, etc., are passed through resource URL needs to be specified for 

each group class and TSDB class, e.g., mapping between HTTP verbs and TSDB operations could 

be totally different, query of one TSDB could use GET, and another TSDB may use POST. 

(2) As discussed in the reasoning section, one of our tasks is to construct the proper query to 

lower level metrics to calculate the upper level metrics, so the exact query operators should be 

concerned, and thus our TSDB interface goes to operational level: consolidationer, down-sampler, 

and aggregator. And these are for single data access operation, and most TSDBs also provide bulk 

load, to patched access, so on top we also define bulk loader for this purpose. 

Table 1 gives a rough overview of the interface supporting abstracted access methods for 

these TSDBs. For each operation, the HTTP verb is defined based on the documents of 

corresponding TSDB, according to the concern 1 above. Some operations are not (directly) 

supported, for example there is no direct way to “ping” OpenTSDB, so we link the “ping” function 

in the interface to the routine of collecting the status of OpenTSDB server as an alternative 

solution. Another example is that OpenTSDB doesn’t support the function to drop a table 

(measurement), so in our implementation, we call the “delete” routine of a data point multiple 

times to remove all the matched data points for that table as a work-around solution. 

The path of the URL is very important, which needs to follow the required format and 

specification, e.g. requirements on different data types mentioned above. We use functional 

programming to leave the data formatting as external support for each TSDB to avoid hard coding, 

and further support to other TSDBs can also be easily extended. 
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Table 1. Operations in TSDB interface 

Call InfluxDB OpenTSDB Descripti

on 

Ping curl -G ‘http://localhost:8086/ping’ curl -G ‘http://localhost:4242/api/stats’ Check 

server 

status 

Put curl -XPOST 

‘http://localhost:8086/write?db=mydb

’ –data-binary ‘data_usage 

start_time=1’ 

curl -H "Content-Type: application/json" 

-X POST -d 

‘{"metric":"temperatures","timestamp":1

356998800,"value":25.5,"tags":{"room":

"childroom","floor":"1"}}' 

http://10.176.128.33:4242/api/put?details 

Put a single 

or a batch 

of rows 

Get curl -G 

‘http://localhost:8086/query?db=myd

b’ –data-urlencode ‘q=SELECT * 

FROM “mymeas” WHERE time=1’ 

curl -XPOST 

‘http://localhost:4242/api/query? 

proc.stat.cpu{host=foo,type=idle}’ 

Get a value 

of single 

key 

Query curl -G 

‘http://localhost:8086/query?db=myd

b’ –data-urlencode ‘q=SELECT * 

FROM “mymeas”’ 

curl -XPOST 

‘http://localhost:4242/api/query? 

proc.stat.cpu{host=foo,type=idle}’ 

Execute a 

query 

Create curl -XPOST 

‘http://localhost:8086/query?db=myd

b’ –data-urlencode ‘q=CREATE 

DATABASE “mydb”’ 

Not supported directly Create a 

database or 

a 

measureme

nt  

Delete curl -XPOST 

‘http://localhost:8086/query?db=myd

b’ –data-urlencode ‘q=DELETE 

FROM “data_usage” WHERE 

time=1’ 

curl -XPOST 

‘http://localhost:4242/api/query?delete=t

rue:proc.stat.cpu{host=foo,type=idle}’ 

Delete a 

single key 

Drop curl -XPOST 

‘http://localhost:8086/query?db=myd

b’ –data-urlencode ‘q=DROP 

MEASUREMENT “data_usage”’ 

Not supported directly Drop a 

measureme

nt 

Aggregator curl -XPOST 

‘http://localhost:8086/query?db=myd

b’ –data-urlencode ‘q= SELECT 

id,SUM(CPU) INTO “cpu_capacity” 

FROM “mydb”’ 

curl -XPOST 

‘http://localhost:4242/api/query?start=1h

-ago&tuid=sum:000001000002000042’ 

Perform 

aggregatio

n on a 

measureme

nt 
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Similar to our previous work in [137], during composition reasoning, each relation in the 

ontology is linked to an operation, so that every expansion for a mathematic formula would be 

mapped to a compound of multiple operations. A case study of cluster availability will be 

illustrated in Section 4.3. 

4.2 Event Modeling 

One missing part in SE-RRDtool is the support of events. Because the time stamp for each 

data point is defined when a measurement file is created and there is only fixed time interval 

between two continuous data points, the actual event data in RRD will be consolidated and can’t 

be retrieved directly, and thus reduces the sensitivity of the data series. But this design ensures 

high performance because of the fast disk seek on both read and write. So, this is the motivation of 

our event modeling and event embedding, aiming to retain the good feature of RRDtool in the new 

TSDB environment. 

4.2.1 Complex Event Processing 

[26] gives a set of formal definitions for complex event processing (CEP) based on primitive 

events. Constituent primitive events can be filtered by temporal/non-temporal event constructors 

to form complex event, as abstracted knowledge for high-level uses. The idea is to define the 

patterns of the primitive constituent events using temporal/non-temporal logic. [𝑂𝑅, 𝐴𝑁𝐷, 𝑁𝑂𝑇] 

are the non-temporal constructors considered, defining the disregarding the order of the events 

occurred. Temporal constructors are defined on events distance and interval. For two events 

𝑒1(𝑠𝑡𝑎𝑟𝑡1, 𝑒𝑛𝑑1)  first and 𝑒2(𝑠𝑡𝑎𝑟𝑡2, 𝑒𝑛𝑑2)  followed, and they satisfy 𝑠𝑡𝑎𝑟𝑡1 < 𝑒𝑛𝑑1 , 

𝑠𝑡𝑎𝑟𝑡2 < 𝑒𝑛𝑑2 and 𝑒𝑛𝑑1 < 𝑠𝑡𝑎𝑟𝑡2, the event distance is defined as: 
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𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝑒1, 𝑒2) = 𝑒𝑛𝑑2 − 𝑒𝑛𝑑1 

And the interval is defined as: 

𝑖𝑛𝑡𝑒𝑟𝑣𝑎𝑙(𝑒1, 𝑒2) = 𝑒𝑛𝑑2 − 𝑠𝑡𝑎𝑟𝑡1 

Then temporal constraints can be applied to define temporal patterns of constituent events. 

Event type can be used to define a group of events of the same type, and the group of events can be 

represented as up case 𝐸1. 

The chronological order of two events, 𝐸1 followed by 𝐸2 can be defined as: 

𝑆𝐸𝑄(𝐸1, 𝐸2) 

The distance constraint of two events can be defined as: 

𝑇𝑆𝐸𝑄(𝐸1; 𝐸2, 𝜏𝑙𝑜𝑤, 𝜏ℎ𝑖𝑔ℎ) 

𝜏𝑙𝑜𝑤 ≤ 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝐸1, 𝐸2) ≤ 𝜏ℎ𝑖𝑔ℎ 

The aperiodic sequence operator to express multiple occurrences of an event 𝐸, can be 

defined as: 

𝑆𝐸𝑄+(𝐸) 

And a distance constraint can also be applied on the aperiodic sequence operator, to have: 

𝑇𝑆𝐸𝑄+(𝐸, 𝜏𝑙𝑜𝑤, 𝜏ℎ𝑖𝑔ℎ) 

𝜏𝑙𝑜𝑤 ≤ 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝑒1−1, 𝑒1−2) ≤ 𝜏ℎ𝑖𝑔ℎ 

This defines the bounded distance between two adjacent occurrences of 𝐸. 

Similar as distance constraint, a new interval constraint 𝑊𝑖𝑡ℎ𝑖𝑛(𝐸, 𝜏) can be defined to 

express 𝑖𝑛𝑡𝑒𝑟𝑣𝑎𝑙(𝑒) ≤ 𝜏. 
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We have Lionel TrainMaster and Lego Mindstorm NXT system, to simulate a train system. 

We can use the CEP defined above to model the behavior of the train system. And the events can 

be defined as the following: 

𝐸1: 𝑐ℎ𝑎𝑛𝑔𝑒 𝑜𝑛 𝑡ℎ𝑒 𝑢𝑙𝑡𝑟𝑎𝑠𝑜𝑛𝑖𝑐 𝑠𝑒𝑛𝑠𝑜𝑟, 𝑡𝑜 𝑑𝑒𝑡𝑒𝑐𝑡 𝑡𝑟𝑎𝑖𝑛 𝑎𝑝𝑝𝑟𝑜𝑎𝑐ℎ𝑖𝑛𝑔 

𝐸2: 𝑠𝑖𝑔𝑛𝑎𝑙 𝑓𝑟𝑜𝑚 𝑡ℎ𝑒 𝑡𝑜𝑢𝑐ℎ 𝑠𝑒𝑛𝑠𝑜𝑟, 𝑡𝑜 𝑑𝑒𝑡𝑒𝑐𝑡 𝑡𝑟𝑎𝑖𝑛 𝑖𝑛 𝑠𝑡𝑎𝑡𝑖𝑜𝑛 

𝐸3: 𝑠𝑖𝑔𝑛𝑎𝑙 𝑓𝑟𝑜𝑚 𝑡ℎ𝑒 𝑠𝑜𝑢𝑛𝑑 𝑠𝑒𝑛𝑠𝑜𝑟, 𝑡𝑜 𝑐ℎ𝑎𝑝𝑡𝑢𝑟𝑒 𝑡ℎ𝑒 𝑙𝑒𝑎𝑣𝑛𝑖𝑛𝑔 𝑠𝑖𝑔𝑛𝑎𝑙 𝑜𝑓 𝑡ℎ𝑒 𝑡𝑟𝑎𝑖𝑛 

𝐸4: 𝑠𝑖𝑔𝑛𝑎𝑙 𝑓𝑟𝑜𝑚 𝑡ℎ𝑒 𝑟𝑜𝑡𝑎𝑡𝑖𝑜𝑛 𝑠𝑒𝑛𝑠𝑜𝑟, 𝑡𝑜 𝑑𝑒𝑡𝑒𝑐𝑡 𝑡𝑟𝑎𝑖𝑛 𝑜𝑢𝑡 𝑜𝑓 𝑠𝑡𝑎𝑡𝑖𝑜𝑛 

𝐸5: 𝑇𝑆𝐸𝑄(𝐸1, 𝐸2, 5𝑠𝑒𝑐, 7𝑠𝑒𝑐), 𝑡𝑜 𝑑𝑒𝑓𝑖𝑛𝑒 𝑎𝑐𝑐𝑒𝑝𝑡𝑎𝑏𝑙𝑒 𝑡𝑟𝑎𝑖𝑛 𝑠𝑡𝑜𝑝 𝑐𝑜𝑛𝑡𝑟𝑜𝑙 

𝐸6: 𝑇𝑆𝐸𝑄(𝑇𝑆𝐸𝑄(𝐸2, 𝐸3, 20𝑠𝑒𝑐, 30𝑠𝑒𝑐), 𝐸4, 5𝑠𝑒𝑐, 7𝑠𝑒𝑐), 𝑡𝑜 𝑑𝑒𝑓𝑖𝑛𝑒 𝑎𝑐𝑐𝑒𝑝𝑡𝑎𝑏𝑙𝑒 𝑡𝑟𝑎𝑖𝑛 𝑙𝑒𝑎𝑣𝑒 

 𝑐𝑜𝑛𝑡𝑟𝑜𝑙 

The constraint enforcement can be easily achieved through continuous query in TSDB, 

where frequent queries can be defined and automatically triggered to compute aggregated data. 

For example, to find the violation of range-overlapped event constraint, we can define a 

continuous query as: 

𝐶𝑅𝐸𝐴𝑇𝐸 𝐶𝑂𝑁𝑇𝐼𝑁𝑈𝑂𝑈𝑆 𝑄𝑈𝐸𝑅𝑌 eventDistanceConstraint 

𝑂𝑁 databaseName 

𝐵𝐸𝐺𝐼𝑁 𝑆𝐸𝐿𝐸𝐶𝑇 𝑐𝑜𝑢𝑛𝑡(𝑒𝑣𝑒𝑛𝑡2. 𝑒𝑣𝑒𝑛𝑡𝐼𝑑) 𝐴𝑆 𝑐𝑜𝑢𝑛𝑡, 

    𝐼𝑁𝑇𝑂 constraintViolation 

    𝐹𝑅𝑂𝑀 𝑒𝑣𝑒𝑛𝑡1,  𝑒𝑣𝑒𝑛𝑡2 

    𝑊𝐻𝐸𝑅𝐸 𝑒𝑣𝑒𝑛𝑡1. 𝑒𝑛𝑑𝑇𝑖𝑚𝑒 − 𝑒𝑣𝑒𝑛𝑡2. 𝑠𝑡𝑎𝑟𝑡𝑇𝑖𝑚𝑒

> 5 𝑎𝑛𝑑 𝑒𝑣𝑒𝑛𝑡1. 𝑒𝑛𝑑𝑇𝑖𝑚𝑒 − 𝑒𝑣𝑒𝑛𝑡2. 𝑠𝑡𝑎𝑟𝑡𝑇𝑖𝑚𝑒 < 10 

    𝐺𝑅𝑂𝑈𝑃 𝐵𝑌 𝑡𝑖𝑚𝑒(1ℎ) 
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𝐸𝑁𝐷 

The continuous query is just like a predefined rule to apply temporal constraint on the event 

data, and this is part of the monitoring functionalities that can be applied to TSDBs.  

4.2.2 Event Embedding 

For time series data, time stamp would be used as part of the partition key or shard key in 

common sense, and this is the design for most TSDBs. But this design would bring some 

challenges on query operations performed over sparse event-type data, that is, sparse data would 

have just a few data points in a large time range and would be stored across multiple shards, and 

thus if these sparse data points are of interests, for some operations the time spent per data point 

would be much larger, compared to normal data. For example, typical queried timestamp won't hit 

the time stored on disk, so the last operation becomes important for this query, but a single last 

operation needs to scan multiple blocks or files to find the sparse data point. And when this type of 

queries come at a considerable rate (and this is common, since this is time series data), there would 

be a huge time delay in total. 

When taking a closer look at this problem, we can find a lot of these queries are actually 

searching towards the same data point in the past, and if this data point can be cached and stay 

easily readable, then a large portion of the search time can be saved. So here comes the idea of 

event embedding: using a general key management strategy to optionally perform data 

interpolation for sparse time series without specialized cache. We can fill the gaps between sparse 

data points with a configurable time interval, and ideally each query can find the data within the 

same shard or even same block, and then thanks to the linear model of data interpolation and data 

compression techniques, fast query and small disk usage can be achieved at the same time. 
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Here is the approach. 

Normally data interpolation would cause a serious data "duplication" problem, and waste 

disk space many times to the original data, depending on the interpolation density. In the big data 

era, this problem is not tolerable.  

Now the question evolves to "is there a solution to perform interpolation without sacrificing 

too much disk space"? One hint is from the Facebook Gorilla paper [140], where floats and 

integers can be compressed at a great rate. So, if a series of data can be stored together on disk, then 

they can be compressed, and especially when they are "duplicated" at a fixed time interval, i.e., at 

a predictable time point the value is also predictable, the compressed data size will be close enough 

to the original data size. 

But this design is not following the conventional columnar database design for time series, 

where contiguous time stamps are not stored in the same column, e.g. in OpenTSDB, each row 

stores one-hour data, so in the same column data are one hour apart from each other. And then we 

think: if we can store the interpolated data in the same column, the problem is solved. Still 

considering OpenTSDB as an example, the time interval for interpolation can be on hour-based 

interval, so for writing data, they are stored in the same column and can be compressed, and for 

reading data, for each partition, we can ensure that there is at least one data point, and thus read can 

be quickly performed locally without crossing multiple partitions.  

Still for time series, data are stored following a chronological order, and high concurrency 

and huge volume in big data use cases can cause data spike at a certain time, and will cause hot 

spots on locations where data are actually stored and which is determined largely by timestamp 

[141].  
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So the need for data compression on individual time series and the issue raised from 

time-based partitioning would drive us to the strategy of using timestamp as the secondary key 

corresponding to the shard size/duration. And thus, same time series data are stored contiguously 

on disk and thus ideal for compression. On the other hand, multiple different time series are 

scattered in multiple shards, and thus stored in balance through time to avoid hot spots. Of course, 

for some existing TSDBs, this strategy cannot be applied, but there are other works just like [141] 

to solve the hot spot problem. 

The keys for event embedding have been demonstrated as above. As we can see the optimal 

embedding result should be similar as one additional data point per shard, and this depends on the 

partition time window. In RiakTS [87], this partition parameter is specified by the “quantum size”, 

which will determine the latency and throughput of the queries and needs to be configured for 

different cases. In Google Cluster Trace [138] dataset, the data is collected every 5 minutes for 

each metric with a 30 days duration, so in our test, we configure the quantum as one day for 

convenience. Data points are embedded as one point per hour as analyzed above. We make tests 

mainly on RiakTS and InfluxDB, and queries are generated with randomly selected machine and 

time. 

About the space consumption, the original data size for task usage is about 36 KB. For 

embedded data, the disk usage of RiakTS is about 1.2 GB when data is written to SSTables from 

WAL (write ahead log) files, and the size is close to the embedded raw data in plain text. This is 

because of the SSTable design, where data points are arranged by arrival time, but our queries are 

generated with random time stamps, and thus data points with continuous time stamps are not 

stored on disk continuously. For InfluxDB it’s about 138 MB after the first compaction, and 
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2.6MB after a full compaction. And this is the expected result: 30-day shards directly create 30 

times space usage for embedding in the worst case, and in each shard data compression works well 

because of the linear data insertion model. 

Regarding query efficiency, the query is to find the last data point for a specific condition. In 

RiakTS, the latency is in the range of 30 ms and 50 ms, versus an over 1 second latency before 

embedding. This is the effect of data embedding. In InfluxDB, after a full compaction, the latency 

is about 3.3 ms, where no big difference is observed when comparing to the latency of 2.5 ms 

before embedding. This is because after compaction, data is sorted by time, and it’s much easier to 

find the last data point. 

Based on the analysis and tests, here we summarize the benefit from our event embedding 

related strategies:  

(1) Don't need to develop a use-case-specific grogram to cache the data, as event embedding 

is a general process and data can be stored in TSDB and can be cached by TSDB. 

(2) Embedded data are like shadows of sparse data and can be quickly retrieved from the 

same shard, or even the same block/file, and thus achieve a better query performance, especially 

when multiple identical queries are issued multiple times. 

(3) Key management and column management strategies make data compression very 

effective for embedded data points, and thus won't take much disk space. 

(4) When multiple tags are used, concurrent data won't cause hot spot problem in storage, as 

different tags are used as primary part in partition key. 

(5) Better bulk read performance. Bulk read is the common way we read data from the 

database, to avoid communication overhead. And in most bulk read cases, there are much more 
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timestamps compared to metric numbers involved, so read each metric in time sequence will make 

less disk seeks when compared to read all metrics at different multiple specific time points (where 

time is used as primary partition key). 

Of course, data embedding will create overhead when importing the original data: more 

network traffic (additional data must be issued externally and sent to the TSDB) and data 

compression (used disk space are at a similar level, so additional disk writes after compression are 

NOT significantly increased). So, we need to conduct embedding at idle time of the TSDB. But if 

the embedding can be enabled inside the TSDB, then the most time-consuming part of 

communication based on data importing through HTTP API, can be saved. So here we won't focus 

on the overhead discussion. 

4.3 Reasoning Procedure 

Reasoning is a standard routine for semantics-based method to infer further information 

from the basic facts and predefined rules of application logic. As mentioned before, in our system, 

we perform temporal-spatial reasoning, to traverse through the relations defined in the ontologies 

and customized semantics, including the measurement ontology, metric ontology, system 

ontology, unit ontology, and semantics defined by users for their queries. 

The purpose of our reasoning procedure is to find a channel to build the bridge between 

high-level performance metrics for monitoring tasks and low-level sensor data. The idea is that, 

firstly with the help of our semantic models, we can have sufficient information from the sensor 

description and configuration to semantically label the sensor data, in which manner we will have 

the data semantics and system semantics, and then secondly we utilize the reasoning method to 

find the links between the queried metric of interests and concrete fundamental metric data. 



 

94 

We designed a case study to illustrate this procedure. The example of cluster availability of a 

cloud system is used to showcase the reasoning capability. 

From common sense, the availability of an electrical device is usually defined by its down 

time and up time, in a form similar as: 

𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =
𝑢𝑝𝑡𝑖𝑚𝑒

𝑢𝑝𝑡𝑖𝑚𝑒 + 𝑑𝑜𝑤𝑛𝑡𝑖𝑚𝑒
 

In a cloud system, there are a large number of physical machines and virtual machines 

involved, so this definition can’t satisfy our demands. A more intuitive definition should look like: 

𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦(𝑐𝑙𝑢𝑠𝑡𝑒𝑟) = 𝑓(𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦(ℎ𝑜𝑠𝑡)) 

where 𝑓(𝑥) is an aggregation function to determine whether the SLA can be satisfied by 

available hosts in the cluster? This can be translated as “probability that the cluster is workable”, or 

“how much percent of the cluster work nodes is working so that the system performance is still 

within a reasonable threshold”. As we can see, there are two parts for this task: one is the 

𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦(ℎ𝑜𝑠𝑡), and the other is the 𝑓(𝑥) function. 

And for a monitoring purpose, we may need to consider some deeper aspects of the 

computing resources, e.g., considering a Denial of Service (DoS) attack, the attacker may target a 

single type of resource in the system, like CPU, memory, etc. In this case, we need to take the 

utilization of different computing resources into consideration. Through our cloud ontology shown 

in Figure 6 for this use case, a new definition can be specified: 

𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦@ℎ𝑜𝑠𝑡 = 𝑢𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛@𝐶𝑃𝑈@ℎ𝑜𝑠𝑡, 90, 𝐿𝑇, 𝑢𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛@𝑚𝑒𝑚𝑜𝑟𝑦@ℎ𝑜𝑠𝑡, 89, 𝐿𝑇,  

𝑢𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛@𝑑𝑖𝑠𝑘@ℎ𝑜𝑠𝑡, 88, 𝐿𝑇, 𝑢𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛@𝑛𝑒𝑡𝑤𝑜𝑟𝑘𝐵𝑎𝑛𝑑𝑤𝑖𝑑𝑡ℎ, 87, 𝐿𝑇, 𝐴𝑛𝑑 

This formula is converted into a format called Reverse Polish Notation (RPN), to make 

parsing and combination of arithmetic operations easier and faster. The idea is to store the 
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data-operator pair in postfix order, i.e. < 𝑑𝑎𝑡𝑎+>< 𝑜𝑝𝑒𝑟𝑎𝑡𝑜𝑟 >, to eliminate the priority of 

operators and parentheses. Here the plus notation + means at least one “data” variable(s) should 

be involved, and the number of variables should match the requirement of the following operator. 

By this design, RPN can deliver the calculation order in a straightforward manner. Moreover, 

when a variable in RPN formula can be extended by some other RPN formula, we can directly put 

the replacement formula at the old place, without influencing other operators. It's fast and 

convenient. We will demonstrate this feature of RPN later. 

In the last formula, 𝑢𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛@𝐶𝑃𝑈@ℎ𝑜𝑠𝑡, 90, 𝐿𝑇  is an example of a simple RPN 

formula. 𝑢𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛@𝐶𝑃𝑈@ℎ𝑜𝑠𝑡 is the way we use to represent the metric. The format is: 

< 𝑄𝑜𝑆𝑀𝑒𝑡𝑟𝑖𝑐 ><< @𝑠𝑦𝑠𝑡𝑒𝑚𝐸𝑛𝑡𝑖𝑡𝑦 >∗> 

Here 𝑄𝑜𝑆𝑀𝑒𝑡𝑟𝑖𝑐 is referencing from our metric ontology. 𝑠𝑦𝑠𝑡𝑒𝑚𝐸𝑛𝑡𝑖𝑡𝑦 can be an entity 

type defined in the system ontology or a concrete entity instance. The ∗ notation means zero or 

more entity can be attached from low level to high level, meaning a low-level entity on a high-level 

entity. 

Another new point is that 𝐿𝑇 is the operator, meaning “less than”, so this formula gives a 

Boolean output whether the CPU utilization of the host is less than 90%, and a True value means 

the CPU resource on this host is available. 

At last the 𝐴𝑛𝑑 operation will combine all the Boolean results from all the resource types, 

to conclude the cluster availability. 

So far, we have demonstrated how to induce low-level metrics from high-level metrics. But 

this is only a metric composition, we will also consider the spatial composition. Since the system 

entities are also defined along with the metric notation, it’s very intuitive to expand the system 
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entity if there is sensor data directly measurable on this entity. For example, the cluster can be 

expanded to all the machines within it, and thus we can have a direct measurement. This can be 

illustrated in Figure 8. 

 

Figure 8. Case study of Cluster Availability 

Built on top of our TSDB interface, the RPN formulas can be translated to the corresponding 

expressions for each TSDB and infer required information. 

4.4 Graph Representation of The System 

As mentioned before, for a complex IoT environment, automata-based method would suffer 

from huge state-space learning/assignment procedure and would be prone to be influenced by 

changes of application logic. In bond graph, the connection between neighboring components is 

described by the bond with effort and flow, in which form the causality is modeled by the physical 
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meaning of the system. And the system dynamics can be modeled by conjunction mode change for 

behavior evolution. The component level computational space is much smaller than 

automata-based method and can be used as a much more intuitive approach for IoT applications. 

BG is a state-space representation of a physical dynamic system, the nodes and arcs of which 

can be used to model bi-directional energy exchange in a domain neutral manner, i.e. BG can be 

used in multi-energy domains, such as electrical, mechanical, hydraulic systems. This feature 

makes BG a good candidate for monitoring over heterogeneous IoT systems across multiple 

domains seamlessly. 

As part of a model-based diagnosis system, we use Hybrid Bond Graph (HBG) to model 

system dynamics, referencing the research works of [99][105][142], where HBG model-based 

fault detection and isolation (FDI) algorithms are proposed as Sequential Causality Assignment 

Procedure for Hybrid Systems (SCAPH), where the consistent and unified description can be 

enabled to construct the Diagnostic Hybrid Bond Graph (DHBG). 

There are some other commonly used components in BG. An 𝑅  denotes a resistance 

component, e.g., in a hydraulic system, it means fluid resistance. A 𝐶 denotes a compliance 

component, e.g., in an electrical system, it means a capacitance unit. And a compliance component 

is also a storage component, just like a capacitance unit in an electrical system to hold the effort. 

A bond is expressing the flow and effect of the energy in the physical system, e.g., the 

current and voltage of an electrical system, and in BG, this flow and effect of the energy are 

denoted as flow 𝑓 and effort 𝑒. And an arrow is used to indicate the direction of the positive 

energy flow. A simple model for an engine-wheel system can be illustrated in Figure 9. Both flow 

and effort are involved in a bond, so they won’t be labeled, and instead a number is assigned to this 
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bond as an index. A causal stroke, which is a vertical bar, can be added to determine the 

precedence among the bonds, to indicate the dependency relation of two ends, and to explain the 

mathematical relations through a bond. The causal stroke is added to the side of “causes” flow. In 

Figure 9, torque from the engine is the effort, and the spin of the wheel is the flow, so the causal 

stroke is assigned on the wheel side. 

 

Figure 9. Bond graph notation example 

In normal BG, 0-junctions have equal effort values across the bond and the sum of in-flow 

values equals to the sum of out-flow values. 1-junctions have equal flow values across the bond, 

and the sum of in-effort values equals to the sum of out-effort values. The model is shown in 

Figure 10. 

 

Figure 10. Junctions in bond graph 

In a 0-junction, we have: 

𝑒1 = 𝑒2 = 𝑒3 

𝑓1 = 𝑓2 + 𝑓3  

And in a 1-junction, we have: 

𝑒1 = 𝑒2 + 𝑒3 

𝑓1 = 𝑓2 = 𝑓3  
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In this HBG model [142], a new junction is defined as a controlled junction, with active and 

inactive modes. When active, a controlled junction acts just like standard 0- and 1- junction. When 

inactive, 0-junction has 0 effort, and 1-junction has 0 flow. Based on this, a unified description of 

controlled junction can be defined under persistent causality of HBG, as long as preferred 

causalities are assigned for all the controlled junctions for the FDI purpose. To achieve this goal, 

the Sequential Causality Assignment Procedure for Hybrid Systems (SCAPH) is proposed to 

generate the Diagnostic Hybrid Bond Graph (DHBG). The routine is to introduce preferred 

causality (PC) in the following procedure: 

(1)𝐴𝑠𝑠𝑖𝑔𝑛 𝑃𝐶𝑠 𝑓𝑜𝑟 𝑐𝑜𝑛𝑡𝑟𝑜𝑙𝑙𝑒𝑑 𝑗𝑢𝑛𝑐𝑡𝑖𝑜𝑛𝑠 𝑤𝑖𝑡ℎ𝑜𝑢𝑡 𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑒𝑑 𝑠𝑜𝑢𝑟𝑐𝑒 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡; 

(2)𝐴𝑠𝑠𝑖𝑔𝑛 𝑃𝐶𝑠 𝑓𝑜𝑟 𝑐𝑜𝑛𝑡𝑟𝑜𝑙𝑙𝑒𝑑 𝑗𝑢𝑛𝑐𝑡𝑖𝑜𝑛𝑠 𝑤𝑖𝑡ℎ 𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑒𝑑 𝑠𝑜𝑢𝑟𝑐𝑒 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡; 

(3)𝐴𝑠𝑠𝑖𝑔𝑛 𝑃𝐶𝑠 𝑓𝑜𝑟 𝑠𝑜𝑢𝑟𝑐𝑒 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡 𝑎𝑛𝑑 𝑒𝑥𝑡𝑒𝑛𝑑 𝑡ℎ𝑒 𝑐𝑎𝑢𝑠𝑎𝑙 𝑖𝑚𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝑡ℎ𝑟𝑜𝑢𝑔ℎ 

𝑐𝑜𝑛𝑠𝑡𝑟𝑎𝑖𝑛𝑡 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡, 𝑒. 𝑔. , 0 − 𝑎𝑛𝑑 1 − 𝑐𝑜𝑛𝑗𝑢𝑛𝑐𝑡𝑖𝑜𝑛; 

(4)𝐴𝑝𝑝𝑙𝑦 𝑠𝑖𝑚𝑖𝑙𝑎𝑟 𝑝𝑟𝑜𝑐𝑒𝑑𝑢𝑟𝑒 𝑜𝑓 𝑠𝑡𝑒𝑝 (3) 𝑜𝑛 𝑠𝑡𝑜𝑟𝑎𝑔𝑒 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡𝑠; 

(5)𝐴𝑠𝑠𝑖𝑔𝑛 𝑃𝐶𝑠 𝑓𝑜𝑟 𝑢𝑛𝑎𝑠𝑠𝑖𝑔𝑛𝑒𝑑 𝑟𝑒𝑠𝑖𝑠𝑡𝑒𝑛𝑐𝑒 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡𝑠. 

The idea of special concerns on storage components is that with the PCs on storage 

components the derivation procedure won’t be influenced by unknown initial state. 

Figure 11 illustrates an example system of a turbine engine [143]. In this gas fuel system, 

sensors pi and qi monitor pressures and flows in corresponding locations, sensors fag, fagr, fsgr 

and fsg are the valves’ positions, 96hql is the water pressure. Two valves are used to maintain 

stable pressure in the turbine combustion chamber. 
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Figure 11. A target system diagram 

Following the techniques in the existing works [99][105][142], the corresponding HBG can 

be defined as Figure 12. 

 

Figure 12. HBG of the turbine engine 

It’s claimed that in [142], with preferred causality, all the global analytical redundancy 

relations (GARR) can be derived to represent the dynamic system in all the modes, which can 
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further generate the model change signature matrix (MCSM). For different FDI perspectives, 

different preferred causalities can be assigned, and thus GARRs and MCSM would be further 

influenced.  

GARR can be used to detect inconsistency of actual mode compared to the assumed mode. 

The basic idea is the expected mode change signature can be extracted from MCSM, where 

𝑀𝐶𝑆𝑀𝑖𝑗 can be defined as  

𝑀𝐶𝑆𝑀𝑖𝑗 = {
1,  if 𝐺𝐴𝑅𝑅𝑗  is sensitive to a change in 𝑎𝑖

0,  otherwise 
 

To detect inconsistent controlled junction state variables, the coherence function can be 

defined. And when inconsistency occurs between 𝑎𝑖 and 𝑎𝑗, we can have: 

𝑐 = [𝑀𝐶𝑆𝑀𝑖1 ⋁ 𝑀𝐶𝑆𝑀𝑗1, , 𝑀𝐶𝑆𝑀𝑖2 ⋁ 𝑀𝐶𝑆𝑀𝑗2, , … , 𝑀𝐶𝑆𝑀𝑖𝑟 ⋁ 𝑀𝐶𝑆𝑀𝑗𝑟 , ] ≠ 0 

The equations of the preferred causalities are still needed to fulfill the FGI purpose. These 

equations can be identified as important time-invariant relationships of system components. In 

most manufacturing systems, these relationships can be explicitly expressed by linear formulas, 

over 95% of which are within the order of 3 in forms polynomial formulas [144]. And the turbine 

engine system [143] described above is just one of them, as in this paper, the sensor data are related 

following the example equations below: 

𝑞2 = 𝑓𝑠𝑔√𝑓𝑞𝑔2 − 𝑝3  

𝑓𝑠𝑔 = 𝑓𝑠𝑔𝑟√𝑝1 − 𝑓𝑞𝑔2  

𝑓𝑠𝑔 = 𝑓(𝑓𝑎𝑔, 96ℎ𝑞𝑙)  

𝑓𝑠𝑔𝑟 = 𝑓(𝑓𝑎𝑔𝑟, 96ℎ𝑞𝑙)  
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These equations are the rules to govern the normal operational conditions in the system. But 

they are not pre-defined, instead these type of correlation rules should be derived from 

observations during the system execution. It’s highly desirable to achieve automated discovery of 

knowledge about data correlations. 

Based on these considerations, our target is the automated discovery of polynomial relations 

within the order of 3. And we adopt a straightforward schema: Least Absolute Shrinkage and 

Selection Operator (LASSO) is utilized to mine the sparse correlation among combination of 

variables within order of 3 based on the clustering result. LASSO is provided in library 

“sklearn.linear_model”. The idea of using LASSO is to get a sparse solution with great 

computational advantage. The goal of LASSO is to minimize: 

∑(𝑦𝑖 − ∑ 𝑥𝑖𝑗𝛽𝑗

𝑗

)2 + 𝜆 ∑|𝛽𝑗|

𝑝

𝑗=1

𝑛

𝑖=1

 

LASSO utilizes coordinate descent for intercept handling. The highly related variables are 

selected, and the rest are set to 0. This is a mature tool, so we won’t go into depth. 

Table 2. Result for LASSO models around storage component 𝑆𝑅𝑉 

Alpha RSS Intercept Coef1 Coef2 Coef3 Coef4 Coef5 Coef6 Coef7 Coef8 … 

1e-5 1.25 0.82 0.32 0.15 -0.03 -0.16 0.45 -0 0.12 0.01 … 

1e-4 1.36 0.75 0.24 0 -0.05 0 0.36 -0 0.05 -0.02 … 

1e-3 1.43 1.21 0.28 0.11 0 0 0.22 -0 0 -0 … 

… … … … … … … … … … … … 
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We use LASSO on the neighboring variables, e.g., 𝑝1,  𝑓𝑞𝑔1,  𝑓𝑎𝑔𝑟, 𝑓𝑠𝑔𝑟, and 𝑞2 around 

the valve 𝑆𝑅𝑉 which working as a storage component, to find out the potential mathematical 

relations among them to be assigned to DHBG. So in this example, the polynomial combinations 

of these neighboring variables within the order of 3 are generated to learn the LASSO model. A 

primitive result is shown in Table 2. RSS is the Residual Sum of Squares, indicating the sum of 

squared errors. We can use cross validation to tune the alpha parameter and the corresponding 

LASSO model. Although the coefficients are highly sparse, there are still many variables that are 

selected, making the mathematical expression not as simple as the ones listed in [143]. 

This part is not our focus, and LASSO is just used to demonstrate the functionality of the 

system, which means in practice a more sophisticated rule mining methodology can be used. 
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CHAPTER 5 

CONCLUSION AND FUTURE WORK 

In this dissertation, monitoring data management in IoT systems is investigated, and a 

semantics-centric data processing framework is proposed, to cover data semantics, data storage, 

system semantics, and their integration for a monitoring application.  

Our semantic models extend the widely used semantic specification, SSN ontology, mainly 

in the aspects of monitoring metric definition, measurement context and their relations for 

monitoring purpose. We consider using existing TSDBs for storing monitoring data streams. The 

deficiencies of the existing TSDBs are identified and improved. We developed the Measurement 

Data Description model to help better annotate the monitoring data streams than the semantics 

provided in existing TSDBs. We have also developed an event model and the event storage 

solution and incorporated them into existing TSDBs to support event analysis in the monitoring 

system. We use a cloud monitoring case study to showcase how to construct the customized 

semantic models and how the reasoner uses the semantic specification to infer supportive 

grounding information for semantic based queries. DHBG is adopted for modeling of the 

dynamics of physical systems. Along with causality assignment from system behaviors, we can 

have the mathematical relations among sensor data based on the propagation of preferred causality 

assignment to achieve consistent and unified system models, to be used as fault indicators. 

Our future research directions include: (a) Develop an event storage solution that can have 

lower storage overhead than our current solution, while retaining the performance gain for query 

processing. (b) Develop a full solution for similarity-based matchmaking, including building an 

ontology for common terminologies in monitoring systems that are not available in existing 
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WordNet and defining similarity metrics for better matchmaking specifically for monitoring 

systems. (c) Propose semantic annotations for DHBG for the formal specification of system 

models and adopt sophisticated rule mining method to have these system models automatically be 

incorporated.  

Semantic technologies are expected to be a key enabler in IoT applications, and I hope 

researches on semantic analysis can bring more values into our real life. 
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