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ABSTRACT We investigate the physical-layer security of an uplink wireless time-division multiple-access
channel with energy-harvesting source nodes. We consider a set of source nodes equipped with rechargeable
batteries and information buffers communicating confidentially with a base station, Bob, in the presence of
a passive eavesdropper, Eve. An energy-harvesting rechargeable-battery cooperative jammer is assumed
to assist the source nodes to confidentially send their information messages. We propose a two-level
optimization formulation to improve the system’s security performance. At the first optimization level,
we propose a jamming scheme under energy constraints at different nodes to reduce the secrecy outage
probabilities without relying on the eavesdropper’s instantaneous channel state information. At the second
optimization level, we optimize the number of energy packets used at the source nodes and the cooperative
jammer as well as the time-slot allocation probabilities to maximize the secure throughput under the
network’s queues stability constraints and an application-specific secure throughput for each legitimate
source node. The numerical results show the significant performance gains of our proposed optimization
relative to two important benchmarks. We verify our theoretical findings through simulations and quantify
the impact of key system design parameters on the security performance.

INDEX TERMS Energy harvesting, physical-layer security, information and energy queues, secrecy rates,

secure throughput.

I. INTRODUCTION

Confidentiality of legitimate users data from eavesdropping
is very critical in wireless communications systems due
to the broadcast nature of the medium. Internet-of-things
(IoT) applications [1], [2] and 5G ultra-dense networks [3]
are growing significantly and, at the same time, introducing
new and significant security challenges [1], [2]. Confiden-
tial information transmissions in a shared medium, from a
provable and quantifiable information-theoretic sense, was
first introduced in the seminal work of Wyner [4] which is
currently well-known as the physical (PHY) layer security.
In PHY-layer security, a legitimate transmitter, referred to as
Alice, can confidentially send her information to a legitimate
receiver, referred to as Bob, in the presence of an eavesdrop-

The associate editor coordinating the review of this manuscript and
approving it for publication was Xiaohu Ge.

per, referred to as Eve. The difference between the rate of the
Alice-Bob link and the rate of the Alice-Eve link is defined
as the system’s instantaneous secrecy rate.

The instantaneous secrecy rate can be increased by (1)
increasing the signal-to-noise ratio (SNR) of the received
signal at Bob and/or (2) decreasing the SNR of the received
signal at Eve (e.g., by injecting artificial noise (AN) sig-
nals into the transmitted information signal). The AN-aided
scheme was first proposed by Goel and Negi [5] and then
extended in [6]-[8]. Yang et al. [6], [7] studied secure com-
munications with multi-antenna transmissions in fading
channels.

A. RELATED WORK
Cooperative jammers (also referred to as friendly jammers)

have been investigated to degrade Eve’s SNR (see, e.g., [9]
and [10]). Several jamming schemes were suggested in [9]
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subject to the ability of the legitimate nodes to access
the channel state information (CSI) of various links.
The work in [10] proposed a distributed jamming scheme
to simultaneously secure legitimate transmissions and power
a wireless legitimate receiving node equipped with a non-
linear energy-harvesting circuits. Dong et al [11] and
Shafie et al. [12] investigated a wireless system in the pres-
ence of a multi-antenna friendly jamming node which injects
AN signals to increase the system’s instantaneous secrecy
rate. Dong et al. [11] and Shafie er al. [12] assumed that
Eve’s instantaneous CSI is known at the transmitters and
they designed the beamformer vectors and the power alloca-
tion scheme at the friendly jammer to enhance the system’s
security. Following the same jamming techniques as in [11],
Wang et al. [13] investigated the impact of having a group
of amplify-and-forward wireless relaying nodes which aid in
delivering the source node’s information packets in addition
to cooperatively jamming the eavesdropping channels.

In [14], a security-enhanced slotted-ALOHA scheme was
introduced where each transmitting node either sends its own
information signal or helps in enhancing the transmission
security of the other nodes by probabilistically acting as a
friendly jammer. Wang et al. [15] investigated the simple
scenario of a single-input multiple-output multi-eavesdropper
wiretap channel with multiple single-antenna friendly jam-
ming nodes. The wireless nodes in the networks were
assumed to be randomly distributed where the distribution
of the friendly jamming nodes and the eavesdropping nodes
were considered to follow an independent two-dimensional
homogeneous Poisson point processes (PPP). To confuse
the eavesdropping nodes by degrading their received infor-
mation signals, an opportunistic friendly jammer selection
scheme was introduced in [15], where the friendly jamming
nodes, whose wireless channels are almost orthogonal to
the legitimate receiver channel, were selected to jam the
eavesdropping nodes using independent and identically dis-
tributed (i.i.d.) Gaussian random signals. Zhang et al. [16]
studied the secrecy throughput subject to a certain secrecy
outage constraint for a multiple-input single-output (MISO)
slowly-fading wireless channel.

Zhong et al. [17] studied the tradeoff between delay and
PHY-layer security in wireless networks. Yang et al. [18]
investigated several promising technologies for the PHY-
layer security of 5G systems, including heterogeneous net-
works, massive multiple-input multiple-output (MIMO), and
millimeter wave (mmW). Zhou and McKay [19] studied the
secure communication problem of multiple-antenna trans-
missions in wireless fading channels with single-antenna
legitimate receivers and in the presence of multiple
single-antenna eavesdroppers. The transmitter was assumed
to simultaneously send an information signal to the legitimate
receiving node and inject a jamming signal to degrade the
eavesdroppers’ channels. Hu er al. [20] proposed an on-off
information transmission scheme for wireless wiretap chan-
nels when the CSI is outdated. The authors investigated two

17216

scenarios for the legitimate receiver’s outdated CSI, depend-
ing on the knowledge of the eavesdropper’s outdated CSI
at the transmitter. Secure information transmission under
channel estimation errors at the legitimate receiving node was
considered in [21].

To secure the transmissions in a multiple-input multiple-
output multiple-eavesdropper (MIMOME) wiretap channel,
Hu et al. [22] proposed new AN-based schemes where the
legitimate transmitting node adopts transmit antenna selec-
tion (TAS) to select the antenna that maximizes the instan-
taneous SNR at the legitimate receiving node. All receivers
use the maximal-ratio combining (MRC) scheme to combine
the received signals. During the TAS process, the authors
considered the outdated-CSI scenario. Hence, they proposed
a scheme to reduce the impact of the outdated CSI on
the legitimate system. In addition, the authors studied the
effect of the spatial correlation between the antennas at the
receiving nodes. It was shown that, in the low-SNR regime,
the antenna correlation can improve the legitimate transmis-
sion secrecy. Nevertheless, in the moderate- and high-SNR
regimes, antenna correlation can degrade the legitimate trans-
mission secrecy.

The preliminary results in [23] showed the gain of joint
medium-access control and PHY layer designs on enhanc-
ing the security of buffered information source nodes,
when those nodes help in jamming whenever they are
not scheduled for information transmission. In this paper,
unlike [23], we do not assume knowledge of Eve’s instanta-
neous CSI at the legitimate nodes. Furthermore, we assume
the presence of a battery-powered cooperative jammer
that helps in securing the transmissions and achieving the
quality-of-service (QoS) requirements of the multiple-access
system when the source nodes are equipped with recharge-
able batteries and harvest energy from the ambient energy
sources. In addition, we show the impact of the batteries and
energy-harvesting parameters on the system’s security. More
specifically, in this work, we propose an AN-aided secure
scheme for energy-harvesting based time-division multiple-
access (TDMA) networks where the transmitting nodes are
assumed to be energy-limited with rechargeable batteries.
The time is discretized into equal-size time slots and one legit-
imate user, Alice, is assumed to be selected for information
transmission in a slot. If a legitimate user is not assigned for
information transmission, then this user should remain idle to
save its battery’s energy. We assume different QoS require-
ments measured by the queue stability of the legitimate
source nodes and a certain secure throughput requirement for
each user. To achieve our optimization goals, the time-slot
allocation probabilities are optimized based on the system’s
energy constraints. It is noteworthy that our assumption of
TDMA transmissions is practical since our model applies to
the uplink scenario of many systems including GSM cellular
networks [24], [25], Bluetooth personal area networks, IEEE
802.16a WiMAX broadband wireless access networks, and
emerging wireless networks that will be part of the IoT.
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TABLE 1. List of key variables.

Symbol Description Symbol Description
M Number of Alices (source nodes) Qy Energy queue (battery) at Jim
Qe k Energy queue (battery) at the k-th Alice T and W Slot duration and channel bandwidth
R Target secrecy rate Emax Maximum capacity of an energy battery/queue
Vi k-th Alice’s input SNR YJ Jim’s input SNR
K Thermal noise power spectral density Wi Probability of assigning the k-th Alice to a time slot
Qa,k Data (information) buffer at the k-th Alice d,k/ e,k Average service rate of the k-th Alice data/energy queue
Ad, k Mean arrival rate at information queue Qg N Number of transmit antennas at Jim
Rnq,no Instantaneous rate of the n; — na link Rz, Instantaneous secrecy rate of the k-th Alice
hnynsg Channel coefficient between Broniwn = [maonlP Channel gain between node n; and node ng
node n1 and node no
Pi‘?;:{lA, . Zoéim Probability of secrecy outage of the k-th Pg:’gve Probability of secrecy outage
Alice transmission when Jim is active/inactive of the k-th Alice transmission when there is no Eve
Preq,k QoS requirement (required secure throughput) Hsec,k Secure throughput of the k-th Alice

for the k-th Alice

B. CONTRIBUTIONS
Our contributions can be summarized as follows

« We propose a new scheme to improve the information-
theoretic security of TDMA systems under energy-
limited battery-powered transmitting wireless nodes.
We investigate the presence of an energy-limited
rechargeable-battery friendly cooperative jammer to
help in securing the legitimate transmissions.

« We optimize the time-slot allocation parameters as well
as the beamforming coefficients vector at a helper, Jim.
The dynamics of the energy arrivals at different nodes
are taken into consideration and the system’s design
parameters are selected to satisfy the QoS requirements
of the buffered legitimate users.

o Without a global CSI of the legitimate wireless links
or the availability of the Eve’s instantaneous CSI at the
legitimate transmitting nodes, we design an AN-aided
scheme and derive closed-form expressions for the
beamformer at the cooperative jammer as well as the
secrecy outage probabilities SOPs) of the wireless links.
We quantify the impact of our proposed system and the
energy-harvesting parameters on the SOP formulas.

o We quantify the impact of the energy-harvesting
parameters of various nodes on the time-slot alloca-
tion probabilities and the achievable secure throughput.
In addition, we model the energy and information arrival
and departure as queueing systems and analyze their
Markov chains. Furthermore, we derive closed-form
expressions for all the steady-state distributions of all
queues in the system.

Notation: (-)* denotes the complex-conjugate operation.

()T denotes the vector transpose. ||-|| denotes the Euclidean
norm of a vector. | - | denotes either absolute value or set
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FIGURE 1. The considered network model. Each Alice is assumed to be
equipped with an information buffer to store its own traffic and a
rechargeable-battery to store energy. The number of potential source
nodes, Alices, is M. Jim is the energy-harvesting cooperative jamming
node. Furthermore, Eve is the eavesdropping node.

cardinality depending on the context in which it is used.
E{-} denotes statistical expectation. 0 denotes the all-zero
matrix/vector and its size is understood from the context. [-]
is the ceil of the argument. The factorial of a non-negative
integer n is denoted by n!. I'(+) is the Gamma function. Ei(-) is
the exponential integral function, [-]* = max(-, 0) denotes
the maximum between the enclosed values in brackets and
zero, and X = 1 — X. A list of the key variables is given
in Table 1.

Il. SYSTEM MODEL AND ASSUMPTIONS

We consider a wireless network composed of a set of
energy-harvesting source nodes (Alices), with cardinality M,
sharing the same channel resources and communicating con-
fidentially with a base-station (Bob) in the presence of an
eavesdropping node (Eve) as shown in Fig. 1. The Alices
are labeled 1,2,..., M. The k-th Alice, Bob, and Eve

17217
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are denoted by k, B, and E, respectively. To protect the
legitimate wireless transmissions from the eavesdropping
attacks, a multi-antenna energy-harvesting cooperative jam-
ming node, Jim, is assumed to jam the eavesdropping chan-
nels. The Alices, Bob, and Eve are assumed to be equipped
with one antenna. In addition, we assume that the Alices and
Jim are energy harvesters with average energy arrival rates of
Aek and Ay i at the energy queue of the k-th Alice and at the
energy queue of Jim, respectively.!

We assume quasi-static flat Rayleigh-fading channels. Let
Iy, .n, denote the channel coefficient between node n; €
{1,2,..., M,B,E} and node n, € {1,2,..., M,B, E}.
According to the quasi-static flat-fading channel model,
hy, n, remains fixed during the coherence time duration
(i.e., time slot duration). However, it changes identically and
independently from one time slot duration to another. Since
the channel is Rayleigh fading, the channel coefficient of
each wireless link is modeled as a zero-mean circularly-
symmetric Gaussian random variable with unit variance. The
thermal noise effect at a receiver is assumed to be modeled
as a zero-mean additive white Gaussian noise (AWGN) with
power spectral density x. Assuming a channel bandwidth
of W, the noise power is k W. The communication time is
assumed to be partitioned into discrete time slots each of
which has a duration of T and is equal to the channel coher-
ence time [24], [25]. Since we assume a TDMA scheme, in a
given time slot, only one Alice is scheduled for information
transmission. The k-th Alice (k € {1, 2, ..., M}) is assigned
to a time slot for information transmission with probability
0 < wi < 1. Hence, we have the constraint that Z,ﬁ\il wp =
1 [24], [25]. Note that w; can be interpreted as the fraction
of time slots assigned/allocated to the k-th Alice from the
total communication time slots of the network. In our design,
the time-slot allocation probabilities (w1, w2, ..., waq) are
adjusted to satisfy the QoS requirements of the Alices.

A. ENERGY AND INFORMATION QUEUES MODEL

We assume that the k-th Alice maintains an information
buffer/queue, denoted by Qg k, to store her incoming infor-
mation traffic and an energy queue Qe i to store the energy
packet arrivals at the k-th Alice queue. The information and
energy arrivals at the k-Alice are assumed to be Bernoulli ran-
dom variables [24], [26] withmean 0 < Aqx < 1 packets/slot
for her information queue and 0 < A, < 1 energy pack-
ets/slot for her energy queue. The Bernoulli arrival model is a
simple yet efficient model to capture the random and sporadic
nature of energy and information packet arrivals [24], [26]
at the batteries and the information queues, respectively.
If Aax = O, the k-th Alice has no information to send.
If Aex = 0, the k-th Alice is completely inactive in the
network or does not harvest energy from ambient energy

IThe energy harvested can be from any ambient energy-harvesting sources
such as radio-frequency (RF) transmissions from a dedicated energy channel,
wind, solar, vibration, etc.
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sources. Jim’s battery (energy queue) is denoted by Q;.”
We assume that Jim starts jamming whenever his battery
has £; > 1 energy packets which will allow him to create
stronger interference at Eve since more energy is used in jam-
ming. Moreover, the parameter £; is optimized to enhance
the system’s security performance. The maximum capacity of
a battery (i.e., energy queue) is Emax energy packets. Hence,
Lyef{l,2,..., Emaxl-

In wireless communications systems, the time slot is
composed of three time durations: 1) channel estimation
duration which consumes t < 7T of the time slot dura-
tion T'; 2) information decodability status reporting duration
(acknowledgement (ACK) or negative-acknowledgement
(NACK)) which consumes 7y < T 3) information trans-
mission duration which consumes the remaining slot duration
fraction of (T — T — 7). When Alice’s energy queue contains
ﬁA > L4 € {1,2, ..., Emax} energy packets used for infor-
mation transmissions, the k-th Alice’s transmit power level is
given by

Laer  def »
Po= 2% _Yrp, (1)
T—1—7
where k € {1,2,..., M}, e is the energy in one energy

packet at the k-th Alice, and P, i is the transmit power when
L4 = 1. Similarly, when Jim’s energy queue has £; > L;
energy packets, Jim’s transmit power level is given by
Lye A
pr=—— A pp,, @)
T—1t—7

where ey is the energy in one energy packet at Jim. As shown
in Eqns. (1) and (2), the more energy packets are used in
transmissions, the higher the transmit power will be.

B. INFORMATION AND ENERGY QUEUES SERVICE RATES
We assume that the transmitting node uses L>L A energy
packets for the information/AN packet transmission and can
adjust the parameter £ 4 based on the required performance.
This scheme is motivated by the fact that increasing the
information/AN packets transmission powers increases the
instantaneous secrecy rates. Also, it is motivated by reducing
the information packets retransmissions to avoid information
combining at the eavesdroppers. In other words, the Alices
transmit their information packets whenever Bob is able to
decode them.

A packet at the head of the k-th Alice information queue,
Qud.k departs to Bob when the user is scheduled for informa-
tion transmission, which occurs with probability wy, and the
channel between Alice and Bob is not in connection outage.
Hence, the mean service rate of Qq « is given by

Emax ZR -1

Hdk = Wk Z IJTZ exp | ——— (€)
o, A £Ayk

A=A

2Throughout this paper, we denote both a queue and its state/size (number
of packets inside the queue) using the same notation. That is, the number of
packets at Qy is also denoted by Q.
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where y, = P, /(k W) is the k-th Alice’s input SNR and 71

is the probability that the k-th Alice’s energy queue has EA
energy packets.

When the k-th Alice is selected for information transmis-
sion and she has enough energy in her battery according
to the proposed scheme, a packet at her information queue,

Qd.k, 1s transmitted securely to Bob if i) the transmission

is perfectly secured, which occurs with probability ”Pnojam,

when Jim has energy packets less than Lj, or ii) Jim has
enough energy (i.e., energy packets greater than or equal
to L) and the transmission is perfectly secured, which occurs

with probability Pjarz Z when Jim has ﬁj > L; energy

packets. Hence, the k- “th ‘Alice’s secure throughput, given a
data packet, is given by

mdx

Mesec.k = Wk Z [Pr{QJ<£J} no]am Z / karsnj}

s=La Jj=Ly
“
where Pr{Q; < Lj} = Zj:() an with njj denoting the
probability that Jim’s energy queue has j energy packets.
Therefore, controlling the SOPs can effectively control the
mean service rate of the queues given by (3) and the secure
throughput given by (4). Hence, for given time slot allo-
cation probabilities (w1, ..., waq), to increase the service
rate of information queue Qg (which also increases the
secure throughput of the k-th Alice), the SOPs should be
reduced. The SOPs can be efficiently controlled by man-
aging the secrecy rate of the transmission and the PHY
layer parameters. Moreover, the status of the energy queues
affects the SOPs. From the rate expression in (10), which will
be discussed shortly, by decreasing Eve’s rate, the Alice’s
transmission secrecy rate increases. Therefore, in the fol-
lowing section, we propose an AN zero-forcing (AN-ZF)
jamming scheme where Jim designs his transmit antennas’
beamformer weights to degrade Eve’s instantaneous signal-
to-interference-plus-noise ratio (SINR) while cancelling the
interference at Bob’s receiver.
The mean service rate of Qg i, when the battery has
le > L4 energy packets, is given by

Me .k = i Pr{Qq 1 # 0} (5)

In other words, this is the probability that the energy queue
expends L4 energy packet in a given time slot.

Since the information and energy queues at each Alice
interact with each other as shown from Eqns. (3) and (5),
the exact analysis cannot be done directly. Hence, we assume
that the Markov chains that model the energy queues’ dynam-
ics are computed when the information queues at the Alices
are always non-empty. Specifically, we let Pr{Qqx = 1} =1
in the state-transition probabilities of the Markov chains. This
implies that £ energy packets (where £ = L4 for Alice’s
energy queues and £ = L; for Jim’s energy queue) will
be consumed from the energy queue once they are available
at the queue. Hence, the probability of the event that the

Li—1
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time slot is assigned to the k-th Alice and her energy queue
has L4 packets is reduced. Moreover, the ability of Jim to
help whenever there is information at Alice’s queue will
be reduced. Accordingly, this approximation may result in
under-estimation of Alice’s secure throughput. The Markov
chain modeling the energy queue in this case is analyzed in
Appendix -A.

At high input SNR at Alices, which is assumed in the
sequel of this paper, the connection probability of the
Alice-Bob link is almost 1. Hence, the energy queues’
Markov chains follow the Markov chain in Fig. 2. In this
new system of queues, for states (number of energy packets)
less than £, the energy departure rate (i.e., number of energy
packets departing from the energy queue) is zero. Hence,

the probability that an energy queue stores £ > £ is zero.>

FIGURE 2. The Markov chain that models an energy queue. For visual
clarity, the state-self transitions are eliminated from the graph. The
transition probability from Cto £ +r,r € {1,2,..., Emax — L), is zero.
In the figure, a =1 g and b =1 -1 -

Let né‘ denote the probability of the k-th Alice energy
queue having ¢ energy packets. Using the Markov chain
analysis in Appendix -A, the steady state probabilities are
given by

Ae.k 1
k €, k
Ty = , Ty, = —VIl € Oy,
0 ﬁA l ﬁA A
py
Tr, = EA" Tk =0Ve> Ly (6)

where ©®4 = {1,2,..., L4 — 1}. Although the steady-state
probabilities in (6) decrease with L4, the no-secrecy outage
probability (NSOP) increases with £4 which increases the
system’s secure throughput. This represents a tradeoff in
selecting the best value of L4 € {1, 2, ..., Emax}-

The steady-state probabilities for Jim’s energy queue are
given by

J Ay J 1

= —, —Vle® ,
7'[0 Ej Tt’e [:j J
AJ
n}l = ] =0Ve> Ly (7
where ®; = {1,2,...,L; — 1}.

The mean service rate of the k-th Alice information
queue Qg is given by

Aek 2R 1
Hdk = Ok ——eXp | — ®)

La Lavk

s noteworthy that the energy queues, under the given assumptions, can
be viewed as decoupled M/D/1 queues with service rates equal to £ packets.
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Furthermore, the secure throughput of the k-th Alice is
given by

ek Ay nojam |, AJ jam
MUsec,k = Wk L [(1 - £_J> Pk,EA + /:_ka,EA,LJ ©)

where P and P)" are the outage probabilities with-
k,Ca . kLo Ly T >
out and with jamming from Jim, respectively.

C. OPTIMIZATION METHODOLOGY

Our proposed optimization approach is performed at two
levels. At the first optimization level, we optimize the instan-
taneous secrecy rates by injecting the AN and optimizing
its precoding matrix. This is realized without the need for
Eve’s instantaneous CSI or even global CSI of the legitimate
links, as it will be discussed in Section III-E. At the sec-
ond optimization level, we use the resultant SOPs from the
first optimization level and, in addition to optimizing the
number of energy packets used at the Alices and Jim per
transmission, we optimize the time-slot allocation probabil-
ities. Our goal is to maximize the secure throughput of the
legitimate users under the network’s queues stability and an
application-specific secure throughput requirement for each
Alice. We emphasize here that the optimization of the number
of energy packets used at the Alices and Jim is motivated
by the fact that the number of energy packets changes the
steady-state probabilities of the energy queues, the SOPs, and
the ability of nodes to transmit information and AN signals.
Hence, optimizing those parameters can improve the system’s
performance. This will be verified in our analysis and our
numerical simulations section.

lll. SOP WITHOUT AND WITH COOPERATIVE JAMMING

As explained in the previous section, to improve the users’
security and enhance their QoS, we need to reduce the
SOPs which, in turn, increases the users’ throughput. Hence,
we propose an AN-ZF jamming scheme to reduce the SOPs
of the wireless links. Our proposed scheme does not depend
on Eve’s instantaneous CSI or the instantaneous CSI of the
Alices. Instead, it only relies on the CSI of the Jim-Bob link.

A. INFORMATION AND SECRECY RATES

Assume that an information packet contains K bits.
Letting W denote the channel bandwidth, the information
rate (i.e., target secrecy rate) of an Alice is given by R =
(T*TKW' Asexplained in [9], [11], [13], and [27], a secrecy
outage event occurs when the target secrecy rate is greater
than the instantaneous secrecy rate. Assuming that the instan-
taneous rate of the link connecting node n; and node n»
(i.e., ny — np link) is R,, ,,, the instantaneous secrecy rate
of k-th Alice transmission is given by

Rseck = [Ris — Rep]” < Rep (10)

When Recr > R, the information signal is perfectly
secure. Otherwise, the confidentiality is compromised (i.e.,
Eve can partially or completely decode the information).
If Ry g < R, then R > Rec,k and a secrecy outage occurs.
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More specifically, the information cannot be decoded reliably
at the legitimate receiver. In general, we can categorize the
outage events in a communication system into two types:

1) Connection Outage: A link is said to be in connection
outage when the rate of the Alice-Bob link is lower than
the target secrecy rate R.

2) Secrecy Outage: A link is said to be in secrecy outage
(and unsecured) when the instantaneous secrecy rate
of Alice’s transmission is lower than the target secrecy
rate R.

B. WIRETAP CHANNEL CODING DESIGN

When the k-th Alice is selected for information transmission,
she adaptively selects her transmission rate Ry p to be close
to the link rate such that no connection outage takes place.
Denote the codebook used by Alice as C(2"™Rep MR py
where R is the target secrecy rate, n is the codeword length
(i.e., number of symbol durations per a slot), 2"RiB is the
size of the codebook (i.e., number of codewords), and R
is the number of potential confidential messages that Alice
transmits. The 2"%«B codewords are randomly grouped into
2R bins/messages. In a given time slot, to transmit a confi-
dential message m € {1, 2, ..., Z”R}, Alice randomly selects
a codeword from bin m and transmits it over the wireless
communication channel. Since Eve’s instantaneous CSI is
unknown at Alice, Alice cannot set the target secrecy rate
to the instantaneous secrecy rate. However, Alice transmits
with a fixed secrecy rate that is equal to the number of bits
per packet divided by the number of channel uses.

C. SOP WITHOUT JAMMING

When Jim has less than £ energy packets, he cannot help
the legitimate system. In a given time slot, when Bob’s SINR
is higher than Eve’s SINR, the k-th Alice’s transmission
instantaneous secrecy rate is given by

PirfBi.B Py BrE
Rsec.k = log, (1 + W ) —log, <l + W ) (11

where Br B > Pk.E is the condition to achieve a non-zero

instantaneous secrecy rate with By ; = |, j|2 denoting the
channel gain between node k € {1, 2,3, ..., M} and node
j € {E, B}.

When the k-th Alice is scheduled for information trans-
mission and she has s > L4 energy packets, she transmits
her information. Hence, the NSOP without jamming is given

by
- 1+ LaviB "
PR _pr R < | log, [ —SAYKPRE (12)
k.La 1+ LayiBr.E

Using the SOP expression in [28, eq. (7)], and substituting
with our system’s parameters, the NSOP without cooperative
jamming is given by

nojam __
k,La 1+4+2R
R_1

where R, = 21
Layk

exp(—=Ro) 13)
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D. SOP WITH AN-ZF JAMMING

In the proposed jamming scheme, since Jim has up to N
antennas that can be used to jam Eve and increase the k-th
Alice secrecy rate under the condition that the injected AN
(jamming signal) is canceled at Bob’s receiver. We denote
the j-th G € {1,2,...,N}) antenna at Jim by Jj. To cre-
ate a zero-forcing beamforming (ZF-BF) jamming signal,
the number of transmit antennas at Jim must be at least 2,
ie, N >2.

Jim selects the AN-ZF beamformer weights such that the
interference is canceled at Bob. For given channel realiza-
tions, when the SINR at Bob is higher than the SINR at Eve,
the instantaneous secrecy rate of the k-th Alice transmission
is given by

+

1+ LaviBin
Rsec,k = 10g2 7 (14)
1+ AVikBr.E

1+ SR WWH

where y; = P,y /(kW) is Jim’s input SNR and the
v-th (v € {1,2,...,N — 1}) column of the AN-precoding
matrix W is w, = [wy,, ...,WJN]T e CN*! which rep-

resents the zero-forcing beamforming (ZF-BF) weight vec-
tor with wy; denoting the weight element used at Jim’s j-th
Ge{l,2,...,N}) antenna.

When the instantaneous SINR at Eve is higher than
the instantaneous SINR at Bob, i.e., ﬁAykﬁk,B <

£ )
= AV ik , the instantaneous secrecy rate of the
1+ SR WWH(h[ )

k-th Alice’s transmission is zero, i.e., Rsec ¢ = 0. This implies
that secure communication is not possible and security is
compromised since the eavesdropping channel is better than
the legitimate channel. Considering the two cases of zero and
non-zero instantaneous secrecy rates based on the receivers’
SINRs, the instantaneous secrecy rate of the k-th Alice
transmission, denoted by Rgec k., iS given by

Rsec,k
N LayiPre
R fL - -
sec,k 1 AVkﬂk,B > : Zrmr W WWehT
— T ATy (hy_p)
N LayBr.E
0 if £ < - :
AVkﬂk,B - 1+ Lyys hT WW*(hT )*
N=1"I-E J—-E

(15)

To maximize the secrecy rate of the wireless transmissions
of the k-th Alice, Rgec,k needs to be maximized over the
AN-precoding matrix W. This is equivalent to minimizing

LaviBr.E
1+ 1+ 52 nT  WW ]
only term that depends on the AN-precoding matrix W. Since
the logarithmic function is a monotonically increasing func-
tion, and for a given (L4, L) pair, the instantaneous secrecy

Eve’s rate log, , which is the
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rate optimization problem becomes

max : Reec,k = min : ﬁAyk'Bk E
M secC, . ~
W L+ S0  WWh] )
= max : lh]_ W (16)

Since Eve’s instantaneous CSI is unknown at Jim, he cannot
design the jamming precoding matrix to maximize the term
in (16). He will rather spread the AN signal (isotropically) in
all the directions that are orthogonal to the Jim-Bob channel
vector direction.

Recall that J; denotes the j-th antenna at Jim. Let
hyj_g = [h)E. .. hJN,E]T e CN*! denote the channel
coefficient vector from Jim’s antennas to Eve and hy_p =
[hy B, .-, h]N,B]T e CN*1 denote the channel coefficient
vector from Jim’s antennas to Bob. The optimal AN pre-
coding matrix W that maximizes |hJT_ EW|2 subject to the
orthonormality of the precoding matrix W, i.e., W*W =
In_1, and the removal of the interference at Bob’s receiver,
|hJT_ g WI =0, is computed by solving the following problem

max : Constant
w

s.t. |h)_W| =0,
WW = 1_ (17)

where (17) is a feasibility problem which finds all possible
solutions that satisfy the constraints. The optimal matrix W
should cancel the cooperative jamming signal at Bob. Hence,
to solve the optimization problem in (17), the columns of
the optimal W should be orthogonal to hJT_ - After obtaining
the orthogonal directions to the channel vector h;;B, Jim
distributes his total transmit energy over those directions.

The NSOP of the AN-ZF jamming is given by
Sjam

kLa Ly

+
—Pr{ R < | log, 1+ LayiPrs (18)
LaviBr.E
1+%hT WW+(h] )"

Lemma 1: Under cooperative jamming, the NSOP when
Alice and Jim use La and Ly energy packets in information
transmission and cooperative jamming, respectively, is given
by

— _ZWN-2,R)+ 5’”2(]\/—1 R1)

/pl'“”f . ’PI?%EW
kLt L\ -2y
(19)
with
00 xK
Z(K,u) = / exp(—x)dx
0 X+u
K
= (=X 1K exp(u)Ei(—u) + Z(n — D=k
n=1
(20)
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where N' > 2 for the AN-cancellation condition at Bob

o 2R -1 14+2% o Eve
to be satisfied, R, = =—, R = —*+=—, =
/i ° Lav ! Lyyy ' kB

1 —exp (—R.,) is the NSOP when there is ﬁavesdmpping
which represents the performance upper-bound of a security
scheme, and Ei(-) is the exponential integml.4
Proof: See Appendix -B 0
From (19), the NSOP given that the link between Alice and
Bob is reliable (i.e., not in connection outage) is given by
¢ = il ZN-2ROFAEZN-1LR)
PpgEe Loy
represents two outage events: outage due to eavesdropping
and outage due to link disconnection. The probability ¢ rep-
resents the impact of eavesdropping only and it quantifies the
reduction in the NSOP due to the presence of eavesdropping
attacks. As we can see from its expression, the probability ¢
does not depend on the information average transmit power
or the input SNR, given by LA vk. However, it depends on
several other factors such as the number of antennas at Jim,
N, the target secrecy rate, R, and the average input jamming

Ly jam . .
SNR, N From (19), the NSOP, Pic,LAA iy is monotonically

. The SOP

nondecreasing with Lqyx. As Layr — 00, PEOBEVC =

exp (—R.) = 1. However, the probability { does not change
with ﬁAyk. This implies that, even if the legitimate source
nodes, Alices, transmit with infinite input SNRs, the SOP
can never be zero and there will always be an SOP which
is given by 1 — ¢. In other words, the SOP saturates at ¢ as
Layx — 00.

Corollary 1: As yj — o0, the NSOP is given by

jam exp (—Ro)
o =————7ZN -1
Pl’c,ﬁALJ W =2)! W-1.0
= exp (—Ro) = Pp%™ (1)
Proof: See Appendix -C. O

Corollary 1 suggests that, when %’_ﬁ] is high, the SOPs in
the presence of eavesdropping attacks will be equal to the
connection outage probabilities. Hence, our proposed ZF-BF
jamming scheme eliminates the impact of eavesdropping
attacks. It is noteworthy that there is a connection outage
probability which is independent of Eve’s presence in the
network.

Corollary 2: As Jim’s number of transmit antennas tends
to infinity, i.e., N' — 00, the NSOP is becomes independent
of N. Thatis, |h]_yWI|> — N and, hence, the instantaneous
secrecy rate is given by

+
1+ LavBr.s
Rsec,k = 10g2 —_—— (22)
LaviPrr
1+Lyys
and the NSOP is given by
[ Zi
P == ep-Re) (23)
O Ly 2R

1+Lyys

4The expression in (20) is found in [29, eq. (3.353.5)].
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Corollary (2) implies that, even though increasing the num-
ber of transmit antennas at Jim significantly will not directly
increase the secrecy rate, it will make the impact of the
jamming signal more powerful.

E. CSI ESTIMATION OVERHEAD

To estimate the required channels to perform the AN-ZF
scheme, Bob broadcasts a set of known pilots signal so that
Alice can compute her achievable information rate (and also
the outage status of her links to Bob) and Jim can estimate his
channels to Bob. Then, the Alice scheduled for information
transmission sends a set of known pilot signals to Bob so
that he can estimate his channels to that Alice. Note that
Jim does not need to transmit any feedback signal to Bob
since he designs the AN precoding matrix according to his
channels to Bob. Since the AN signal is transparent to Bob,
he does not need to know any information about it. Assume
that Bob and Alice transmit a set of f, > 1 pilot signals.’
Since a bit duration is 1/W seconds, the time spent to realize
the feedback and CSI estimation is too short and is equal to
T = 2f,/W seconds. As the bandwidth W becomes very high,
the feedback duration will be approximately zero. The portion
of the time slot utilized for CSI estimation is then given by
7 = 2fp/(WT). Hence, the fraction of the time slot used for
information transmission is 1 — % — rTf where T% is the
fraction of the time slot used for reporting the decodability
status of the information packet and is controlled by the upper
layers. Thus, the target secrecy information rate is given by

R = zj# bits/sec/Hz.
p 'f YWT

A=wr—r
IV. INFORMATION QUEUES STABILITY AND PROBLEM
FORMULATION
In this section, we present our QoS-based optimization for-
mulation which is critical for energy-limited wireless nodes
equipped with information buffers.

A. QUEUE STABILITY

A fundamentally important performance measure of a com-
munication network is the stability of its queues [24].
Our goal is to obtain the secrecy throughput region of
the considered wireless system under queue stability and
secure-throughput constraints which specifies the theoretical
limit on information rates.

An information queue is stable when the probabil-
ity of that queue being empty remains non-zero as time
t — o0 [30]. The information queue Qg is thus stable
when

lim lim Pr{Q}, =} > 0. (24)

Since the arrival and service processes at the information
queues are strictly stationary, we can apply Loynes’ theorem
to check for queue stability conditions [24], [31]. Loynes’
theorem states that if the arrival and service processes of an

5The value of fp controls the quality of channel estimation.
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information queue are strictly stationary, the queue is stable
when the average service rate is higher than the average
arrival rate of the queue.

B. OPTIMIZATION PROBLEM

The maximum Alices’ secure-throughput region, if the
system’s information queues are stable and under certain
tolerable secrecy throughput for each Alice, is obtained by
solving the following optimization problem

max. Msec,k
L, Lre{l,2,....Emax}

0={w )4, <1

.t Msec,t > Mreq.ts VL F k,
Mde > rde, VEFEk,
M
o= 2s)
=1

The constraint Aq x < w4 represents the k-th Alice’s queue
stability and the constraint fisec.e > fAreq,e, WhETE fireq ¢ iS
an application-specific secrecy throughput constraint, which
represents QoS requirements for the Alices measured by a
certain secure throughput constraint. For the problem to be
feasible, the two QoS constraints need to be satisfied for all
users.
The optimization problem in (25) can be reformulated as

Ae,k AJ nojam
(-2 p
) X L |:< EJ) kLa

LA, Ele{l 2
O<(onM <1

AJ jam
+ E_JPJAl,ﬁA>£J > freqts  VEFK,

et 2R 1
€X —
La P Lavk

M
Sor=1 26)
=1

) > hae VEEL,

For a given pair (L, L4), (26) is a linear programming opti-
mization problem. The objective function will become wy,
which is the only term that depends on the optimization
variables. Substltutmg in the objective function with the
equality constraint Z —1w¢ = 1, the objective function

becomes wy = 1—) )~ w¢. Removing the constant term, the
C#k
objective function becomes — Z 7= w¢. Hence, the modified
£k
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optimization problem is written as
M
min : Z wy
O<{oe i <1y

E£k
s.t. max HMreq,t Y
Aet A nojam jam
La |:(1 _ij) Pk»EA + A¢,La, ﬂ/]
<w, VL 27
where £ # k and 1, = % The objective

el exi (_
o . Ea PPy .
function in (27) is minimized when the constraint becomes

an equality, i.e., when {wy }z\;ll are adjusted to their lower lim-

L#k
Mreq, ¢

max{ het Ay ,PnOJam A ,Pjam
o |\I7 25 ) Pcy Y25 Papcacy

Ve 75 k. Then from the equality constraint Zz jwe = 1,
=1- Z 7—=1 w¢. Mathematically, the optimal time-slot

its, namely, w; =

},5»4},

£k
allocation probabilities are given by

Mreq,€ >

w; = max JAets
Ae,t A, nojam jam
oy [(1 - Z§> Peta + 2Pa, c,}
Ve £k,
M Ihreq,t
wi = 1—Zmax{ =4

_ Aet A nojam A jam ’
g;_éll La [(1_21_) Pk Ly T 217 Az,ﬁA,£1:|
o) (28)

The secure-throughput region is thus given by

Mreq,€

het A nojam |}y pjam ’
T [(1 Ej)Pk,EA T L AL, LJ:|

M
Z max
(=1

et <1 (29)

with &g = 7290,
)

V. SIMULATION RESULTS

We consider the wireless network shown in Fig. 1 and eval-
uate the performance gains of our proposed design. We plot
the maximum secure throughput of several benchmarks such
as (1) the no-Eve case which represents an upper bound on
secure throughput, and (2) the no-jammer case where Jim
does not exist in the network. We compare the secure through-
put of these two benchmarks with the secure throughput of
our proposed scheme. All closed-form expressions derived in
this paper are verified numerically. Unless otherwise stated
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FIGURE 4. Maximum secure throughput versus 1, for different values
of R.

explicitly, we use the following system’s parameters: fireq,¢ =
u® = 0.1 packets/time slot, b = 1000 bits, WT' = 1000,
Ro = Kp/(WT) = 1 bits/sec/Hz, = = 0.05, yx = y; =
5dB,y; = 10dB, N =5,f, =5, Enax = 6, and M = 2
source nodes. Since the secure throughput of the entire system
is an M-dimensional region, we simplify the presentation of
the numerical results by assuming that Aqo = * = 0.05
packets/slot for the Alice 2.

Fig. 3 demonstrates the maximum throughput versus
the average energy arrival rate at the Alices’ batteries.
As the energy arrival rate increases, the maximum throughput
increases. As the Alice’s transmit power increases, the secure
throughput increases and it becomes closer to the upper
bound (i.e., the case when there is no eavesdropping). Fig. 3
also shows the impact of having Jim in the network. Jim
can significantly increase the secure throughput to the point
where the eavesdropper has no impact on the system’s secu-
rity. Fig. 4 shows the impact of the target secrecy rate R
and the average energy arrival rate at Jim on the maximum
secure throughput. As R increases, the secure throughput
decreases which is intuitive since the SOP increases as well.
As the energy arrival rate at Jim increases, the ability of Jim to
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FIGURE 6. Maximum secure throughput versus 1, for different y,.

jam the eavesdropper increases and the security is enhanced.
When A; = 0, this case is equivalent to the no-Jim case.
When R = 1.5 and R = 2, the secure throughput is zero
for the given parameters. Then, by increasing X;, the secure
throughput increases significantly. This shows that, without
Jim, the security can be highly compromised.

Fig. 5 demonstrates the impact of optimizing the trans-
mission parameters £4 and L; at both the Alices and Jim,
respectively. As shown in the figure, optimizing £4 and L;
can significantly improve the security and the secure through-
put gain is 400% at A; = 0.5 energy packets/slot. In Fig. 6,
we plot the maximum secure throughput for different input
SNR levels at Jim, denoted by y;. The figure also shows
the case when there is no Jim and the security gains due to
his presence. The curve of the no-Jim case is flat since Jim
is absent. As the jamming transmit power at Jim increases,
the secure throughput increases from almost 0.3 packets/slot
to 0.75 packets/slot at A; = 1 energy packets/slot with a gain
of almost 150%.
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Finally, Fig. 7 shows the impact of the required QoS
secure throughput on the secure throughput region. As the
requirements of the second Alice, i.e., Alice 2, given by
Mreqe = MY, increase, the secure throughput of Alice 1
decreases since the remaining resources decrease. In particu-
lar, as the QoS requirement increases, more time slots will be
assigned to the users with higher QoS requirements and the
remaining time slot resources will determine the envelope of
the secure-throughput region which will decrease.

04 —a— "1 = 0 packets/slot
—e— (14 = 0.1 packets/slot
v (4 = 0.2 packets/slot

—a— 14 = 0.3 packets/slot
02 —6— 4 = 0.4 packets/slot

o
w

Maximum Secrecy Throughput [packets/slot]

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
AJ [energy packets/slot]

FIGURE 7. Maximum secure throughput versus 1, for different QoS
requirements.

VI. CONCLUSIONS

In this paper, we investigated the security of rechargeable-
battery buffered source nodes communicating with their base
station in the presence of eavesdropping nodes. The chan-
nel is shared through a TDMA scheme with probabilistic
time-slot allocations. We designed new scheme for infor-
mation and jamming signals transmissions given the battery
constraints. We investigated the impact of the presence of a
rechargeable jamming node on the secure throughput of the
users. At the PHY layer, we proposed an AN-aided scheme
employed by the cooperative jammer to reduce the SOPs and
improve the users’ QoS. We optimized the assignment proba-
bilities to satisfy the QoS requirements of the legitimate users.
We derived time-slot allocation probabilities and obtained
their closed-form expressions and showed the impact of the
energy states and the energy-harvesting parameters on the
optimal assignments. We quantified the impact of the energy
arrival rates at energy queues, the impact of the required QoS
at Alices, the impact of target secrecy rate, and the impact
of transmit power levels on the maximum secure throughput.
The main conclusions are as follows

o The SOPs of our proposed AN-aided scheme depend on
the energy arrival parameters at different nodes in addi-
tion to other parameters such as the number of transmit
antennas at Jim.

o At high arrival rate at the jamming nodes and large
energy packet size, the impact of the eavesdropping

VOLUME 7, 2019

attack can be mitigated using cooperative jamming even
in the presence of a limited-energy cooperative jammer.

« The optimal time-slot allocation probabilities are func-
tions of the system’s parameters, the secrecy outage
probabilities, information packet sizes, the mean infor-
mation arrival rates at the information queues, the mean
arrival rates at Alices’ energy batteries, and the mean
arrival rate at the cooperative jammer’s battery.

o The presence of Jim can increase the secure throughput
by a gain of almost 150%. Moreover, optimizing the pro-
posed scheme parameters and the used number of energy
packets in a transmission can achieve again of 400%.

o Our proposed optimization approach can achieve close
performance to the upper bound where Eve is not
present. In addition, our approach showed a signif-
icant secure throughput gain relative to the case of
non-optimized number of used energy packets for infor-
mation and AN transmissions.

APPENDIX

A. MARKOV CHAIN GENERAL SOLUTION

In this appendix, we analyze the Markov chain of the energy
queues (i.e., the Alices’ energy queues and Jim’s energy
queue) shown in Fig. 8. We assume that the energy arrival
at the energy queue is A., where A, = A, and A, = Ajx
for the energy queue of the k-th Alice and the energy queue
of Jim, respectively. Since the arrival processes at the energy
queues are Bernoulli, in a given time slot duration, the number
of energy packet arrivals cannot exceed one. In addition,
in a given time slot, the number of energy packet departures
is S > L when the energy queue maintains S, energy
packets. Let us denote by m, the probability of the energy
queue having ¢ energy packets. The general Markov chain is
depicted in Fig. 8 where we solve the Markov chain of each
Alice with the associated parameters a, b, a; = af;, b; = bf;,
¢i, and f;. For Jim’s energy queue Markov chain parameters,
Jim sends a jamming signal whenever his battery accumulates
the appropriate amount of energy packets. Hence, his Markov
chain should follow the Markov chain in Fig. 8. If Alice sends
a binary signal to Jim indicating her activity status (sending
information or not or at least the outage status of her channel
to Bob), then Jim’s battery Markov chain follows the Markov
chain in Fig. 8. Otherwise, Jim’s battery Markov chain should
follow the Markov chain in Fig. 2.

FIGURE 8. The Markov chain that models an energy queue. For visual
clarity, the state-self transitions are eliminated from the graph.
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To obtain the steady state distributions of the states, we rely
on solving the balance equations at all states. The balance
equation around state O is given by

femax— LT Em b (30)

where a = A and Enax is the maximum buffer size, f; =

moa = (forrg +fimepr + -

. R_
i Pr i, with Py £ = exp (_2é_1>’ represents the no
Vi

connection outage probability when fl —kl— i energy packets are
used at the k-th Alice when she is selected for transmission,
and ¢; = a(l — wrPx c4i)- When we solve Jim’s energy
queue Markov chain, f; = Z,ﬁwl ok Pr.cyi and ¢; = a(l —
Zk 1a)k73k r+i)- The state balance equation at state 1 is
given by

ma = moa+ oL +AT L1+ o AL T E ) 31
where b = A.. The state balance equation at state 2 is given by
Ty =y (32)
Similarly, for all states from state 3 to state £ — 1, we have
Ty =3 = =TLog (33)
The balance equation around state £ is given by
nc(foa+fob+co) =mg_1a=ma (34)
The balance equation around state £ + 1 is given by
nepi(fia+fib+c) =meeo =ma (35)
The balance equation around the final state, i.e., state Emax,
is given by
T8 max (Emax— LA F fEmux—L£D) = Ty —1C(Epux—L)—1  (36)

Now, we are ready to solve the above equations together.
From Eqns. (30) and (31), we see that

a 1
T =JTO(1+E)=TFOZ 37

Using (37), and from (33), we can obtain all states up to state
7 1. Furthermore, we have

a
me(ap + bo + co) = ma = 570 (38)

Hence,

1 a
B 39
(ap + bo +co) b 0 (39

Then, we can relate the steady-state probability of state £+ 1
and state 0 as follows

a cl
T 40
£ = (al + by + c1)(ap + bo + o) 40

Hence, in general, for state £+ r and excluding the final state
since it will have a different formula, we have

T, =

r

a Cj
-2 S A— 41
TLtr bnoj:]"[oco(aj - (41)
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The final buffer state will be

(Emax—L)—1
%JT() max C]

(agmax—zr + bgmax—ﬂ) =0 CO(aj + b] =+ C])
(42)

ngmax =

Then, we can get g from the fact that the sum over all states
must be 1 (i.e., we use the normalization condition). Hence,

Emax—L—1 r
1 a max
o+ (L—1D)—mo+7m, + =71
ot (L=Dypmotae + 30 Z /,l_[co(al+b ¥

(gmax_»c) 1

]T()b y
+ .
(agmax_[« + bgmax—[:) ]:l_[() CO(aj + bj =+ C])
(43)

The probability that the energy queue (battery) is empty is
given by (44) at the top of the next page. Moreover, the prob-
ability that the energy queue, Q., has more than £ energy
packets is given by (45) at the top of the next page.

Using the expression in (44), when f; = 1 (i.e., the con-
nection probability is negligible), ¢; = O for all i. Hence,
the steady-state probabilities become the ones in Eqns. (6)
and (7) with mp = & = 2¢.

B. PROOF OF LEMMA 1
Following the same procedures in [23], the NSOP for the k-th
Alice’s transmission can be written as follows

jam
k,EAA,EAJ
Bk.E
=Pr{R < RSCC,ka ﬂk,B > Z
14+ JVJ |h |2
E
+PriR < RSGC,](’ ,Bk,B < 7 ﬂk
1+ L nl Wi
Br.E
=Pr{R < RSBC,k! ,Bk,B > (46)

1+ »CJVJ |h W|2

The last equality in (46) holds from the fact that, when

L . .
BkB < %, the instantaneous secrecy rate is zero
1+ jVj |h W|2
and, hence, Pr{R < R «} is equal to zero when R > 0.

The probability in (46) can be rewritten as

: 1+ £

]Jcarg ; — Pr 2R§ gyk,Bk,B

La Ly 1+ EA)’kﬁkE
1+ 5 ) W2

2R<1+

LayiBr.k _1
1+ 52 T, w2

Lawk

=Pr{Bp >

(47)
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1
e L+ (L= DE+ 4+ ¢ T, et e f_bgmaﬁ) [T - (44)
PriQ. > L} =1—-mo—(L—-Dmy=1—-(1+(L - 1)%);10
- 1+(L— D3
L+ - D+ §+$ 25 T aritrey + e [T ity
_a 1+ ngax e [Tj=o CO(aj"rbj"er) + (agmax Libgmax,ﬁ) H(gmdx o m s)
b 7

a Emax—L—1 (Emax—L)—1 Cj
1+ (L: - I)E + b + b Zj:() HJ =0 CO(aj+b +¢j) + (aé‘max—ﬁ""bgmax—ﬁ) 1_[ W

Since Rayleigh fading is assumed, Sk p is an exponentially-
distributed random variable with unit mean. Hence, for given
channel realizations B g and |hJT

_EW|2, we get
R LaviBre
R Iy W

Pr {8k > -
Lavk

B, I WP

2R[1+ % 1
1+ 40T Wi
(48)

=exp| —
Lawk

Averaging over fi g, we get

L
+ AVkBr.E

—1
ﬁJVJ S0 2)

2R(1
o0

| ew |-

0

Lavi

x exp(—PBr.e)d Br.E

= exp(—Ro)/O exp (—nBk.) exp(—Br.e)d Bi.E

— exp (_Rc) (49)
1+n
where Ro = 2—1 and n= LL
AYk 1+ JVJ \h |2

Since the columns of W are orthonormal, the product of
W and the channel i.i.d. vector h}rf g is still an i.i.d. Gaussian
vector. Following the discussions in [32], the random variable
x = |hJT_EW|2 is Chi-square with 2(N' — 1) degrees of
freedom. The probability density function (PDF) of x is given
by

1
Fel®) = ———07"~

N2 6>0 (50)

2 exp(—0),
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where A/ > 2. Taking the expectation of the expression in
(49) over x = |h; . W/, the NSOP is

jam
k,ﬁAA,ﬁAJ
:/oo exp (= R) ! xN_zexp(—x)dx
0o 1+ NV =2)!
1 £JVJ
+5H x

_exp(—Ro) o N2
WV =21 |

H—Wﬁ]ﬁx

exp(—x)dx (629

This probability is rewritten as

jam
kLa Ly

ooxN—Z(l EJVJ)

_ exp(—Ro)
W =2)!

A exp(—x)dx
1+ £ x + 2R

£y VJ x)

N=-2
—Ro) 1 o x N A1 +
exp ( ) / exp(—x)dx
0

N =2 Ly x+R
N

exp(—Ro) 1 /00 N2
- = = - d
(N—Z)' Lj]/j 0 X+R1 CXP( X) .
N=1

»CAJ)/J fOO )CN_I
—x)d
+N—1 A x+Rlexp( x)dx

exp (—Ro) (Z N —=2,Rp) + EJVJZ(N— 1 Rl))
W —-2)! Lyys

N -1

(52)

where N > 2 and the expression of Z(-, -) [29, eq. (3.353.5)]
is given by (20) with Ei(-) denoting the exponential integral
function.

The term exp (—R,) in (20) represents the NSOP when
there is no eavesdropping attacks on the network. Hence,
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it can be rewritten as follows

Z(N—2,R1)+%’_L’1Z(N—1,R1)

Jjam — pno Eve
k,La,.Ly k.B

v -2y

(53)
where P,?OBEW =1—exp(—Ro)-
C. PROOF OF COROLLARY 1
From (19) in Lemma 1, as y; — oo, we have
jam _ PnoEveZ(N_ 1’ O) (54)

kB (W =2)
From (20), Z(N —1,0) = WV — 1) = (N — 2)!, where
['(-) is the Gamma function. Hence,

yi—oo kLaLly

w;noopifgm ;= PoEYe = exp (—Ro) (55)

This completes the proof.
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